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Abstract

This paper proposes a secure method for message en-
cryption and decryption by combining the elliptic curve ana-
log of the El-Gamal Public key cryptosystem with the Iter-
ated Knapsack Algorithm. A comparison of the proposed
method with the existing methods shows that this method
is more efficient in terms of computational complexity.
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1 INTRODUCTION

Major public key cryptosystems that have withstood intruder
attacks over the years are the RSA and the Diffie Hellman systems.
The key sizes necessary to make these systems secure are growing
substantially. Lightweight devices like mobile phones, palmtops,
smartcards (where memory, processing power and bandwidths are
limited) are constrained in using cryptosystems based on large key-
sizes. A need for a secure cryptosystem with a small key size was
felt and this was met by Elliptic curve Cryptography (ECC). In
1985, Neal koblitz and Victor Miller independently proposed using
elliptic curves to design public-key Cryptographic schemes [1,2]. El-
liptic curves provide greater security for a given key size and have

ijpam.eu 114 2017



International Journal of Pure and Applied Mathematics

Special Issue

ijpam.eu

a hard exponential time challenge for an intruder to break into the
system.

A public key Cryptosystem called the Merkle Hellman Knapsack
Cryptosystem [3] was proposed in 1978 was broken by Adi Shamir
[4] in 1982. One way to make the Knapsack system secure is to use a
successive sequence of transformations in the Merkle-Hellman cryp-
tosystem. This is the Iterated Knapsack Crypstosystem [3,5].

In this paper, an efficient method for ECC encryption and de-
cryption is presented by combining the El-Gamal Algorithm [6] and
the Iterated Knapsack Algorithm. To ensure non-linearity in the
transformation of characters, the sender’s secret key 'k’ in the El-
Gamal algorithm is chosen different each time. A comparison of
the proposed method with other Knapsack based algorithms [7,8,9]
shows that the proposed method is more efficient. The paper is
structured as follows. Section 2 reviews the elliptic curve arith-
metic. Section 3 presents the proposed method. Section 4 illus-
trates the proposed method with numerical examples. The perfor-
mance and security analysis of the proposed method is discussed in
section 5 followed by conclusion.

2 PRELIMINARY CONCEPTS

This section reviews the basic elliptic curve arithmetic.

2.1 Elliptic curves modulo a prime p[10]
Elliptic curves defined over the prime field F}, are of central impor-
tance in public key cryptography.
Elliptic curve over Fj, : Let p > 3 be prime. The elliptic curve
y*> = x® +ax + b over F), is the set E of solutions (z,y) € (F, X F),)
to the congruence y? = ®+ax+b (mod p) where a,b € F), are con-
stants such that 4a®+27b% # 0 (mod p) together with a special point
O called the point at infinity. (The condition 4a3+27b* # 0 (mod p)
ensures that the cubic polynomial 23 +ax +b has no multiple roots).

Let P and @ be two points on E. We define the negative of P
and sum(P+ Q) as follows: (i) If P = (z,y) then —P = (z, —y) (ii)
Suppose P, € E where P = (x1,11) & Q = (x2,y2). We define
P+ Q= (z3,y3)
Where x3 = X\ — 21 — x5 (mod p),y3 = Ma1 — x3) — y1 (mod p),
\ = { (y2 — 1) (z2 — 22) " mod p if P #Q }

(322 4+ a)(2y1) ™ mod p it P=Q

(E,+) forms an abelian group.
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3 PROPOSED METHOD

In this section, a new method for ECC encryption and decryption
based on the El-Gamal and Iterated Knapsack Cryptosystem is de-
scribed. The authors lay emphasis on the following points for secure
encryption: (i) In the El-Gamal system, the random secret integer
'k’ chosen by the sender to encrypt a character, should be cho-
sen different each time. This ensures that the same alphanumeric
characters from different words are mapped onto different points
on the elliptic curve.(ii) The enciphering vectors {u;} are not made
public but are secretly shared between the communicating parties.
Alice(Source) and Bob(destination) agree upon the following
parameters: An elliptic curve E defined over a finite field £, a base
point B € E. These are made public.

Suppose Alice wants to send a character to Bob. Alice chooses
a random integer k, where k < g and keeps it secret.

Bob: (i) Chooses a random integer a, 0 < a < (¢ — 1) and
keeps it secret. (ii)Computes aB and makes it public. (iii) Let
n be the length of the binary string in the binary representations
of  and y where P = (x,y) are the encrypted texts which are
points of E. Bob chooses a superincreasing sequence {v;} of inte-
gers, 1 = 0,1,...(n — 1), chooses two pairs of integers (a;,m;) and
(ag, ms) subject to the conditions ged(ai, mq) = 1, ged(ag, ms) = 1,
n—1
my > Yy, v, Mo > nmy
i=0
Bob computes the n-tuple {w; ?;01 where w; = a1v; mod mq, n-
tuple {u; ?:_01 where u; = asw; mod mo, by = al_l mod my and
by = a;l mod mo. Bob keeps the numbers v;, w;, my, mo, a1, as, by, ba
secret but shares the enciphering key {uy, us, ...u, } with only Alice.
The deciphering key kp = {by, by, m1, mo} is kept secret.
When Alice wants to transmit a character to Bob, she does
the following:

She imbeds the plaintext message unit with numerical equiva-
lent m as some point P,, = (x,y) on the elliptic curve E, uses the
secret integer k and the publicly known point aB and computes
kB = (x1,11) and P,, + k(aB) = (x2,y2). The encrypted version
of the plaintext character is the pair of points (kB, P, + k(aB)) =
((z1,91), (22, 92))

Instead of directly sending the pair of points ((z1,y1), (72, y2))
to Bob, Alice masks these points further by using the Iterated
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Knapsack Algorithm. Each co-ordinate x;,y;,7 = 1,2 is subjected
to the Iterated Knapsack process. Suppose x; has binary form

n—1
1 = (6k_16k_2...€180)2, Alice computes the sum S[z;] = > gu;.
=0

Similar sums are computed for y;, 2, y2 so that the encryptled mes-
sage now takes the form, C,, = ((S[x1], S[y1]), (S[x2], S[y2]))
C,, is the final encrypted form of one plaintext character sent to
Bob.

Bob takes each one of the values S|z;|, S[y;],7 = 1,2 and applies
the reverse Knapsack algorithm. For example, consider S|z;] =

n—1
> eiu; . Bob uses the deciphering key kp = {b1, ba, m1, my} to
=0

compute the product beS[z4], finds the least positive residue of this
product modulo my. Let this value be R[z;]. Bob then computes
the product by R[z1] and finds the least positive residue of this value

n—1

modulo m;. The resulting value is nothing but »_ c;u;. Applying

the Knapsack Algorithm for a superincreasing se(;ugnce, Bob deter-
mines the ; and recovers the value x;. Similar procedure is used
to recover the values y, za, ys.

Thus Bob removes the outer mask of the ciphertext and obtains
the points ((x1,y1), (z2,92)) = (kB, Py, + k(aB)).

To remove the inner mask and retrieve P,, from the above pair,
Bob uses his secret key a, computes a(kB) and subtracts this from
P,, + k(aB) to obtain P, = P, + k(aB — a(kB))). From P,,, one

can retrace the numerical equivalent m of the plaintext character.

4 IMPLEMENTATION OF THE PROPOSED ALGO-
RITHM

The following example [5] illustrates the proposed algorithm.
Example 4.1: Let E be the elliptic curve % = 2® — 2+ 188 defined
over the field of p = 751 elements. Suppose that plaintext message
units are the decimal digits 0-9 and the letters A-Z with numeri-
cal equivalents 10-35 respectively. We shall show how to encrypt
and decrypt the letter ”S” using the above algorithm. Let Alice
(source) and Bob (destination) be two users of the system.
The elliptic curve is 4> = 2% — 2 + 188 mod 751.The base point B
is selected as B = (0,376). These are made public.

Bob: (i)Chooses a secret key a = 257 (ii)Computes aB = 257(0, 376)

= (370,740) and makes it public. (iii) Since p = 752 is a 10-
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bit string, Bob chooses a superincreasing sequence of 10 vectors
{v;i},i=0,...9. Here {v;} ={1,2,4,9,17,34,69, 137,280,575},
(iv) Chooses (a1, my) = (283, 1129). (@, my) — (728, 11311).
(v)Computes the 10-tuple {w;} and then the 10-tuple {u;},
Here {u;} = {2426, 4852,2184,6794,11162, 11013, 5621, 8816, 5837,
6673}. (vi) Computes by = 283! mod 1129 = 754, by = 728 mod
11311 = 5236. Bob shares the enciphering key {u;} with Alice but
keeps {by, by, m1, my} secret.

To transmit the character 7.S” to Bob, Alice does the following:

75”7 has numerical equivalent m = 28. Alice imbeds m as a
point P, = (562,201) on the elliptic curve using Koblitz method.
Alice computes (i) kB = 129(0,376) = (373,742) (ii) k(aB) =
129(370, 740) = (684, 632) (iii) P, +k(aB) = (562,201)+ (684, 632)
= (740, 389) After this first stage of encryption, the encrypted ver-
sion of the message (P,,) is the pair
(EB, P + k(aB)) = ((r1,1), (32,92)) = ((373,742), (740,389))
The second stage of encryption is done using the Iterated Knap-
sack Algorithm. Alice computes S[z] as follows: x; = (373) =

(101110101)2 = (9, ...€1,0)2; S[z1] = Z&,uZ = 38243. Similarly,

Sly] = 39,159, S[xs] = 34,307, S[yg] = 19,263 After this sec-
ond stage of encryption, the encrypted version of the message P,,
is ((S[x1], S[va]), (S[xa], S[y2])) = ((38243,39159), (34307,19263)).
This is transmitted to Bob.

To decrypt the message and obtain F,,, Bob applies the Re-
verse Iterated Knapsack Algorithm, removes the outer mask and ob-
tains the co-ordinates, ((z1,v1), (z2,72)) = ((373,742), (740, 389)).
The recovery of bit pattern for z; from S[z;] is illustrated: Com-
putes byS[z1Jmod my = (5263)(38243)mod 11311 = 1715. Next
Bob computes by R[z1]mod m; = (754)(1715)mod1129 = 405, this

9

value is nothing but > e;0,=V=405. Applying the Knapsack Al-
gorithm for a superiln(?reasing sequence of vectors, the bit pat-
tern for w is recovered as z; = (0101110101); = (373)1p. Sim-
ilarly, obtaining the values yi, 2,12, after the first stage of de-
cryption, the outer mask of P,, has been removed and the values
((z1,11), (z2,92)) = ((373,742),(740,389)) have been recovered.
Next, to remove the inner mask and obtain the point P,,, Bob
does the following: Uses his private key "a” = 257 and computes
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(i)a(kB) = 257(373,742) = (684,632): (ii)P,, + k(aB) — a(kB) =
(740, 389) — (684, 632)=(740, 389) + (684, 119)=(562, 201)=P,,.

562 — 1
Knowing P,,, the value m is recovered as m = [ 50 ] = 28§;

m = 28 is the numerical equivalent of ”.S”.

Table 1
Encryption Decryption
Character I Stage II Stage I Stage II Stage
(kB, P+ Tterated Reverse P, + k(aB)—
+k(aB)) Knapsack Knapsack a(kB)
S=28 ((373,742), | ((38243,39159), | ((373,742), | (562,201)=P,,
(740,389)) | (34307,19263)) | (740,389))

5 SECURITY ANALYSIS AND PERFORMANCE

In this section, a security analysis of the proposed method is
made. It is not possible for an eavesdropper to find the value k
(sender’s private key) either from public information kB or using
the knowledge of two plaintexts because (i) the elliptic curve dis-
crete logarithm problem is very difficult to solve (when the elliptic
curve is non-supersingular) (ii) the random secret integer k is cho-
sen different each time (even when the same character is to be en-
crypted in different words). It is not possible for an an eavesdropper
to decrypt the message using the Iterated Knapsack decryption Al-
gorithm because the enciphering keys {u;} are not made public but
are secretly shared between the communicating parties. Next, the
proposed method is compared with other Knapsack based methods
[7,10]. From Table 2 it is seen that the proposed method uses the
minimum number of elliptic curve operations.

6 CONCLUSION

In this paper a reliable encryption and decryption scheme using
the Iterated Knapsack Algorithm has been proposed to provide an
additional level of security for the Elliptic Curve El-Gamal Encryp-
tion. In the proposed method, same characters in the plaintext will
be mapped to different points on the curve by using a different
value of k (Sender’s key) each time in the El-Gamal encryption.
A comparison with the existing methods shows that this method
uses the minimum number of elliptic curve operations to achieve
the same level of security.
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