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Abstract

Different public key cryptosystems based on formal lan-
guage theory have been proposed and studied. But the ap-
plication of formal language theory to symmetric key cryp-
tography is the focus of our interest. In this paper, we
present a new block cipher which uses shuffle on trajec-
tories for encryption and a new type of deletion, namely,
θ-deletion on trajectories for decryption.
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1 Introduction

Symmetric key encryption schemes provide secure communication
for a pair of communication partners. An enemy who intercepts
a message should not get any significant information about its
content. Among all the algorithms, symmetric key encryption al-
gorithms have the fastest implementation in hardware and soft-
ware. Therefore, they are very well-suited to the encryption of
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large amount of data. On the other hand public key cryptography
methods [2, 3] are useful in exchanging the secret key of the sym-
metric key encryption schemes. Different public key cryptosystems
based on formal language theory have been proposed [1, 8]. Sym-
metric key cryptosystems based on operations from formal language
theory, namely, shuffle and deletion on trajectories were proposed
and studied [9].

In formal language theory, word and language operations with
the aid of trajectories provide a general method for the study of
properties of sequential insertion and deletion operations [4, 5, 6,
7]. A trajectory gives a constraint on the scattered insertion of a
word into another one, or scattered deletion of a word from another
word. Moreover, deletion on trajectories is an inverse of shuffle on
trajectories. Intuitively, one can understand that the concept of
insertion and deletion may be applied for encryption and decryption
respectively.

One of the standard techniques in symmetric key encryption is
of block cipher which works on messages of fixed length. In this
paper, a new type of deletion on trajectories called θ-deletion is
introduced. A new block cipher which uses shuffle on trajectories for
encryption and θ-deletion on trajectories for decryption is proposed
and its security is investigated.

2 Shuffle and Deletion on Trajectories

An alphabet Σ is a finite and nonempty set of symbols. In the
sequel we shall use a fixed alphabet Σ. Σ is assumed to be non-
singleton, if not stated otherwise. The set of all words (over Σ) is
denoted by Σ∗. This set includes the empty word λ. The length of
a word w is denoted by |w|. |w|a denotes the number of occurrences
of a in w, for a ∈ Σ. For a nonnegative integer n and a word w, we
use wn to denote the n concatenated copies of w and wR to denote
the reversal of the word w.

Definition 2.1. [6] A binary word operation is a mapping
� : Σ∗ × Σ∗ → 2Σ∗

, where 2Σ∗
is the set of all subsets of Σ∗. For

any languages X and Y over Σ, we define

X � Y :
⋃

u∈X,v∈Y
u � v
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The word operation �́ defined by u�́v = v � u is called reverse
�. For many examples of common binary operations we refer the
reader to [7]. Here we recall two of them.
Shuffle (or scattered insertion)

u tt v = {u1v1...ukvkuk+1, u = u1...ukuk+1, v = v1...vk, | k ≥ 1} .
Scattered deletion

α β = {u1...ukuk+1 | k ≥ 1, α = u1v1...ukvkuk+1, β = v1...vk}
The shuffle on trajectories was introduced in [6] as a concept gen-
eralizing the above insertion word operation. Trajectory is essen-
tially a syntactical condition specifying how two words α and β are
merged together into a resulting word. Formally, a trajectory is
a string over the trajectory alphabet V = {0, 1}. Let t be a tra-
jectory, t ∈ V ∗. Let α, β be two words over Σ. Some necessary
definitions are recalled [4, 6].

Definition 2.2. [6] The shuffle of α with β on the trajectory
t, denoted by α ttt β, is defined as follows

α ttt β = {α1β1 . . . αkβk | α = α1 . . . αk, β = β1 . . . βk, t = 0i11j1 . . . 0ik1jk where

|αm| = im and | βm |= jm for all m, 1 ≤ m ≤ k}
Observe that in α ttt β the positions of 0’s in t correspond to

letters of α, while 1’s correspond to letters of β.
Example : Let α and β be the words α = a1a2 . . . a8, β =

b1b2 . . . b5 and assume that t = 03120310101. The shuffle of α and
β on the trajectory t is α ttt β = {a1a2a3b1b2a4a5a6b3a7b4a8b5}

Definition 2.3. [5] The deletion of β from α on trajectory t
is the following binary word operation:

α t β = {α1 . . . αk | α = α1β1 . . . αkβk, β = β1 . . . βk, where t = 0i11j1 . . . 0ik1jk ,

|αm| = im and |βm| = jm for all m, 1 ≤ m ≤ k}
It follows from the above definition that if |α| 6= |t|0 and |β| 6=

|t|1, then α  t β = φ. Observe that α ttt β = γ if and only if
γ  t β = α.

Example : Let α = 110001001111100, β = 00011100 and t =
001110000111011 then α t β = 1110011.

In this paper, we define a special type of deletion on trajectories.
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Definition 2.4. Let Σ be an alphabet, V = {0, 1} be the
trajectory alphabet and θ ∈ V . If α = a1a2...an, ai ∈ Σ (1 ≤ i ≤ n)
and the trajectory t = t1t2 . . . tn, ti ∈ V (1 ≤ i ≤ n) the θ-deletion
from α by the trajectory t is given by β = b1b2...bn, where

bi =

{
ai if ti = θ
λ otherwise

We denote β by α vθ t.

We note that, if θ occurs in the i-th position of the trajectory
t, then the corresponding letter ai in α is retained. A letter in α is
deleted if the corresponding position letter in the trajectory is not
θ. Hence, α vθ t is a subword of α whose letters are the letters of α
with positions correspond to the positions of θ in t. Also |β| = |t|θ.

Example : If α = 110001001111100 and t = 001110000111011
then α v0 t = 1110011 and α v1 t = 00011100.

3 Block ciphers using shuffle on Trajec-

tory

In this section, we propose a new block cipher based on shuffle
on trajectories in which both of the encryptor and decryptor use
the same pseudorandom generator and its outputs are used as the
trajectories. The encryptor and decryptor receive the same trajec-
tories when the same seed is given as input. This seed is a function
of two strings called the core vector and the initialization vector.
Size of these two vectors and the size of the plaintext block as well
as the ciphertext block are the same. Let it be n. Let Σ be the
alphabet. The core vector S ∈ Σn is a fixed word and it is a part
of the secret key. To encrypt the first block, we choose the ini-
tialization vector c0 ∈ Σn as a true random word and keep c0 as
the first block of the ciphertext. Thus, both the encryptor and the
decryptor will calculate the same seed, and obtain the same pseu-
dorandom sequence w. There is a fixed positive integer k which is
the number of rounds. The pseudorandom sequence w is divided
into k words w1, w2, ..., wk each of length n. These strings are taken
as trajectories in each round of the encryption and decryption. To
encrypt the next plaintext block the previous ciphertext block will
be used as the initialization vector.
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Encryption
The encryption procedure is the following. Initially, we set the
initialization vector c0 = r1r2...rn as a true random word. Let S be
the core vector. The encryptor reads the plaintext block-by-block
and generates the second, third, etc.. blocks of the ciphertext in
the following way.

We describe the procedure to encrypt the i-th block. Let the
plaintext in the i-th block be m = m1m2...mn ∈ Σn. First the pseu-
dorandom generator takes g(S, ci−1) as input, where g : Σn×Σn −→
Σn, and generates a word w1w2...wk, where w1, w2, ..., wk ∈ Σn are
pseudorandom sequences. Then, u = f(m, ci−1) is computed, where
f : Σn×Σn −→ Σn is a function which is invertible. For simplicity,
one can choose Σ = {0, 1} and f and g as XOR. In each round
of the encryption this input u is split in to two strings u0 and u1

and shuffled according to the trajectory. Here u0 is the prefix of u
whose length is equal to the number of 0’s in the trajectory used in
that round and u1 is the suffix of the word u such that u = u0u1.
Clearly, length of u1 is equal to the number of 1’s in the trajectory.
At the end of the k-th round, we obtain the ciphertext block ci.
The exact steps are given in the following algorithm.
Step 1: compute u = f(m, ci−1)
Step 2: for j = 1 to k do

set t = wj
set u = u0u1, where |u0| = |t|0 and |u1| = |t|1
if j is odd then

set u = uR0 tttu1

else
set u = u0 tttuR1

end for
Step 3: set ci = u

Decryption
To decrypt the i-th block, first the pseudorandom generator takes
g(S, ci−i) and generates the same pseudorandom sequences w1w2...wk,
where w1, ..., wk ∈ Σn. In each round of the decryption, 0-deletion
and 1-deletion are performed. The procedure is given in the follow-
ing algorithm.
Step 1: set u = ci
Step 2: for j = k to 1 in steps of -1 do

set t = wj
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set u0 = u v0 t and u1 = u v1 t
if j is odd then

set u = uR0 u1

else
set u = u0u

R
1

end for
Step 3: set m = f−1(u, ci−1)

Correctness
Clearly α0 ttt α1 = α if and only if α v0 t = α0 and α v1 t = α1.
This shows the correctness of the algorithms.

4 Illustration

The working procedure of the above system is illustrated by a small
example.

Encryption
Let ci−1 = 0312012031012 and the message to be encrypted in the
i-th block be 02120310210101.
We fix the number of rounds k = 2. Suppose that the output of the
pseudorandom generator is w1 = 13021203140 and w2 = 0210140512.
Then the encryption is as follows.
Step 1: Set u = m⊕ ci−1 = 021010103140
Step 2:

Round 1: Here t = w1 = 13021203140 and so |t|0 = 6 and |t|1 = 9
set u0 = 021010 and u1 = 103140
set u = uR0 tttu1 = 1031010101302

Round 2: Here t = w2 = 0210140512 and so |t|0 = 8 and |t|1 = 7
set u0 = 1031010 and u1 = 101302

set u = u0 tttuR1 = 104130101021
Step 3: Set ci = u = 104130101021
Thus, the ciphertext corresponds to the i-th block is 104130101021.

Decryption
Let the ciphertext in the (i − 1)-th block be ci−1 = 0312012031012

and ciphertext in the i-th block be 104130101021. Since number
of rounds k = 2, by taking g(S, ci−1) as input the pseudorandom
generator generates the same random sequences w1 = 13021203140
and w2 = 0210140512.
Step 1: Set u = ci = 104130101021
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Step 2:
Round 1: Here t = w2 = 0210140512

set u0 = u v0 t = 1031010 and u1 = u v1 t = 021301
set u = u0u

R
1 = 1031010101302

Round 2: Here t = w1 = 13021203140
set u1 = u v0 t = 010102 and u2 = u v1 t = 103140
set u = uR0 u1 = 021010103140

Step 3: Set m = u⊕ ci−1 = 02120310210101
Thus, the corresponding message block is 02120310210101.

5 Security

To get the desired security it is advisable to take 128-bits blocks.
One possible attack for this system is by considering encryption
of a message with two identical blocks in adjacent places. Since
the encryption is performed by cipherblock chaining mode (CBC
mode), and since each time when we encrypt, a completely new
random initialization vector is used, this kind of attack does not
reveal anything about the plaintext and the key. In a cryptosystem
using shuffle on trajectories described in [9] the ciphertext contains
two components. It is noticed that, if the characters are the same
in both the components in a particular position then it is possible
to find the corresponding character of the trajectory. To overcome
this problem, in this paper, we break the message in to two blocks
and shuffle them according to the trajectory and this process is
repeated k times in CBC mode. Hence such kind of attacks are not
successful.

6 Conclusion and Future Work

In this paper, we presented a block cipher based on shuffle and θ-
deletion on trajectories. We note that, in this cryptosystem we are
using the cipherblock chaining mode(CBC mode) and so this system
encrypts the same ciphertext differently with different initialization
vectors. The encryption of a plaintext block not only depends on
the key but also on the preceding plaintext blocks. Therefore, if the
order of the ciphertext blocks is changed or if ciphertext blocks are
replaced, then the decryption becomes impossible. However, serious
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security analysis and rigorous machine-independent investigation
should be necessary in the future work.
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