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Abstract: In this paper, a new approach of image steganography using twodimensional Cellular Automata (2D-CA) has been proposed for a confidential
message. We convert the message in such a way that message length becomes
1024 bits after padding some bits. If message size is more than 1024 bits, we
subdivide the message of length 1024 bits using padding technique. Convert
original message by XORing with shared secret key of length 1024 bits. Update
the central pixel value of 3x3 2D-CA (rule 341) depending upon the parity (Odd
or Even) of Least Significant Bits (LSB) of the cover work and converted bits
of confidential message. During decoding only consider CA 341 rule and parity
of LSB of stego image. XORing of decoded message and shared secret key,
we can get the message of 1024 bits and combine different message component
c 2013 Academic Publications, Ltd.
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to get the original message. Results are compared with the Discrete Wavelet
Transform (DWT) based steganography schemes in terms of Peak Signal-toNoise Ratio (PSNR). This Image Steganography based on Cellular Automata
(ISCA) method increases embedding capacity of confidential message. The
security is measure by calculating the relative entropy between the probability
distributions of the cover and stego image.
AMS Subject Classification: 60A05
Key Words: two-dimensional cellular automata (2D-CA), cover work, shared
secret key, discrete wavelet transform (DWT), image steganography based on
cellular automata (ISCA), least significant bit (LSB), peak signal-to-noise ratio
(PSNR)
1. Introduction
The term steganography refers to the art of hidden communications [1]. Sender
will send a secret message to the receiver in such a way that no one else will guess
that the message exists. Typically, the message is embedded within another
object known as a cover work by using minimum change of its properties. The
resulting output, known as a stegogramme that is a near identical of the cover
work, but it will also contain the hidden message. If anybody intercepts the
communication, they will obtain the stegogramme, but as it is so similar to the
cover, it is a difficult task for them to identify that there is something embedded
in the stegogramme. The modern age steganography is usually implemented
computationally, where cover works such as text files, images, audio files, and
video files are tweaked in such a way that a secret message can be embedded
within them [2]. Two most popular steganographic methods are based on the
least significant bits (LSBs) replacement [3], [4], [5] and the modulus operation
[6], [7], [8]. Both methods can encode and decode the message successfully but a
good method of practice is to keep the message data as short as possible when
using steganography. Therefore, a stegogramme containing a high capacity
message is traditionally a higher risk than that of one with a shorter capacity
message, even though they have encoded the message in the same way. We have
shown in this paper how a message can be subdivided using simple padding
technique and embed within the cover work by the help of two-dimensional
cellular automata (2D-CA) using parity bit checker.
To identify the hidden message within stegogramme, one can analyze the
image by two different approaches targeted steganalysis and blind steganalysis.
In targeted steganalysis, the suspect file is analyzed by known algorithms where
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in blind steganalysis both method and file are unknown.
Steganalytical schemes for targeted steganalysis are visual, structural and
statistical. Structural attacks are more useful than visual attacks because the
steganalyst can check the image for inconsistencies and generate a feature set
that is known to be associated with stegogrammes. This attacks work best for
know stegogramme. Statistical attacks are the most successful form of targeted
steganalysis because they have the capability to generate a set of features related
to the hidden message. The early blind steganalysis techniques was developed
by Nasir Memon [9] who used Image Quality Measure (IQM) that classify image
according to the likelihood that they contain message data. Much current
research is being carried out for blind steganalysis because of the growth of the
online vulnerability.
Our motivation is to send a message of arbitrary length using the 2D-CA
with parity checker. It is observed that, in the previously published schemes,
one cannot detect the end of message embedded in a cover image. But our aim
is to design in such a manner that one can easily find the end of message in a
cover image because of the fact that last block after padding some bits contains
the length of the message.
In this paper, we propose a new approach of Image Steganography based on
Cellular Automata (ISCA). First, padded message is converted to a ciphertext
using shared secret key between sender and receiver and then ciphertext is
concealed in the LSB of cover image with the help of 2D-CA 341-update rule
and parity bit checker. During decoding the system simple use CA 341 rule
and parity checker to retrieve the cipher text. To get the original message, one
has to combine the message component then XOR with shared secret key.
The rest of this paper is organized as follows: related work is covered in
Section 2. Cellular Automata have been described in Section 3. In Section
4, we describe our proposed scheme. Section 5 provides experimental result
and comparison between our proposed schemes with other existing schemes.
Finally, the conclusion of this paper is presented in Section 6.

2. Related Work
Wolfram et al [10] studied one-dimensional cellular automata (1D-CA) with the
help of polynomial algebra. Pries et al [11] also shown 1D-CA exhibiting group
properties based on a similar kind of polynomial algebra. Packard et al [12]
studies on 2D-CA depending on five nearest neighborhoods of CA. The theory
and application of additive 1D-CA rules has been proposed by Ganguli et al in
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[13] and Thomas et al explains the evolution of CA for image processing in [14].
Pal Choudhury et al [15] shown some extra theory of 2-D CA linear rules. P.
Jebaraj Selvapeter and Wim Hordijk [16] studied cellular automata for image
noise filtering using a majority CA update rule. Based on above technique,
Jana et al [17] proposed a technique to reduce noise from image using 2D-CA
with the help of nearest neighbor pixel information.
Secret sharing and hiding using modulus concept has been proposed by
Wu et al [18]. Lin and Tsai [19] proposed a method of secret image sharing
with steganography and authentication. Yang et al [20] proposed an improved
version of Lin and Tsai’s scheme. Chang et al [21] proposed sharing secret in the
stego images with authentication. A secret sharing scheme has been proposed
based on CA by A.M.del Rey et al [22]. To share secret color images, 2D-CA
is used in [23]. The DWT based approach scheme [27] using a mapping table,
the secret message is embedded in the high frequency coefficients resulted from
DWT. Image steganography based on Discrete Wavelet Transform (DWT) and
Huffman Encoding [28] has been proposed. This approach improves both image
quality and security.
3. Overview of Cellular Automata
In the proposed scheme, Cellular Automata (CA) has been employed for embedding message within the cover image. Hence for the sake of completeness
a brief overview of CA is provided in this section. Although the concept was
proposed almost five decades back by John Von Neumann [24], but in the last
two decades, researchers of various fields became interested to use the concept.
CA has many applications in the field of steganography.
CA consists of array of cells which are connected locally. Each cell repeatedly updates its own state, where the next state depends on the cell’s current
state and those of its local neighbors. In the simplest case, the CA lattice is a
one dimensional (1D) array of cells. Detail of one dimensional (1D) CA can be
found in [25].
The extension of one dimensional (1D) CA to 2D-CA is significant for modeling many physical systems. Depending on the neighbors of 2D-CA it is divided
into two types, Von Neumann neighborhood and Moore neighborhood.
The Von Neumann neighborhood is the set of all cells that are orthogonal
adjacent to the region of interest. The Von Neumann neighborhood of range r
is defined by in (1),
V
N(x
= {(x, y) : |x − x0 | + |y − y0 | ≤ r}
0 ,y0 )

(1)
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The Von Neumann neighborhoods for ranges r = 1 and 2 are illustrated in
Figure 1. The number of cell in the Von Neumann neighborhood of range r is
the centered square number, that is, 2r(r + 1) + 1. If the range value r ≥ 2 then
it is consider as Extended Von Neumann neighborhood.

Figure 1: A) Von Neumann neighborhood; B) Extended Von Neumann
neighborhood
The Moore neighborhood is the set of all cells that are orthogonal or diagonally adjacent to the region of interest. The Moore neighborhood of range r
is defined by in (2),
M
N(x
= {(x, y) : |x − x0 | ≤ r, |y − y0 | ≤ r}
0 ,y0 )

(2)

Moore neighborhoods for ranges r = 1 and 2 are illustrated in Figure 2.
The number of cell in the Moore Neighborhood of range r is the odd squares,
that is, (2r +1)2 . If the range value r ≥ 2 then it is consider as Extended Moore
neighborhood.

Figure 2: A) Moore neighborhood; B) Extended Moore neighborhood
The next state of a particular cell (middle cell) of 2D-CA is updated by
the current state of itself and eight cells in its nearest neighborhood (Moore
neighborhood) as shown in the Figure 3.
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Figure 3: 2D rule box

The number within each box of Figure 3 represents the rule number characterizing the dependency of the current cell on that particular neighbor only.
Rule 1 characterizes dependency of the central cell on itself alone where as
such dependency only on its top neighbor is characterized by Rule 128, and dependency on all neighbors is characterized by Rule 511(=1+2+4+8+16+32+
64+128+256) and so on. In case, the cell has dependency on two or more
neighboring cells, the rule number will be the arithmetic sum of the numbers of
the relevant cells. In our proposed method CA 341 rule has been used, which is
include in-group 5 considering the dependency of current cell on its neighboring
cells. Thus group 5 includes 1, 4, 16, 64, and 256 and the corresponding rule
will be 1+4+16+64+256=341 has been generated. When move the CA through
the cover work then update the center pixel only by checking the parity of LSB
of chosen CA rule which is non overlapping to each other during scanning or
embedding.

4. Proposed Scheme
In this section, we propose a new approach of Image Steganography based on
Cellular Automata (ISCA). Here, an image can be considered as the lattice
configuration of a 2D-CA, where each cell corresponds to an image pixel, and
the possible states are the different gray values or colors. Color image with
Moore neighborhood (the eight neighboring cells surrounding a cell) is being
considered. The proposed algorithms for encoding and decoding are described
below.
Algorithm for Encoding:
Step 1: After padding technique (Ref. Giri et al [26]), the original message
M is partitioned into some number blocks (say, M1 , M2 , . . . , Mn , where M =
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M1 ||M2 || . . . ||Mn ) each of length 1024 bits.

Step 2: If the number of portioned blocks is n after padding some bits and
nX1024 is more than 512X512/2=131072=128X1024, we can consider N number of color images where N = [n/128]. The function [x] denotes the least
positive integer greater than or equal to x. Consider the color image Ck , where
k = 1 to N .
Step 3: Convert Mi into cipher text Hi , where Hi = Mi XOR h(K||i) for i = 1
to n. h represents cryptographic one-way hash function which provides 1024
message digest [29]. K is the shared secret key between sender and receiver.
Step 4: For k = 1 to N
Consider 3X3 2D-CA of r = 2 and Moore neighborhood. So total neighbor
n = 8 and total cell of CA is 9. Central cell value is R.
Step 5: For k = 1 to N
Step 6: For row = 1 to 512
Step 7: For col = 1 to 512
B[row][col] = LSB of Cover image Ck [row][col];
End for (in Step 7)
End for (in Step 6)
Step 8: For row = 1 to 512
Step 9: For col = 1 to 512
Step 10: For p = 1 to 3
Step 11: For q = 1 to 3
Step 12: Using 2D-CA 341 rule check the parity of binary number of 3x3
B[p][q].
End for (in Step 11)
End for (in Step 10)
Step 13: Update R using the following Table- 1 and replace in the central cell
of 2D-CA.
Step 14: Update cover image pixel value using updated R
Step 15: Move 2D-CA by col = col + 1
End for (in Step 9)
Step 16: Move 2D-CA by row = row + 2
End for (in Step 8)
Step 17: End for (in Step 5)
Step 18: End
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Table 1: Rules for update center pixel of 2D-CA
Cipher bit⇒
Parity⇓
Odd parity
Even Parity

H =0

H=1

Change R
No Change R

No Change R
Change R

Algorithm for Decoding:
Step 1: For k = 1 to N
Consider a stego images Sk and the shared secret key K.
Step 2: Consider 3X3 2D-CA of r = 2 and Moore neighborhood pixel where
center pixel is considered as R. So total neighbor n = 8 and total cell of CA is
9.
Step 3: For row = 1 to 512
Step 4: For col = 1 to 512
BS [row][col] = LSB of stego image Sk [row][col];
End for (in Step 4)
End for (in Step 3)
Step 5: For row = 1 to 512
Step 6: For col = 1 to 512
Step 7: For p = 1 to 3
Step 8: For q = 1 to 3
Step 9: Using 2D-CA 341 rule check the parity of binary number of 3x3 BS [p][q]
End for (in Step 8)
End for (in Step 7)
Step 10: If parity is even then store 0 else 1 in Hi for i = 1 to n
Step 11: Move 2D-CA by col = col + 1 within cover image
End for (in Step 6)
Step 12: Move 2D-CA by row = row + 2
End for (in Step 5)
Step 13: We can get the message Mi = Hi XORh(K||i) for i = 1 to n.
Step 14: To recover the original plaintext message M , the receiver discards the
lower ordered padding bits from the last block, that is, from Mn , the number
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of padding bits is the number stored in the 11 least significant bits of Mn .
Step 15: End for (in Step 1)
Step 16: End

5. Experimental Result and Comparison
Here color image 512x512 pixel has been used as cover image, which is shown in
Figures 4(a) to 4(e). Capacities in terms of number of bits are shown in Figure
4(f). The proposed algorithm is implemented in MATLAB Version 7.6.0.324
(R2008a).

Figure 4: Standard cover image and their capacity
PSNR is used as a fitness measure shown in the equations (3) and (4).

M SE =

m−1 n−1
1 XX
||I(i, j) − K(i, j)||,
mn

(3)

i=0 j=0

where I(i, j) represents the i-th row and j-th column of clean image and K(i, j)
represents the i-th row and j-th column of stego image.
P SN R = 10 log10 (

M AXI2
M AXI
) = 20 log10 √
M SE
M SE

Here, M AXI is the maximum pixel value of the image.

(4)
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Analysis in terms of PSNR of original and stego-image compared with DWT
based [27] and DWT with Huffman based [28] has been shown in Table-2. Our
proposed ISCA method gives promising result. To compare the proposed ISCA
approach with DWT method and DWT with Huffman shown in Figure 5. It
is clear that from the same capacity the PSNR of our proposed algorithm is
better than other one. From Table-2 it is notice that for all images PSNR is
near to 62.

Figure 5: Comparison graph with existing techniques
Some output results are shown below in Figures 6(A)and 6(B):
To test the security in our proposed method relative entropy (the differences) between the probability distributions of the cover and the stego image
has been calculated by equation (5). let pm and qn be probability measures for
clear image M and stego image N , respectively. The relative entropy distance
D(N ||M ) [30] (also known as Kullback-Leibler distance) is defined as
X
qn (x)
.
(5)
D(N ||M ) =
qn (x) log
pm (x)
n
Relative entropy between two probability distribution functions is zero that
means the system is perfectly secure. D(N ||M ) is a nonnegative continuous
function and equals to zero iff pm and qn coincide. Thus D(N ||M ) can be naturally viewed as a distance between the measures pm and qn . The corresponding
entropy result are shown in the following Table-3.
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Cover Image
(512 x 512)
Lena
Airplane
Baboon
Parrot
Football

DWT
Based
[27]
Capacity
(Bits)
4815936
249608
396496
4625160
4675856

DWT
Based
[27]
PSNR
(dB)
46.09
46.00
46.19
46.02
46.07

DWT with
Huffman
Based [28]
Capacity
(Bits)
4815936
249608
396496
4625160
4675856

711
DWT with
Huffman
Based [28]
PSNR
(dB)
54.93
54.67
55.11
54.73
54.81

Our
proposed
Method
Capacity
(Bits)
4815936
249608
396496
4625160
4675856

Our
proposed
Method
PSNR
(dB)
62.43
62.34
62.39
62.35
62.38

Table 2: Comparison of the result for the proposed method and some
existing method

A) During encoding process
B) During decoding process
Figure 6: During encoding and decoding process.
6. Conclusion
In our proposed ISCA scheme based on Moore neighborhood CA, enhancement
of the image steganographic system for sending confidential messages using LSB
approach to provide a means of secure communication by using shared secret
key has been introduced. In the following, we describe our contribution:
• If message length is arbitrary, our approach can be applicable.
• One can easily find the end of the embedded message into the cover image.
• Since PSNR is much more than some previously published schemes, which
ensure that the image quality is better after the embedding the message
in our scheme compared to these schemes.
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Cover Image (512 x 512)
Lena
Airplane
Baboon
Parrot
Football

Our proposed
(ISCA) Method
Clear Image Entropy
6.9439
6.7915
6.7915
6.9439
6.7915

Stego-Image Entropy
6.9439
6.7915
6.7915
6.9439
6.7915

Table 3: Relative entropy between the probability distribution of the
cover and the stego image
• Since relative entropy of the probability distribution of the clean image
and stego image is zero which implies that our system assumed to be
perfectly secure.
One can develop a system using public key cryptosystem which can be applied
to the smart card for authentication and other security challenges. For online
transaction using this system, one can revise further for transmit the relevant
information for checking and permitting the access of valid user.
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