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Abstract. 

The issue of vehicle hijacking or car theft due to easy access to vehicle’s functional system can be 

reduced by using a biometric system. The starting of vehicle’s engine as the necessity of protection and 

access restriction in many luxurious assets is now very important. Biometric systems have in a long time 

served as a strong security system in many different applications and it will be implemented in 

automobile industry. Biometric system is a technological system that uses information about a person to 

identify such the person. It relies on specific data about unique biological trait in order to work 

effectively. This system involves running data through algorithms for a particular result, usually related to 

a positive identification of a user or other individuals. The signals are generated by the arduino to 

appropriate module circuit. 
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1. Introduction 

Fingerprint recognition technology allows access to only those whose fingerprints that are pre 

stored in the memory. Stored fingerprints are retained even in the event of complete power failure or 

battery drain. These eliminates the need for keeping track of keys or remembering a combination 

password, or PIN. It can only be opened when an authorized user is present, since there are no keys or 

combinations to be copied or stolen, or locks that can be picked. The fingerprint based lock therefore 

provides a wonderful solution to conventionally encountered inconveniences. This report focuses on the 

use of fingerprints to unlock locks, as opposed to the established method of using keys [1].In order to 

prevent unauthorized access to these devices, passwords and other pattern based authentication method 

are being used in recent time. However, password-based authentication has an intrinsic weakness in 
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password leakage. While the patterns are easy to steal and reproduce. In this paper, we introduce an 

implicit authentication approach that enhanced the password pattern with additional security layer 

[2].Biometric systems have overtime served as robust security mechanisms in various domains. 

Fingerprints are the oldest and most widely used form of biometric identification. A critical step in 

exploring its advantages is to adopt it for use as a form of security in already existing systems, such as 

vehicles [3].Vehicle security system has been a topic of great interest over the years due to the increasing 

vehicle theft cases reported all over the world. Most of the advanced vehicle security systems best suit the 

four wheelers. As of the security system for two wheelers is concerned, the systems available in market 

are of no match to the well-equipped thieves. When under attack, these systems can only immobilize the 

engine and sound a loud alarm. The proposed reliable and robust design of Two Wheeler Vehicle Security 

System (TWVSS) with features enhancing the security of the vehicle and ensuring the safety of the rider 

[4].Fingerprint matching techniques are of two types: graph based and minutiae based. The template size 

of the biometric information based on minutiae is much smaller and the processing speed is higher than 

that of graph-based fingerprint matching [5]. 

2. Design and Analysis of Proposed System 

The Block diagram of fingerprint based vehicle starting systemis shown in figure 1, as it contributes 

to the overall design of the work. 
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Figure -1: Block diagram of fingerprint based vehicle starting system  
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In the design of this fingerprint based vehicle starting system, signals are generated by the 

arduino to appropriate module circuit. The whole system is aimed to be constructed in a plastic casing to 

enhance heat evacuation and working efficiency of the system. The arduino reads the state of the input 

buttons which could be either a 1 or a 0. The signal arduino gets from the input button tells what to work 

on at that time. This project is aimed to replace the push-button in vehicle ignition and create a more 

reliable and secured way of starting the ignition with fingerprint pattern only. The Arduino environment 

has been designed to be easy to use for beginners who have no software or electronics experience. With 

Arduino, you can build objects that can respond to and/or control light, sound, touch, and movement. 

Arduino has been used to create an amazing variety of things, including musical instruments, robots, light 

sculptures, games, interactive furniture, and even interactive clothing. Arduino is used in many 

educational programs around the world, particularly by designers and artists who want to easily create 

prototypes but do not need a deep understanding of the technical details behind their creations. Because it 

is designed to be used by nontechnical people, the software includes plenty of example code to 

demonstrate how to use the Arduino board’s various facilities. 

 

2.1 FINGER PRINT SENSOR 

 

Figure 2: FingerPrint Sensor 

Secure with biometrics - this all-in-one optical fingerprint sensor will make adding fingerprint 

detection and verification super simple. These modules are typically used in safes - there's a high powered 

DSP chip that does the image rendering, calculation, feature finding and searching. Connect to any 
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microcontroller or system with TTL serial, and send packets of data to take photos, detect prints, hash and 

search. You can also enroll new fingers directly up to 162 finger prints can be stored in the onboard 

FLASH memory. There's a red LED in the lens that lights up during a photo so you know it’s working as 

shown in fig.2. 

 

 

 

 

Figure 3: Hardware Setup for proposed system 

Fingerprint processing includes two parts: fingerprint enrollment and fingerprint matching (the 

matching can be 1:1 or 1:N) as shown in fig.3. 

When enrolling, user needs to enter the finger two times. The system will process the two time 

finger images, generate a template of the finger based on processing results and store the template. When 

matching, user enters the finger through optical sensor and system will generate a template of the finger 

and compare it with templates of the finger library. For 1:1 matching, system will compare the live finger 

with specifc template designated in the Module; for 1: N matching, or searching, system will search the 

whole finger library for the matching finger. In both circumstances, system will return the matching 

result, success or failure. 

3. Algorithm of Fingerprint based Vehicle starting system : 

1.Start 

2. Place a finger and press enter button (top button) to start engine. 

3. If finger already stored in the scanner module, start the engine. 

4. If not, go back to number 1 and give no output. 

5. Press ENTER button (bottom button) to enter passcode. 

6. If passcode matches with saved code in chip’s EPROM. Open user admin, activate module to receive 

finger image data and store it and go to number 7. 

7. If passcode entered does not correlate with chip’s value in the EPROM, signify wrong      passcode and 

go back to number 4. 

8. Navigate through options in user admin to edit passcode and exit interface. 

9. Stop. 
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3.1 Flowchart of Fingerprint based vehicle starting system : 

 

Figure 4: Flowchart of Fingerprint based vehicle starting system 
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4. Result and Discussion 

 

Figure 5: Interfacing fingerprint with arduino 

Realizing a project physically has lots to do with research, choice of component and testing of the 

components. The project was implemented and tested to ensure proper operation under stated instruction. 

The various modules were tested and satisfactory results were obtained. As the components used fall 

within the tolerance value of the components, hence an assurance of the proper functioning of the system. 

.From the Figure 5 as depicted above, it shows that the designed system performs the measured values. 

5. Conclusion  

This work is a well operating prototype of a fingerprint based vehicle staring system. The system 

intelligent agents were able to communicate well and appropriate output is given under user input. The 

system requests for user’s finger, process it and give appropriate output based on if the finger is stored in 

the fingerprint module or not. The system is also able to enroll new user’s finger at request but prompt for 

passcode before it could be done. Passcode editing can also be done on request in the system. 

Hence, fingerprint technology improves the security of an automobile making it possible for the 

car to be used by only authorized users. Therefore implementing this system on vehicles makes the 

achievement of our car security system comes in a cheap and easily available form. The output is viewed 

with the use of an LED. Biometric recognition systems present security and convenience than 

conventional methods of personal recognition. 
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Future work: 

 This can also be implemented in other automobiles apart from cars. 

 Others types of bio-metrics can also be used. 
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