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Abstract 

This paper projects an enhancement of Histogram Modification for data embedding. The 

histogram is formed using the MED predictor. A part of the secret data is converted to trinary 

digits and the remaining into binary. The histogram values are adjusted to create empty bins 

at alternate locations. Then the message bits are embedded using modification of the 

prediction errors by ±1. In order to prevent distortion by the adjustment of higher error 

values, those are excluded. A run length encoding followed by arithmetic encoding is used to 

compress the excluded pixels and implanted along with the confidential data. The optimal 

parameter values are determined through experiments on test images. Experimental outcome 

demonstrate the suggested method improves its embedding capacity of histograms 

modification based on data hiding while maintaining perfect reversibility.  
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Introduction 

 Reversible data embedding in digital pictures [1] is a significant aspect of 

steganography and watermarking research. The goal of reversible information hiding is to 

insert secret data into digital images without losing original image information. The 

procedure can be perfectly reversed to get back individually both the hidden data as well as 

the initial image. Applications include medical image transmission with patient metadata, 

copyright enforcement on digital media content etc. The objectives of reversible data hiding 

are threefold. First, the embedding procedure must not leave any visible artifact or detectable 

changes on the image. Secondly the steganographic security condition demands that the 

presence of the hidden message is not proved by an independent observer. This will lead to 

suspicions raised about the sender and receiver and compromise their steganographic 

communication. Thirdly the amount of embedded information has to be maximized under the 

condition that the original image must be perfectly recoverable. Digital images have high 

correlation among spatially neighboring pixels. This redundancy must be utilized to compress 

the least visually sensitive parts of the image to make room for the secret payload [2]. 

 The reversible data hiding methods available in the literature include histogram 

modification [3], difference expansion [4], prediction error expansion [5], lossless 

compression [6] of least significant bits, integer to integer transforms [7] etc. The most 

widely used among these are the histogram modification methods. An image histogram is the 

number of pixels taking one of the possible values. In a typical grayscale image, the pixel 

intensity can range from 0 to 255. Arithmetic operations are performed on the pixel 

intensities to embed secret data. The method must ensure that Arithmetic overflow (above 

255) and underflow (below 0) do not occur so that the pixels can be represented with 8 bits. 

 Histogram Modification based reversible data embedding was introduced by Nietal. 

[1]. The confidential messages are inserted into the image histograms. The highest value of 

the histogram which is the most repeatedly taking place pixel intensity values within the 

image is recorded. The method also needs a zero value which is an empty bin in the 

histogram or a value that is not taken by any pixels in the image. The pixels falling in 
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between the peak and zero values are shifted so as to create an empty bin next to the peak. 

Then the peak bin pixels are adjusted to embed the secret binary digits. The maximum 

distortion to the image pixel values are ±1. Once the peak and zero positions are known at the 

receiver side, the entire process can be reversed to extract the secret bits as well as 

reconstruct the image perfectly. This procedure can be done on prediction error histogram as 

a substitute of pixels value histogram. Main advantages are these the peak value always occur 

at the known error value of zero and a zero values are not necessary for avoiding arithmetic 

overflow and underflow.  

 In this suggests a reversible confidential data hiding mode similar to Ni et al. done on 

the prediction error histogram. The contribution is that the prediction errors are separated into 

two sets based on their absolute values. The large values are not disturbed and smaller values 

are shifted. Also the secret data is in the form of trinary digits. This allows higher embedding 

capacity with smaller distortion. The next section briefly describes the proposed method. 

Proposed Methodology 

 The cover 𝐶 is a grayscale figure with a size of m × n and  pixel lies in between the 

range of [0,255]. 

  𝐶 =  𝑐𝑖𝑗 |0 ≤ 𝑐𝑖𝑗 ≤ 255, 𝑖 = 1,2, . . . 𝑚, 𝑗 = 1,2, …𝑛    ... (1) 

Several predictors is used in image compression and data hiding literature. The Median Edge 

Detection (MED) predictors [8] has good accuracy and widely used in lossless JPEG coder 

[9]. It is given by the following expressions. 

   𝑋 =  
min(𝐴, 𝐵) 𝑖𝑓 𝐶 ≥ max(𝐴, 𝐵)
max(𝐴, 𝐵) 𝑖𝑓 𝐶 ≤ min(𝐴, 𝐵)
𝐴 + 𝐵 − 𝐶 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒.

    ... (2) 

Here the variable 𝑋 represents  predicted value based on the neighboring pixel intensity of  𝐴, 

𝐵  𝐶 as displayed in Figure 1. 
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 The predicted values of image pixels form the prediction image 𝑃. The prediction 

error is given by 

     𝑃𝐸 = 𝐶 − 𝑃      ... (3) 

 

 The prediction errors are separated into two distinct images 𝐻 and 𝐿 based on their 

absolute values. The large errors are left undisturbed and the small errors are used for 

embedding. 

    𝐻 =  𝑝𝑒𝑖𝑗 | 𝑝𝑒𝑖𝑗 ∈ 𝑃𝐸 𝑎𝑛𝑑  𝑝𝑒𝑖𝑗  ≤ 𝑡    ... (4) 

    𝐿 =  𝑝𝑒
𝑖𝑗

| 𝑝𝑒𝑖𝑗 ∈ 𝑃𝐸 𝑎𝑛𝑑  𝑝𝑒𝑖𝑗  > 𝑡    ... (5) 

 The error image 𝐻 is formed by retaining the pixels with values in 𝐻 and keeping 

values at other positions zero. It is compressed using run length encoding (RLE) [13] and 

arithmetic encoding, (AE) [14] which is an entropy coder. RLE is efficient on 𝐻 because of 

the large number of contiguous zero values in it. Arithmetic encoding reduces the number of 

bits used to represent a signal vector by employing smaller codes for frequently occurring 
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Figure 1. Pixel Prediction Pattern 
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symbols. The coder works by calculating the symbol frequencies and assigning binary codes 

by forming a tree structure. The image 𝐻 is mostly zeros with few symbols and therefore has 

low entropy. It is compressed very efficiently by the above procedure. The compressed bits 

are the overhead of the method that needs to be there placed in beside the secret message. 

 This embedding is done on 𝐿 by the following procedure. The pixels of image 𝐿 are 

sorted in ascending order. The overhead binary digits 𝑂 are embedded into the smallest 

values after expanding them by two. 

     𝐿𝑠 = 2𝐿 + 𝑂                ... (6) 

The secret trinary digits 𝑀 with values 0,1 and 2 are formed by encrypting the secret bits 

using Advanced Encryption Standard (AES) [15,16] algorithm and converting to base 3. It is 

embedded into the remaining pixels in 𝐿 after expanding them by three. 

    𝐿𝑠 = 3𝐿 + 𝑀 − 1    ... (7) 

Multiplication by 2 has the effect of shifting the histogram such that there is a zero bin next to 

every non-empty bin and multiplication by 3 creates two zero bins next to each non empty 

bin. Adding the bits distributes the pixels in the non-empty bins to the zero bin next to it 

based on the overhead. Adding trits distributes the pixels in the non-empty bins to the zero 

bins on its either sides. The process is perfectly reversible because the values are uniquely 

mapped. The modified errors are appended with  the predictions to get the final stego image 

𝑆. Thus number of  data bit in overhead and the threshold parameter t need to be 

communicated to the receiver as part of the security key K along with the encryption keys. 

AES encryption standard is used in this paper. 

The image restoration and message extraction is done by reversing the procedure. The 

prediction errors are calculated and from the smallest values, the compressed 𝐻 image is 

retrieved by applying the equation 𝑚𝑜𝑑(𝐿𝑠 , 2). It is decompressed and used to identify the 

remaining pixels in 𝐿. Then the secret trits are extracted by applying the equation 𝑚𝑜𝑑 𝐿𝑠 , 3  

and AES decryption. The pixels are collapsed back to their original locations in the histogram 

to reconstruct the cover image. 
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Results 

 The recommended method is executed in the MATLAB 2016 and tested on several 

grayscale images including Lena, Pirate, Lake and Walkbridge. The cover, prediction, 

prediction error, large value prediction error and stego images are shown in Figure 2 for 

Lena. The sizes of image, overhead and payload capacity is displayed in the Table 1. Table 2 

exhibits the distortion measured by means of the PSNR of the stego against the cover file. 

PSNR ratio is labeled as 

     𝑝𝑠𝑛𝑟 = 10 log10  
2552

𝑚𝑠𝑒
     ... (8) 

where 𝑚𝑠𝑒 denotes the Mean Squared Error (MSE) value termed  as [10-13] 

     𝑚𝑠𝑒 =
   𝐶𝑖𝑗−𝑆𝑖𝑗  

2𝑛
𝑗=1

𝑚
𝑖=1

𝑚𝑛
   ... (9) 

 

(a) 

 

(b) 

 

(c) 

 

(d) 
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(e) 

 

(f) 

Figure 2. Results on Lena Image a) Cover b) Prediction Error c) Large Prediction 

Error (t=32) d) Prediction Error Histogram e) Modified Prediction Error Histogram f) 

Stego Image 

Table 1. Capacity of Embedding 

Image 

Name 

Size of 

Image 

Overhead 

(Bits) 

Capacity 

(Bits) 

Capacity in Bits Per Pixel 

(BPP) 

Lena 256×256 20626 43388 0.6620 

Pirate 512×512 61119 196785 0.7507 

Lake 256×256 36357 26447 0.4035 

Walkbridge 256×256 37132 25718 0.3924 

 

Table 2. Visual Distortion Measures of Embedding 

Image Name MSE PSNR 

Lena 56.97 30.57 

Pirate 75.03 29.38 

Lake 76.53 29.29 

Walkbridge 126.32 27.12 

 The results demonstrate that the proposed method produces visual distortion within 

acceptable range and has high embedding capacity. The existing trinary embedding in 

prediction error histogram hides around 10,000-20,000 bits in 256×256 images. The proposed 

mode can cover more pixel bit with similar distortion. 
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Conclusion 

 This paper presented a histogram modification technique for reversible data hiding. 

The message data was converted to trinary digit representation and embedded in prediction 

error histograms of the cover file.  MED predictor is used. Thus large prediction errors were 

excluded from the embedding in order to limit distortion. Run length Encoding and 

Arithmetic Encoding were utilized to compress the highly sparse image of large error values. 

The overhead and message digits were embedded by expanding the histogram of smaller 

prediction error. Tentative outcomes were presented it show superior functioning of the 

newly proposed method by means of embedding data facility. Future research may be 

directed to multichannel images and the use of better predictors. 
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