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Abstract 
 Cyber crime is arising as a serious peril in India as a social problem. 

Today’s generation is ineluctable penetration in computer technology and 

communication which is one on the path for growing generations . As the 

technology grows affix to it, cyber crime increases in order to derive 

greatest benefit from it. While the Information technology Act was passed 

2000 and later it was amended in 2008 to reduce and bring an control over 

cyber crime. But even after 17 years the challenges towards technology 

increasing due to immense growth. To avoid cyber criminals to commit a 

crime, it is important for fighters those who are against the cyber crime 

have to anticipate the qualitative and quantitative changes so that there will 

be no attempt of crime would occur.  

Cyber criminals also aims children through suspicious apps which 

threats against children in rise with Blue Whale and other websites which 

promote challenges. Fake jobs frauds are in rise: The fraudsters ransacks a 

small amount of money from students ranging one thousand to Twenty 

thousand by offering them a job. Money are asked to be sent via Paytm 

later the numbers will be switched off and seizes ones money from account.      

Computer plays major role in almost every crime which is committed.The 

maltreat of technology it has created the need for enactments and 

implementation of cyber laws. Henceforth the citizen has to prevent their 

personal data, documents, etc with security code and also should 

implement cyber laws and to widen the knowledge to take precautions to 

avert against cyber crime. This research emphasise on role of cyber crime in 

Indian Scenario, The implementation on enactments of cyber laws, types 

and kinds of cyber crime. 
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computer, cyber criminal. 
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1. Introduction  

In present generation its rapid growth on Information Technology is enclosing 

all walks of life. These technical improvements have made the transformation 

from document to paperless communication possible. Whereas computer are 

meant to store privileged data of Political, social, economic which brings huge 

benefits to the society. The wide extension of a internet and Computer 

technology globally has led to escalation of  internet related crimes. In recent 

times, India has become major spot for cybercriminals, who most hackers and 

other malicious users commit crimes through internet. As there as various types 

of cyber crimes these crimes are rising at an terrifying rate. India is ranked fifth 

in cyber crime amongst other countries. Under Indian law cyber crime does not 

have any specific definition under any Indian legislation one legislation that 

deals with offences related to such crime is Information technology Act, 2000 

which was later amended as Information Technology Act, 2008.  In order to 

define such an offence, it can be done through cause of action, it is an 

combination of computer and crime. As it can be said that, when in commission 

of crime Computer is used, that can be termed as.  

― Cyber Crime‖. This also  includes anything from downloading illegal music 

files to stealing millions of dollars from online bank accounts. As it‘s trend for 

emerging, its high time for Indian Police Officers to bring new method of 

investigation for a successful prosecution of such cyber cases. Till today, the 

method of policing and investigation is struck to the old method to gather 

information. Whereas the police force is completely lacks training on modern 

methods of criminal investigation for which skills are required to manage and 

operate highly sophisticated technologies Cyber Crime also includes non-

monetary offences such as creating and distributing viruses on other computers 

and posting confidential business information on the Internet etc. In order to 

effectively curb cyber crime steps have to be initiated by the government both 

technically and legally. 

Aim of Research 

This research paper clarifies on betterment of bringing control over the cyber 

crimes. To spread awareness towards computer operators to safeguard their 

documents and personal data from cyber attackers.    

2. Objectives 

 To Study the implementation on enactments of cyber laws  

 To know the types cyber crimes and its functions  

 To analyse the problems faced by the police for investigation on cyber 

criminals  
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3. Limitations  

This research work is confined to the concept of cybercrime with special 

reference to the Indian scenario. The paper gives importance to the 

interpretation of the current Indian laws regarding cybercrime and emphasises 

on the need to enforce new updated legislations to curb cybercrime. 

4. Research Methodology 

The researcher has collected secondary data it is in the form of descriptive. The 

paper is qualitative data form . The secondary data used are E-source, Websites, 

Articles.  

 Types of Cyber Crime 

The commission of the following is considered as cyber crime: E-mail 

Bombing: It is a form of cyber crime wherein a person(criminal) sends a 

numbers of emails to the inbox of the targeted system/person. Mail bombs will 

usually fill the space on an email and can end up crashing the server of the e-

mail. 

Hacking: Amongst all types of cyber crime it is the most dangerous and serious 

threat to the internet and e-commerce. Hacking refers to the secretively breaking 

into the computer system and stealing valuable data from the system without 

any permission. Spreading computer virus: It refers a set of Cyber instructions 

which are able to perform some malicious operations. Viruses stop the normal 

functioning of the system programs and insert few abnormalities. A computer 

viruses can be spread through—Emails, CDs, pen drives (secondary 

storage),Multimedia, Internet. 

Phishing: Phishing refers to stealing informations like passwords, credit card 

details, usernames etc of a target person/persons over the internet. Phishing is 

carried out by email spoofing and instant messaging. In this type of crime 

hackers make a direct link which directs the targeted persons to the fake page 

which looks and feels identical to the actual one. 

Identify theft: Cheating others by faking the identity of others. It involves 

stealing money or getting other benefits by pretending to someone else. 

According to Information Technology (Amendment)Act, 2008, whoever 

fraudulently or dishonestly makes use of the electronic signature, password or 

any other unique identification feature of any other person, is known as identity 

theft for which the criminal shall be punished with imprisonment of either 

description for a term which may extend to three years and shall also be liable 

to fine which may extend to one lakh rupees. 

Cyber Warfare: It refers to any Internet based politically motivated attacks on 

information systems. Such information systems that are usually vulnerable to 

disruption caused by cyber warfare are the systems owned by the government. 
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Cyber warfare attacks may disable official websites and networks, disrupt 

essential services, steal or alter classified data, and cripple financial system. 

SMS Spoofing: SMS Spoofing helps in changing the name or number from 

which text messages appear to come from. 

Voice Phishing: Voice phishing is a technique used to gain access to private, 

personal and financial information from the public. Voice phishing uses a 

landline telephone or mobile phone call to get information by falsifying their 

true identity.Cyber trafficking: It refers to the using of internet as a tool for 

trafficking weapons, drugs, human beings etc.(Cyber Laws In India - Security - 

India ) 

 Case Laws 

There are few important case laws which portraits the real picture of India 

Cybercrime  

1. Sharad Babu Digumarti Case: The court held that the Information 

technology Act is a special provisions. It was said that when a cyber 

crime matter, an accused was acquitted in Section 67 A and 67 as 

section 292 of Indian Penal Code cannot be used for new proceedings.  

2. Kalindi Chandralekha case:  In the state of Odisha . This case is a 

horrifying story where defamation of girl . Where as  her picture were 

morphed she rejected to marry. Those picture were used to create a 

profile in her name and also pamphlets were printed and pasted across 

her hostel and college. The court convicted him  

3. In the case of State of Uttarakhand vs Raju Thapa: In this case a teacher 

was accused of enticing a girl into sexual favors on the pretext that she 

would fail her exams if she wouldn‘t give in. She was raped several 

times by the teacher and a video was recorded of the act as well. Later 

on this video was circulated through a mobile repair shop in the area. He 

was initially convicted for rape and publishing and transmitting obscene 

content but later preferred an appeal in the Uttarakhand High Court. Due 

to delay in filing FIR and no clear identification of the person in the 

video, the court went on to say that the accused did in fact deserve the 

benefit of doubt and was acquitted. It was said that it is not possible to 

force a girl, rape her and record the whole thing at the same time. 

Appeal in SC is pending.  

The previously mentioned cases obviously shows the challenges of difficulties 

of Electronic Evidence: There is a level headed discussion about what is an 

primary  or secondary electronic Evidence . Indeed, even in cases secondary  

proof exists, there is a training today that advocates  give the Section 65B 

certificate as affidavit in their own name. It is obviously abuse the provisions of 

Sections 65B. There is no administration on Section 65B compulsory certificate.  

To a great extent, the issue with cyber crime against people in India is 

underreporting. The majority of the provisions are bailable if just IT Act is 
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utilised. This regularly prompts compulsory granting of bail to a offender. Its 

Information Technology Act should be amended to consider non-bailable and 

awareness about union laws and IT Act should be spread to outline charge 

sheets.(VakilNo 2013) 

  Why Police Facing Problem 

The utmost reason why police facing problem is confusion of on whose 

jurisdiction the case comes under. For eg, it came into notice of a school teacher 

that an amount equal to Rs. 30000 was withdrawn from his savings account 

without his without his consent and knowledge. The ATM from which the 

amount was withdrawn located outside the city limits and some was withdrawn 

from the one located outside the state limits. In such situation it is confusion 

that in which jurisdiction he should file the complaint.  

The law regulating cybercrime has been enacted, though it lacks in how to 

conduct the investigation relating to cyber crimes. With arrival of cyber cells at 

various cosmopolitan cities in India, a serious need to develop a high 

technology crime investigation infrastructure along with high trained staff. In 

current cyber cells contains a combination of police officers and It experts. 

Therefore it need additional recruitment to improve the overall technical 

capabilities of police staff rather focusing just on cyber cells.  

 Following gadget without which police feels handicapped  

1. High capacity data transfer tool  

2. Tools for recovering passwords using brute force  

3. Software designed for analysis of phones  

4. Assistance of forensic science laboratories is also required.  

Despite various government have taken this issue into account. Maharashtra 

Government has given apt example of this. As it is planned to tackle the issue of 

cyber crime by 1000 police officers as cyber investigators.  Whereas the FIRS/ 

statements/ police records should be maintain and made through online to 

reduce the burden on police. (Ahmad 2018) 

 Cyber Laws in India  

In INDIA information technology act 2000 deals with the cybercrime activities. 

The Information Technology act has its own pros and cons. Therefore 

amendments were done by Rajya Sabha on Dec 23rd of 2008. This act was 

renamed to information technology(Amendment ) act 2008 and referred as 

ITAA 2008. 

 Penalty for Causing Damage to Computer Systems 

The Section: 43 of ‗Information technology Act 2000‘ states that if any person 

without permission of the owner or any other person who is in charge of a 

computer, accesses or uses a computer system or disrupts, degrades, or causes 

disruption, along with intention of damaging whole data then, a person shall be 

punishable. If there is any failure in protecting the data/ information then a 
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company which provides protection shall be liable to pay compensation to 

victims. 

 Jurisdiction: A Major Confusion 

Territorial limits of the internet becomes peripheral in nature in the virtual 

medium as the web pages on the internet can reach almost every province in a 

nation and almost every nation on the globe. A judicial system can function 

effectively if it is well regulated. A court, in order to deliver effective judgments 

must have a proper and defined jurisdiction. Further, the basic requirement for a 

party to sue another is either at the place where the defendant resides or where 

the cause of action arises. This by itself is the fundamental problem with 

Internet jurisdiction as on the internet, it is difficult to ascertain the above two 

criterions with certainty.  

The IT Act 2000 is a perfect example of an ambiguous law in matters of 

jurisdictions of the Internet. Section 1(2) provides that the act shall extend to the 

whole of India and, save as otherwise provided in this Act, it applies also to any 

offence committed outside India by any person. Similarly Section 75(2) 

provided that this Act shall apply to an offence or contravention committed 

outside India by any person if the act or conduct constituting the offence or 

contravention involves a computer, computer system or computer network 

located in India. It is doubtful if our country will actually be allowed to enjoy 

such jurisdiction on a person residing outside India. 

Assuming that the Indian court successfully asserts its jurisdiction and passes a 

judgment as per the above provisions of the IT Act 2000. Here, doubts arise that 

if the foreign courts can implement such a judgment. In the above scenario, the 

only way to resolve such a dispute is by jointly entering into a treaty with the 

host nation. 

5. Suggestions 

The following are the suggestions to secure the country's cyber space: 

• Minimizing the damage caused and by reducing the recovery time from 

cyber attacks by creating cyber attack resistant technologies. 

• Making efforts to prevent cyber attacks against the country's critical 

infrastructures by making them opaque to cyber attackers. 

• Reduce national vulnerability to cyber attacks by both educating the 

public and the implementation of resistant softwares. 

• Forensics and attack attribution 

• Protection of networks and systems critical to national security 

• Early watch and warnings about upcoming cyber assault attempts by 

creating a national cyber security board which is solely dedicated 

towards protecting the national cyber space. 

• Protection against organized attacks capable of inflicting debilitating 

damage to the economy 
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• Research and technology development that will enable the critical 

infrastructure organizations to secure their IT assets.  

• Specialised procedures along with expertise are required to tackle cyber 

crimes.  

• Stringent punishments should be changed to vigorous punishment and it 

should be implemented on criminals so that upcoming cyber criminals 

and cyber crime should reduce the rank of India. Presently, the offences 

which comes under Information technology Act are bailable with 

imprisonment of 3 years with should extent which would Change the 

mindset of cyber criminals.  

6. Conclusion  

As of 2018 India stands third in terms of the number of Cybercrime incidents, 

after United States and China, even as it becomes increasingly vulnerable to 

attacks itself a new study has found. The necessity of changes is inevitable. But 

the advancement of technology cannot be completely avoided. In order to deal 

with them the society, the legal and law enforcement authorities, the private 

corporations and organizations will also have to change. Computer experts must 

be appointed to handle such cyber issues. Further it is not enough if such 

experts are knowledgeable. They must also be provided with necessary 

technical hardware and software with which they can efficiently fight the cyber 

criminals. Thus necessary facilities must be established in various parts of the 

country so that crime in the virtual world can be contained. Another aspect 

which needs to be highlighted is that a culture of continuous education and 

learning needs to be inculcated amongst the legal and the law enforcement 

authorities because the Information Technology field is a very dynamic field.  

Modernisation of Police force in India is necessary. As we are in need of 

modern police force which can easily with the latest technology of electronics 

which shall be imposed on cyber crimes and issues to misuse is to be aware in 

advance. Also should take lead in awareness programme in general public. The 

cyber crime is new age crime which does not have specific punishment and 

laws in Constitution. Most of the advocates are expert in Criminal Law but 

limited in cyber crime From this it can be inferred that the law cannot afford to 

be static, it has to change with the changing times and viz. cyberspace this is all 

the more required, as there many application of the technology that can be used 

for the betterment of the mankind, similarly it equally true that such application 

can also be used for the detriment of the mankind as has been demonstrated by 

the Spy–cam case. The bottom–line is that the law should be made flexible so 

that it can easily adjust to the needs of the society and the technological 

development. 20 Cyber cell of the law enforcement agencies have started 

operating in metropolitan cities like Pune, Mumbai, Hyderabad, Chennai, 

Bangalore etc. 
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