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ABSTRACT: 

 

The smart card based digital authentication using 

biometric sensors is explained in this paper. Security is more 

important in any field of application. Authentication using 

biometrics is an upcoming technology in this decade which 

 

2. BIOMETRIC AUTHENTICATION SYSTEMS 

 

Looking at the form of the biometric systems during 

a additional general manner can reveal bound things that all 

biometric-based authentication systems have in common. 

 
serves the society by providing full security. Unlike the 

existing system methodologies, this project uses five different 

biometric authentications which will be randomly asked to 

every user. So cheating and giving false identity is completely 

made no more in existence by this system. 

 

Keywords : Multimodal - Biometric Authentication 

Systems – Fingerprint – Iris – Retina – Hand – Face. 

 

1 INTRODUCTION 

 

First of all the term statistics ought to be additional or less 

outlined so as to own a typical understanding of the topic. 

each terms ”Biometrics” and ”Biometry” are used since early 

within the twentieth century to visit the sector of development 

of applied mathematics and mathematical ways applicable to 

information analysis issues within the biological sciences. 

Recently the term statistics has conjointly been wont to visit 

the rising field of technology dedicated to identification of 

people on the idea of their biological traits, like those 

supported retina-scans, iris-patterns, fingerprints or face 

recognition. 

 

The recent usage and that means of the term statistics are 

going to be the first focus of this paper. In today’s world a 

good type of applications needs reliable and secure 

authentication ways to substantiate the identity of a private 

requesting their service. Some samples of such applications 

would come with secure access to buildings, pc systems, 

laptops, cellular phones, memory like USB sticks and plenty 

of additional. moreover it's doable to ascertain Associate in 

Nursing identity supported World Health Organization you're 

instead of by what you posses (e.g. identification cards) or 

what you remember(e.g. passwords). 

 

  

2.1 Enrollment mode 

 
In this mode biometric user knowledge is nonheritable. this 

can be principally finished some sort of biometric reader. later 

on the gathered info is keep AN exceedingly|in a very} info 

wherever it's tagged with an user identity(e.g. name, 

identification number) to facilitate authentication.  

 

2.2 Authentication mode 

Again biometric user information is noninheritable  initial and 

utilized by the system to either verify the users claimed 

identity or to spot World Health Organization the user is. 

whereas identification involves the method of scrutiny the 

user biometric information against all users within the 

information, the method of verification compares the 

biometric information against solely those entries within the 

information that ar such as the users claimed identity. 

normally one will contemplate the verification of the identity 

of someone a two-class problem: either the person is World 

Health Organization he/she claims to be (client) or the person 

fails to be the one he/she claims to be (impostor) therefore we 

tend to ar primarily handling a binary-decision theme 

wherever we tend to either settle for or reject someone. 

 

3 .COMPONENTS OF BIOMETRIC SYSTEMS 

 
Simple biometric systems usually consist of the 

following four components 

 

Sensor Modules 

 
The sensor module acquires biometric user data. 

Examples of sensor modules would be a retina scanner or a 
fingerprint sensor. 
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Feature Extraction Modules 

 
The feature extraction module is responsible for 

extracting feature values of a biometric trait. If hand geometry 
would be used as a biometric trait then feature values would 

include width of fingers at various locations, width of the 
palm, thickness of the palm, length of fingers etc. 

 

Matching Modules 

 
The matching module compares the acquired 

biometric features against those stored in a database. 

 

Decision Making Module 

 

The user identity is either established or a claimed identity is 

accepted or rejected. this can be done supported the results of 

the matching modules. Since we have a tendency to area unit 

handling a binary call theme it's obvious that the decision-

making module will create 2 types of errors. 

 

The errors, that occur within the method of verification, area 

unit False Rejection (FR) & False Acceptance (FA). Associate 

in Nursing actual shopper gets known as Associate in Nursing 

sham is named as False Rejection and Associate in Nursing 

actual sham gets known as a shopper is named as False 

Acceptance (FA) . 

 

Most of the issues and limitations of statistics area unit 

obligatory by unimodal biometric systems. unimodal 

biometric systems suppose the proof of solely one biometric 

attribute. a number of these issues is also overcome by multi 

biometric systems Associate in Nursingd an economical fusion 

theme to mix the knowledge bestowed in multiple biometric 

traits. it's evident that issues like non-universal traits, 

distinctiveness and security issues area unit easier and higher 

to alter if a lot of biometric traits area unit gift. thus if a 

person’s fingerprint can not be noninheritable  by a sensing 

element, alternative biometric strategies like voice recognition 

and tissue layer scans area unit taken into consideration and 

also the ensuing knowledge is valid against the biometric info. 

 

4 EXISTING SYSTEM 

User authentication is key to the protection of knowledge 

system. the benefits of exploitation bio metrics to verify a 

person’s identity over exploitation passwords or token have 

been broadly speaking bestowed.However recent analysis has 

unconcealed that bio metric technology will be defeated with 

low-tech and low cost materials, this gift a brand new 

challenge at a time once folks square measure inspired to use 

bio metrics as a mean to boost security. In existing system the 

user is subjected to supply a standard authentication parameter 

for each entry, this allows the hacker’s to crack the biometric 

system simply. 

  

In theory assembling and confirmative biometric knowledge is 

no downside however in today’s hard real-world applications 

there square measure lots of issues with biometric systems. 

one in every of those issues is that biometric traits extracted 

from persons tend to vary with time for one and therefore the 

same person and to form it even worse, this variation is itself 

terribly variable from one person to a different. Most of the 

opposite issues square measure caused by extreme or 

perpetually dynamical surroundings and therefore the nature 

of sure biometric measures. 

 

4.1 PROBLEMS WITH BIOMETRICS 

 

In theory aggregation and confirmatory biometric knowledge 

is not any downside however in today’s tightened real-world 

applications there square measure lots of issues with biometric 

systems. one in all those issues is that biometric traits 

extracted from persons tend to vary with time for one and also 

the same person and to create it even worse, this variation is 

itself terribly variable from one person to a different. Most of 

the opposite issues square measure caused by extreme or 

perpetually dynamical surroundings and also the nature of 

bound biometric measures. 

 

Distinctiveness  
While a biometric trait is expected to vary 

significantly across individuals, there may be large similarities 

in the feature sets used to represent theses traits. Thus, every 

biometric trait has a theoretical upper bound in terms of 

discrimination capability. 

 

Non-universality  
The problem of non-universality arises when it is not 

possible to acquire certain biometric traits from all users. That 

means that even though a person has a fingerprint, it still may 
be impossible to acquire that trait because of the poor quality 

of the ridges which make up the fingerprint. 

 

5 PROPOSED SYSTEM 

 

Highly secured identification system has been 

utilized. during this system the authentication parameters ar 

willy-nilly generated for each user. Most of the issues and 

limitations of bioscience ar obligatory by unimodal biometric 

systems. unimodal biometric systems accept the proof of 

solely one biometric attribute. a number of these issues could 

also be overcome by multi biometric systems ANd an 

economical fusion theme to mix the data given in multiple 

biometric traits to influence once a lot of biometric traits ar 

gift. therefore if a person’s fingerprint can't be nonheritable by 

a sensing element, different biometric ways like face 

recognition, iris scan, hand scan and tissue layer scans ar 

taken into consideration and therefore the ensuing 

information.
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5.1 AREAS OF IMPLEMENTATION 

 

Biometric systems and particularly multi 

biometric systems have an enormous potential of growth. 

By victimization biometric technologies, access procedures 

ought to be created easy, quicker and safer. particularly 

governments, enforcement agencies, military and industrial 

corporations, already build partial use of this technology. 

within the future biometric devices can sure as shooting 

become additional concerned in several civil areas. The 

diagram of the planned system is given in Figure 1  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
In this system five different biometric modalities are used 
for authentication 

 

 Fingerprint

 Iris

 Retina

 Face

 Hand scan

 

5.3 FINGERPRINT AUTHENTICATION: 

 
Among all the biometric techniques, fingerprint-based 
identification is the oldest method which has been 
successfully used in numerous applications.  

 
The fingerprint image shown in Figure one itself consists 

of patterns found on the tip of the finger, so creating it a 

physical biometric. Fingerprints area unit illustrious to be 

distinctive and immutable  for every person and also the 

basic characteristics of fingerprints don't amendment with 

time. the individuality of a fingerprint are often determined 

by the patterns of ridges and furrows additionally because 

the points on the surface of the finger. trivia points area 

unit native ridge characteristics that occur at either a ridge 

bifurcation or a ridge ending. fingerprints area unit 

habitually employed in rhetorical laboratories and 

identification units everywhere the globe and are accepted 

within the court of law for nearly a century. Since the 

1980's the usage of fingerprints in civil areas has become a 

lot of relevant attributable to increasing accuracy and 

decreasing costs of fingerprint devices. Some samples of 

the utilization of fingerprint devices in civil areas are: 

allowing logins supported fingerprints. 

 

5.4 IRIS 

 
Iris scan biometrics employs the unique 

characteristics and features of the human iris, which 
remains unchanged throughout an individual's lifetime, in 
order to verify the identity of an individual.  
 
 
 
 
 
 
 
 
 
 

 

The iris is that the space of the attention wherever the 

pigmented or colored circle, sometimes brown, green, gray 

or blue, rings the dark pupil of the attention. The iris is 

well protected explanation for the human anatomy and thus 

injuries area unit rare. usually the iris scan method begins 

with a photograph that is smitten a special camera near the 

topic. The user should be in between a most distance of 

concerning one meter to the reading device. The camera 

uses associate infrared imager to illuminate the attention 

and capture a awfully high resolution photograph. 

 

The inner fringe of the iris is found by associate iris-scan 

algorithmic program that maps the iris distinct patterns and 

characteristics. Systems victimization iris bioscience even 

work with glasses and this technology is one in all the few 

biometric technologies that may work well in identification 

mode. Iris patterns area unit very complicated, carrying 

associate astonishing quantity of data and have over two 

hundred distinctive spots. distinctive spots area unit 

categorized into the tissue, which supplies the looks of 
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dividing the iris in a very radial fashion, rings, furrows, 

freckles and also the corona. the very fact that a human 

right and left eyes area unit totally different which patterns 

area unit straightforward to capture, establishes iris-scan 

technology joined of the biometrics that's terribly immune 

to false matching and fraud. analysis has established that 

the patterns of blood vessels on the rear of the human eye 

were distinctive 

5.5 RETINA 

 
Along with iris recognition technology, retina 

scan is perhaps the most accurate and reliable biometric 

technology. It is also among the most difficult to use and 

requires well trained, and is perceived as being moderately 
to highly intrusive.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

The users have to be compelled to be cooperative and 

patient to attain a correct performance. essentially the 

membrane, a skinny nerve on the rear of the attention, is 

that the a part of the attention that senses light-weight and 

transmits impulses through the second cranial nerve to the 

brain. Blood vessels used for biometric authentication 

square measure settled on the neural membrane that is that 

the outer of the retina's four cell layers. from person to 

person. it's even been evidenced that these patterns, even 

between identical twins, were so distinctive. This pattern 

conjointly does not modification over the course of a life. 

Retinal scanners need the user to position their eye into 

some form of device then raise the user to seem at a 

selected spot so the membrane may be clearly imaged. This 

technology involves employing a low-intensity actinic ray 

supply through associate degree optical coupling to scan 

the distinctive patterns of the membrane. The reflection of 

the tube-shaped structure info is being recorded. membrane 

scanning works well in each modes, identification and 153 

verification. extra blessings embody the tiny model size 

and sensible operational speed. 

 

5.6 FACE 

 

Human face detection plays a crucial role in applications 

like video police work, human pc interfaces, face 

recognition, and face image databases. To alter this 

biometric technology, it needs to own a minimum of a 

video camera, laptop camera or a single-image camera. 

still, this biometric approach still should contend with 

plenty of issues and can't work with acceptable 

identification rates unless sure restrictions square measure 

being thought-about. Finding a face in an exceedingly 

image wherever the position, the orientation, the 

background and therefore the size of a face is variable, 

could be a terribly laborious task and lots of algorithms are 

worked on to resolve this downside. alternative issues with 

face detection occur whenever faces square measure partly 

lined, like beards, glasses, hair or hats, as a result of plenty 

of knowledge simply stays hidden. 

 

5.7  HAND SCAN: 

 
This biometric approach uses the geometric style 

of the hand for confirming somebodies identity. Specific 
options of a hand should be combined to assure dynamic 

verification, since human hands are not distinctive..  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Characteristics such as finger curves, thickness and length, 
the height and width of the back of the hand, the distances 

between joints and the overall bone structure, are usually 
extracted. Those characteristics are pretty much persistent 

and mostly do not change in a range of years. 
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The verification method needs the user to enter associate 

ID so as to verify the claimed identity. once the user ID has  

been  entered  and  the  photos  have  been  captured,  the 

calculation of the feature set representing the biometric 

attribute and also the verification method lasts now not  

than a second. Hand scan applications have tried their 

sensible use that is shown by the 30 - hr  market  

share of identity verification applications. 

6 CONCLUSION 

 
By victimization biometric technologies, access procedures 

ought to be created easier, quicker and safer. Secured and 

reliable . In spite of all the benefits returning along side the 

broader usage of biometric technology in our everyday 

lives, this technology also brings up a whole new vary of 

difficulties and issues. Therefore, it'll not fulfil to review 

factors like cost versus performance tradeoffs, or stability 

and security problems before deploying biometric systems. 

terribly special care should  be taken. what could be 

finished the non inheritable   biometric knowledge and 

World Health Organization may use  it  for  a sure purpose. 
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