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Abstract 

DNS (Domain Name System) represents mapping between domain names and their numerical 

identifiers. DNS designer has not taken care about security issues related to DNS in the beginning as 

main goal to develop DNS is to provide mapping. With wide spread and usage of internet, DNS is one 

of the most vital component for internet now a days. In daily internet usage like accessing e-mails, 

website surfing or using chat applications, DNS plays major role for every internet user. Also, many 

other protocols depend on its function. Thus, various cyber-attacks like denial of service attack, cache 

poisoning, malicious domain names etc. are being done on DNS and security of DNS has been 

continually challenged due to its vulnerability to these cyber-attacks. DNS vulnerability may lead to 

access of wrong websites or no access to websites. That can cause a huge economic loss for the user. 

In this paper, Survey on DNS security has been performed to identify the types of attacks possible on 

DNS. Also, Survey on various DNS security systems has been performed based on protection they are 

giving against cyber-attacks. Among of them, detailed analysis has been performed on DNSSEC (DNS 

Security Extension), an extension to the original DNS protocol proposed in RFC 2535 (later updated in 

RFC 3007, 3008 and 3090) that provides authentication and integrity for the data transferred by DNS. 

DNSSEC uses public key cryptography to provide authentication and integrity for the data transferred 

by DNS. Existing public key cryptographic algorithms like RSA (Rivest Shamir Adelman Algorithm) 

and ECC (Elliptic Curve Cryptography) are used by DNSSEC to provide authenticity and integrity of 

data transferred by DNS. Analysis and comparison of these algorithms has been performed based on 

various factors used for public key cryptography. Also, advantages and disadvantages of using ECC in 

DNSSEC has been discussed. Finally, DNS security future aspects has been discussed.  
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1. Introduction 
 

DNS, a globally distributed dynamic database is mainly composed with domain name space and 

resource records, name servers and resolvers [1]. Hostnames, understand by humans are converted into 

IP addresses, understand by machines with the use of DNS [1], [2], [3], [4]. If DNS will not work properly, 

huge part of internet will get impacted. Thus, DNS is crucial part of internet infrastructure [5], [6], [7]. 

Primarily DNS was not designed to provide security, it is considered to be more vulnerable against 

cyber-attack. As one of the main attraction for cyber terrorist is to find out DNS vulnerability, it is 

essential to provide DNS security.  

 

1.1. Architecture of DNS: 
 

Domain Name (a symbolic string associated with an IP address), Domain Name Space (referred as 

a hierarchy in the internet naming structure) and Name Server are the main components of DNS 

architecture. 
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Figure 1 shows tree structure for DNS domain name space database. The empty label represents 

DNS (root of the tree). Many management spaces has been allotted to divide the domain name space 

into zone [9], [10]. 

 

 
Figure 1. Hierarchical Structure of DNS 

 

1.2. Working of DNS: 
 

Domain name gives precise information to empower web browsers to spot particular web page. To 

perform mapping of domain name with IP address, DNS server first ask the root domain name server 

that returns IP address of the authoritative name servers. There are 13 root server available in the world 

at this time. Authoritative DNS name servers provides answers to recursive DNS name servers with IP 

“mapping” of particular website.  Recursive DNS name servers are authorised for providing the proper 

IP address of particular domain name to the requesting host. Figure 2 represents resolution process for 

DNS assuming that user needs to parse the domain name of www.test.com [10], [11]. 

  

 
Figure 2. Resolution Process for DNS 

 

The structure of remaining paper is as follows: In Section 2, vulnerabilities of various DNS 

protocol has been discussed. Section 3 presents survey on existing security protocols implemented to 

provide DNS security against various type of attacks. In Section 4, detailed analysis on DNSSEC 

protocol, used to provide authenticity has been performed. Conclusions are being presented in Section 

5. 

 

2. DNS Protocol Vulnerability 
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Many factors are used to determine DNS vulnerability. RFC 882 and RFC 883 are first DNS 

protocols designed in 1983. The security issues has not been taken into consideration at that time. A 

serious defects in DNS protocol was found by Steve Bellovin in 1990. The DNS servers in internet uses 

simplex software. ISC BIND software is mostly used by most DNS servers. The up gradation for ISC 

BIND software has been slow by administration.  

 

First execution of DNS, C language implementation and open source are the main three factors 

that are responsible for the problem in BIND [12]. The latest version for BIND (v9) is implemented from 

scratch to deal with all these problems [12]. Significant improvement is there, but still flaws can be found 

in it [12]. Security vulnerabilities are not just found in BIND. But they can also be found in protocols 

implemented much later than BIND such as Windows DNS [12].  

 

Security flaws found  in DNS are DOS (Denial of Service - A specially formatted query is sent by 

a client to crash the server), RCE (Remote Code Execution - The attacker takes the control to DNS on 

target machine by sending unusual query that diverts flow of execution to some mischievous code), 

Cache Poisoning or Spoofing (Improper or inappropriate information is injected inside the target 

machine’s DNS to lead astray the traffic to the destination selected by the attacker in place of correct 

destination), Protocol weaknesses (Inherent security pitfalls in DNS protocol and algorithms are 

exploited) etc. [12]. 

 

3. Survey on Existing DNS Security Systems based on various type of attacks: 
 

Sr 

No 

Proposed 

Method 

Methodology 

Used 

Security 

Services 

Attack 

Detectio

n 

Attack 

Preventio

n 

Type Of 

Attack/ 

Problem 

Remarks 

1 Measureme

nt Study [3]  

Signed 

domains of 

DNSSEC 

dataset are 

measured and 

potential for 

amplified 

DDoS attacks 

are compared 

with the 

representative 

domains that 

do not 

implement 

DNSSEC 

Authenticati

on and 

Integrity 

No Yes Cache 

poisonin

g attack 

Use of 

DNSSEC 

for 

authenticity

, makes 

larger 

responses. 

Also, if 

ANY-

queries are 

considered, 

DNSSEC-

signed 

domains 

yield high 

amplificatio

n factors 

2 Kopis 

System[6] 

Detects 

malware 

domains at 

upper DNS 

hierarchy by 

monitoring 

network traffic 

Integrity No Yes Malware 

attacks 

It can detect 

malware 

domains 

even when 

no IP 

reputation 

information 

is available 
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3 S-DNS[8] Decreases the 

success 

probability of 

DNS spoofing 

and cache 

poisoning by 

preventing 

man-in-the-

middle attacks 

and provides 

backward 

compatibility 

and simple 

security 

solution with 

low 

computation 

and 

communicatio

n overheads. 

Integrity No Yes Cache 

poisonin

g attack 

Protocol 

cooperates 

with  

Identity 

Based 

Encryption 

server for 

preventing 

cache 

poisoning 

attack 

4 A practical 

approach to 

distinguish 

between 

valid and 

bogus DNS 

replies [13] 

Uses lptables 

and routine 

fail2ban 

detection 

Authenticati

on 

No Yes DDoS 

attack 

Focuses 

only on 

prevention 

of amplify 

DDoS 

attack. 

Other types 

of DNS 

attacks are 

not taken 

into 

consideratio

n 

5 ADNS 

using 

Chord 

Protocol [14] 

Primary and 

secondary 

servers are 

main 

components of 

the system. 

Primary 

servers and 

secondary 

servers built 

special 

network for the 

region they are 

authorised. 

Availability No Yes Load 

balancin

g 

problem 

and 

Single 

point 

failure 

problem 

of 

existing 

DNS 

Consumes a 

high 

network 

bandwidth 

compare to 

traditional 

DNS 

6 T-DNS [15] Uses TCP and 

Transport layer 

security to 

provide DNS 

security 

Consistency No Yes Amplifie

d DDoS 

attacks 

Use of TCP, 

improves 

privacy and 

security of 

DNS as 

compare to 

UDP 
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7 Anax, DNS 

protection 

system [16] 

Uses Anax 

poisoning 

detection 

engine and 

database to 

identify cache 

poisoning 

attack in 

cached DNS 

records 

Integrity Yes No Cache 

poisonin

g attack 

Detects 

cache 

poisoning 

attack 

locally in 

cache 

records 

only. Fully 

automated 

8 DNS proxy 

Counterme

asure[17] 

Uses DNS 

proxy 

server(DPS) 

and  BIND  

Integrity Yes Yes Cache 

poisonin

g attack 

No change 

in DNS 

standards. 

Performanc

e impact is 

minimal 

9 CGA-TSIG 

algorithm 

[18] 

Public key 

cryptography 

is being used to 

form a 

connection 

with DNS 

server.  

Extends 

RDATA field 

of TSIG to 

implement 

security 

Authenticati

on  

No Yes DNS 

spoofing 

Developed 

for stateless 

auto 

configuratio

n in IPv6 as 

DNSSEC 

and TSIG 

protocols 

were not 

able to deal 

with 

stateless 

configuratio

n in IPv6 

10 Self-

feedback 

correction 

system [19] 

Provides 

correct 

mapping 

between 

domain name 

and IP address 

for DNS wrong 

resource 

records 

 

Integrity and 

Authenticati

on 

No Yes Malware 

attacks 

Uses 

webpage 

fingerprint 

algorithm 

as one 

parameter 

to provide 

correct 

mapping of 

domain 

name and IP 

address that 

not works 

for https 

11 Exposure 

system [20] 

Domains that 

are concerned 

for performing 

malicious 

activity are 

being 

identified 

 

Integrity No Yes Malware 

attacks 

More 

efficient 

compared 

to Notos as 

it uses time-

based 

features to 

detect 

malicious 

domains 
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Table 1. DNS Security System 

 

4. Detailed analysis of DNSSEC 
 

DNSSEC protocol is not fully deployed [23], [24], [25]. A partial implementation of DNSSEC exists 

today. DNSSEC protocol provides authenticity [26] and integrity [26] of data transmitted by using 

algorithms like SHA-1 [27], RSA [28], [29] and ECDSA [30]. In DNSSEC, RSA/MD5 and DSA (Digital 

Signature Algorithm) are used for the purpose of authenticity. Digital signatures can be generated by 

public key algorithms. It can be verified by the authorised person with use of public key. For security 

purpose, ECDSA is growing in industry to provide authenticity now a days.  

 

With increasing use of technology, mobile phones are being commonly used by everyone to 

scrutinise E-mails or to visit invulnerable site on internet. To provide security, RSA and ECC public 

key algorithms has been used.  ECC and RSA provides similar level of security. But as compared to 

RSA, ECC gives some advantage over RSA like small key size, faster computation, and memory and 

energy savings [31]. 

 

[1] Small Key Size and Faster Computation: 

 

In 124-bit RSA, Modular exponentiations of large integers are used as RSA operations 

and factorization of these large integers has been used to provide security. In 160-bit ECC, 

groups of points over elliptic curves are used as ECC operations and discrete logarithm problem 

(ECDLP) is used to provide security. Both algorithms provide the same security. 

 

12 Domain 

Watcher 

System [21] 

Malicious 

domains are 

being 

identified 

using local and 

global textual 

features. 

Introduces new 

global textual 

features- 

imitation 

features and 

bigram 

features 

Integrity No Yes Malware 

attacks 

Lightweight 

system and 

efficient 

compared 

to other 

systems 

13 Notos[22] Forms models 

of authorised 

domains and 

malicious 

domains. This 

models are 

used to specify 

whether the 

new domain is 

malicious or 

legitimate by 

computing 

reputation 

score 

Integrity No Yes Malware 

attacks 

Domains 

represented 

with new 

address 

space each 

time and not 

used again 

for other 

malicious 

purposes 

are not 

being 

identified 
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But , use of elliptic curve and ECDLP are the main reasons that permits ECC to have similar 

security level with advantages of small key size and greater computational efficiency. 

 

[2] Memory and Energy savings:  

 

Algorithm which suits more for handheld and mobile devices is ECC as it needs fewer 

power for its functioning with use scalar multiplications.  In scalar multiplication, additions has 

been performed and intermediate results are not getting stored. Thus, it requires less use of 

registers and memory space. 

 

In RSA, multiple precision multiplication is performed of large integers. Thus, it requires more 

energy compared to addition operations perform in ECC. Since limited number of registers are 

available, it requires more data transfer to and from memory to store data.   

 

4.1. Comparison of ECDSA and RSA algorithms: 
 

4.1.1. Following is the comparison of parameters for RSA and ECDSA algorithms used 

for DNS [31], [32], [33]:  

 
 

 

 

 

 

 

 

 

 

Table 2. ECDSA vs. RSA 

 

4.1.2. Following is the comparison for signature validation speed between RSA and ECC 
[34]: 
 

 

 

 

 

 

 

 

 

 

 

  

  

Table 3. Comparison for Signature Validation Speed for RSA and ECC 

 

5. Conclusion 
 

According to survey performed, there are various DNS security systems and protocols are available 

to provide security against various cyber-attacks.  DNSSEC protocol provides authenticity and integrity 

of data transmitted by using algorithms like SHA-1, RSA and ECDSA. But, DNSSEC protocol is not 

fully deployed. Also, there is not any security system or protocol that provides confidentiality for the 

data transmitted by DNS. Most of the security system or protocol uses public key cryptography. Public 

Parameters ECDSA RSA 

Key Size (same 

security) 

192 bit length 

Smaller 

1024 bit length 

Bigger 

Signature Generation Fast Slow 

Signature Verification Slow Fast 

Encryption Slow Fast 

Decryption Fast Slow 

Key Exchange Slow Slow 

ECC Algorithm OpenSSL Version+ 

Compared To* 

RSA ECDSA 

1024 2048 P-256 P-384 

ECDSA P-256 

0.9.8zh 27.5 8.4 - - 

1.0.1f 26.0 7.9 - - 

1.0.2e 11.5 3.6 - - 

ECDSA P-384 

0.9.8zh 57.7 17.6 - - 

1.0.1f 77.6 23.4 - - 

1.0.2e 87.3 27.2 - - 

Ed25519 (1.0.2e)+ 7.9 2.5 0.7 0.1 

Ed448 (1.0.2e)+ 23.4 7.3 2.0 0.3 
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key cryptography has drawbacks like certification problem, direct compromise, false sense of security 

and speed. Thus, there is a need of security system or protocol that can provide confidentiality, integrity 

and authenticity for the data transferred by DNS and also that can overcome the drawback of public key 

cryptography. 
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