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Abstract:In present times, the role of multimedia data protection is becoming vital as they are 

transmitted over a public channel. Data encryption schemes ensure the protection of confidential 

data from unauthorised access. Recently, many image encryption algorithms have been 

proposed. In this paper, a new medical image encryption algorithm is proposed which uses 

Henon map for confusing the image and Linear Feedback Shift Register (LFSR) for diffusion. 

NPCR, UACI, Correlation are the metrics used for calculating the efficiency of the 

algorithm.The analysed metric values show that the proposed algorithm can withstand 

differential attacks. The results demonstrate that the proposed work can provide security for the 

DICOM images. 
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1. Introduction 

 In today's world information should be secured, as it is subjected to the different type of 

attacks. In this proposed system the chaotic sequences created by Henon map is used. It depends 

on only two parameters alpha and beta since it is discrete[1–3]. LFSR will generate random 

sequence based on the value of the input seed [4–7] though it appears random, it will generate 

deterministic sequences, the randomness is introduced by the seed [8,9]. The confused image 

obtained by applying Space filling curve [10]is taken as input for LFSR; then the modified pixel 

values are further encrypted by XORing with the key generated by Henon map [12]. The method 

is analysed by calculating metrics values like NPCR, UACI, correlation [11,13]. 

2.Proposed Methodology 

In the proposed methodology Medical image of size 256×256 is considered, and the encryption 

scheme encrypts it. It includes two phase, (a) Encryption phase and (b) Decryption phase as in 

Figure 1 (a) and (b). 

2.1. Encryption Phase 

The Encryption phase requires two keys. LFSR is used to generate the first key sequence. 

The first pixel of the host image is given as input to the LFSR, and the equation x
4
+1 gives the 

tap positions. After each shift, the register content of the LFSR is converted to a decimalvalue, 

and it is given as key 1. The second key sequence is generated by using the Henon map (1). To 

be chaotic, this map uses the values x=1.4 and y=0.3, 
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Gn+1 = 1-xGn
2
+Hn 

Hn+1= yGn     (1) 

The generated G value is then sorted in ascending order, and the new index value of this 

is G’ and H’=floor(mod(H×10
17

),256). 

 

 

Figure 1.Block Diagram of the proposed algorithm: (a) Encryption phase; b) Decryption phase. 

 
Figure 2. Output of the proposed algorithm:a) Host Image; b) Encrypted Image; c) Decrypted 

Image. 

Step 1: Host image is first confused by using the Space-filling curves. 

Step 2: The confused image is then XORed with the key 1 that is generated by the LFSR. 

Step 3: Then the image is subjected to left circular shift with the help of sorted G’ value of key 2. 

Step 4: The encrypted image is obtained by XOR of the circularly shifted image with H’ of key 

2. 

2.2. Decryption Phase 

Step 1: The Encrypted image is XORed with the H’ Value of the key 2. 

Step 2: It is then right shifted circularly with the G’ Value of key 2. 

Step 3: The circularly shifted image is XORed with the key 1. 

Step 4: To obtain the original image, space-filling curves are applied. 

(a) 
(b) 
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Figure 3. Different test images: (a) test_image 1; (b) test_image 2; (c) test_image 3; (d) 

test_image 4. 

 

Table 1. Analysed Metrics for different images. 

Image 
Horizontal 

Correlation 

Vertical 

Correlation 

Diagonal 

Correlation 
NPCR UACI 

Test_image 1 0.0015 -0.0014 0.0245 99.732 32.417 

Test_image2 0.0076 -0.006871 0.0049 99.788 32.243 

Test_image3 0.0067 -0.0018 0.00117 99.789 32.371 

Test_image4 -0.00055 0.0072 0.00146 99.732 32.417 

Ref. [12] 0.0060 -0.0072 0.0245 99.757 33.342 

 

 
 

Figure 4. Correlation Analysis of Encrypted Image. 

3. METRICS 

3.1. Number of Pixel Change Rate (NPCR) and Unified Average Change in Intensity 

(UACI) 

The Number of Pixel Change Rate (NPCR) and Unified Average Change in Intensity 

(UACI) provide the data about how far the proposed methodology hold good. They both test the 

cipher image resistance to differential attacks by manipulating the number of pixel change and 

their average intensity. 
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(a) Horizontal correlation (b) Vertical correlation (c) Diagonal correlation 
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From table (1) the values are close to the optimum value. So, the algorithm can withstand 

differential attacks. 

3.2 Correlation  

The good encryption algorithm should break the relationship between adjacent pixels, the 

relation between an adjacent pixel in cipher image is tested with correlation metrics. The relation 

between the adjacent pixels is verified horizontally, vertically and also diagonally. 

 
Figure 5. Different Space Filling Curves:(a) The Bat SFC; (b) The Spider SFC; (c) The Samurai SFC; (d) 

The Spiral SFC. 

4. Results and Discussion 

 In the proposed scheme, Henon in companion with LFSR is used to permute the image 

pixels. Figure 2 (a-c) provides the test image 1, its encrypted output and the decrypted output. 

Figure 3 (a-d) shows the test images considered in the proposed encryption scheme. Figure 4 (a-

c) represents the correlation graphs in horizontal, vertical and diagonal directions respectively. 

Figure 5 (a-d)accounts for the various SFC curves used in diffusing the DICOM images. Table 1 

provides the metrics of various test images considered. From the table, the measured value 

proves that the proposed scheme can sustain any brute force attack. 

5. Conclusion 

Thus, the randomness provided by Henon map is efficiently used for confusing the 

image, and further strengthened by diffusing by using LFSR. The analysed metric values show 

that the proposed algorithm can withstand differential attack. The results demonstrate that the 

proposed work can provide security for the DICOM images. 
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