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ABSTRACT 

 

The objective of this study was to increase 

the safety of data communication through 

various biometric techniques and similar 

data security during the analysis of 

transmission characteristics and the 

distribution of the electric field throughout 

the human body in the body communication 

technology human (HBC). Furthermore, the 

transmission of heartbeat data using HBC 

technology has been studied. As a result, it 

was confirmed that heartbeat data could be 

transmitted stably through the human body 

using FSK modulation with a 10.7 MHz 

frequency modulation in a very small and 

closed environment. 
 

Keywords: Human body communication, 

body area network, heartbeat, wearable 

sensor, transmission characteristics, privacy 

and data protection. 
 

I. INTRODUCTION 
 
During the last decade, health awareness and 

health control have increased among all groups 

of human beings and the absolute need to 

observe biomedical information daily, health 

care management and sensor analysis has 

increased. There is a demand to update the 

intelligence, efficiency, performance and 

security of personal and sensitive information 

of biomedical data sensors and to connect them 

with the Internet of Things (IOT) system for the 

stable functioning of the network around the 

body crucial. It is also necessary to customize 

the management of biomedical information 

through the protection and security of privacy. 

This in turn creates the need for communication 

at close range which originates in the human 

body, instead of long-range radio 

communications or other means. The human 

body communication technology (HBC), which 

uses the human body as a means of signal 

transmission, is one of the promising body 

network technologies (BAN) used for 

communication throughout the human body [1]. 

This study focuses on HBC technology and 

studies the transmission characteristics and 

distribution of the electric field around the 

human body. Furthermore, the transmission of 

heartbeat data using HBC technology is also 

studied. It is completely different from wireless 

and infrared technologies, because it uses the 

tiny electric field emitted on the surface of the 

human body. 

 
 
 
 

 

International Journal of Pure and Applied Mathematics
Volume 119 No. 16 2018, 1671-1676
ISSN: 1314-3395 (on-line version)
url: http://www.acadpubl.eu/hub/
Special Issue http://www.acadpubl.eu/hub/

1671



 

 

II. TRANSMISSION 

CHARACTERISTICS  

 
 

 
 
The finite difference time domain method 

(FDTD) is used to determine the distribution of 

the electric field on the surface of the human 

body. A model of the human body of an average 

male Japanese adult physique, provided by the 

National Institute of Information and 

Communication Technology (NICT) [2], is used 

to determine the distribution of the electric field. 

The distribution of the intensity of the electric 

field inside and around the human body when a 

portable HBC transmitter is mounted on the left 

forearm and a 10.7 MHz frequency modulation 

transmission signal (VK) is sent from the 

transmitting electrode . The electrical 

characteristics of each human body tissue are 

based on the reference [3]. As shown in Fig. 1, it 

is confirmed that the electric field excited at 10.7 

MHz is strongly distributed by the proximity of 

the portable transmitter to the entire 

circumference of the human body, and a 

communicable area is formed exclusively 

proximal to the body. 

III. SYSTEM CONFIGURATION 
 
Figure 2 shows a block diagram of an HBC 

system prototype in this study. In the transmitter 

shown in Figure 2 (a), the data acquired by the 

heartbeat sensor are transmitted to a modulation 

circuit (modulator) through a microcontroller 

unit (MCU) and modulated by the FSK 

modulator with a central frequency 10.7 MHz. 

those RF modulated signals are transmitted to 

the human body through the band-pass filter 

(GMP) and the transmitting electrode. In the 

receiver shown in Figure 2 (b), the receiving 

electrode on the body surface receives the 

modulated RF signals, which travel through the 

human body. The received signals are 

demodulated by the demodulation circuit 

through the BPF and Amplifier circuit, and the 

demodulated signals are sent to any desired 

device, such as computer, smartphone, main 

server, etc. through the MCU. Both the 

transmitter and the receiver can be powered by 

the rechargeable battery or a standard power 

source depending on the size of the application. 

Figure 3 is a photograph of the transmitter and 

receiver prototype. 

 

IV. HEARTBEAT SENSING AND 

SIGNAL TRANSMISSION  
 
The implementation of the Red Tacton surface 

electro-optical sensor provides a maximum 

duplex communication speed of 10 mbps on the 
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surface of the human body. The RedTacton 

transmitter induces a weak electric field on the 

surface of the human body. The RedTacton 

receiver detects changes in the weak electric 

field on the body surface caused by the 

transmitter. The RedTacton depends on the 

proposition of the optical properties of an 

electro-optical crystal that varies according to 

changes in the weak electric field. RedTacton 

detects changes in the optical properties of an 

electro-optical crystal using a laser and converts 

the result into an electrical signal in a detector 

circuit. Ea - Eb - Ec = Es + Use of the photonic 

electric field sensor, where Ea is the electric 

field induced by the transmitter, Eb is the 

electric field that returns to the transmitter plane, 

Ec is the electric field in the receiver, and it is 

electric field detected in the receiver. 

 

 

 

 

 

 

 
 
 
 
Heartbeat data is obtained through a light 

detection method that a light sensor radiates 

light into the body and measures the change in 

intensity of the reflected light caused by a 

change in the concentration of oxygen in the 

blood in the capillaries. In the heartbeat sensor 

used in this study, a green LED and a 

photodiode were generally used for a light 

source and a detector, respectively. Figure 4 

shows the heartbeat data when the transmitter 

shown in Figure 3 is mounted on the patient's 

chest and transmits the data through the body to 

the recipient in the palm of the hand. The 

distance between the transmitter and the receiver 

is about 250 mm. Figure 4 (a) shows the output 

waveform of the heartbeat sensor in the 

transmitter; Figure 4 (b), the waveform after 

noisy data received through the body is subject 
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to signal processing by a low-pass filter that 

rejects components of higher frequency than that 

of heartbeats. As shown in Figure 4 (a), noisy 

components are superimposed on the output 

waveform of the heartbeat sensor, because the 

heartbeat sensor used in this study is more 

suitable for fingertips or ear lobes with many 

capillaries. Although the sensor output is very 

noisy when the sensor is applied to the wrist 

with some capillaries, it is possible to determine 

the heart rate as a function of the waveform after 

processing the low pass filter signal, as shown in 

FIG. Figure 4 (b). 

 

 

 V. ADVANTAGES OF RED TACTON 
 

Red Tacton's positioning with respect to existing 

communication technologies. Attention to the 

ubiquitous service has led to a shortening of 

communication distances. Red Tacton is 

positioned as the last 1 m solution for short-

range final communication. Wireless 

communication creates connections when 

signals arrive, allowing for easy connections 

because connectors are not needed. However, 

seen from another aspect, the coming signals can 

be intercepted, so that security becomes a 

problem. Several "human body communication" 

technologies that use the human body as a 

means of transmission have been reported in the 

past. But Red Tacton uses a patented electrical / 

photonic field method, which exceeds the other 

methods in terms of communication distance, 

transfer speed and interactivity. 

 

VI. Human Safety 

 

The transmitting and accepting cathodes of the 

RedTacton handset are totally secured with 

protecting film, so the body of the individual 

going about as transmission medium is totally 

protected. This makes unimaginable for current 

to stream into a man's body from the handset. At 

the point when correspondence happens, 

removal current is created by the electrons in the 

body in light of the fact that the body is 

subjected to minute electrical fields. Such sort of 

relocation streams are exceptionally regular 

ordinary events to which we are altogether 

subjected. RedTacton fits in with the "Radio 

recurrence presentation Protection standard 

(RCR STD-38)" issued by the Association of 

Radio Industries and Businesses (ARIB). 

 

VII. DATA SECURITY 

 
The transmission of data in the Tacton network 

can be transmitted through the human body 
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when the two electrodes (both the transmitter 

and the receiver) are in contact with the human 

body. The transmission of data in this existing 

method is not guaranteed because authentication 

is not required, so the system proposed in this 

prototype will have an authentication support 

system, such as a password, to initially allow the 

transmission of data via RED Tacton. Before 

starting the transmission, the user must 

authenticate the transmission with a unique 

password that is an alphanumeric code to 

authenticate the transmission. The prototype of 

the system is proposed in such a way that any 

unauthorized access entails the failure of the 

data transmission and also the activation and the 

alarm of the installation with respect to it. 

 

VIII. CONCLUSION  
 
This influence of the study is based on HBC 

technology, one of the promising body network 

technologies, the characteristics of transmission 

and the distribution of the electric field around 

the human body have been studied. In 

subsequent investigations, the technology 

seems to be very reliable and the only security 

problem has been solved by introducing 

security measures. RedTacton security can be 

improved with other permissions such as 

biometric checks, such as fingerprints, 

diaphragm, biometric voice, etc. We can also 

improve security levels by introducing multiple 

levels of security in terms of transmitting 

sensitive information. RedTacton technology 

has its use in almost all fields of science where 

information transmission is required. 

RedTacton will eliminate the need for the user 

to have multiple access or authentication to 

access the requested information. 
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