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ABSTRACT

QR code based technologies have revolutionalised the barcode technologies that are prevalent. These have been widely accepted in
the literature as practical and interesting data representation model for authentication. The focus of the paper is to design a multi-factor
authentication scheme that uses color QR codes for protecting user credentials and study the impact of the model in terms of its
capability to mitigate common form of attacks. The experimentation clearly revealed the suitability of the scheme to replace the
existing SMS OTP scheme used currently by financial services and E-commerce systems.

Keywords—Biometrics, Triple Data Encryption Algorithm, Session password, Authentication, Quick Response code,
International Mobile Equipment Identity number, Multi-factor, parallel session attack, denial of service attack.

INTRODUCTION

In this modern world, with all the advancement in technology security has become a major concern. Gone are the days
where cracking an 8 digit alphanumeric password is considered hard. With current GPU power, we can crack it in less
than 6 hours. So having a single factor authentication is no longer an option. Multi-factor authentication is more secure
and reliable when compared to single-factor authentication as we have to provide more than one secret entity. Using
biometric authentication as a second factor can increase the security by a large factor since they are unique to an
individual. One other problem that is generally faced is remembering the passwords, having a lengthy password can help
make the system more secure but will be harder to remember. Here comes the concept of QR codes.One can store the
passwords, fingerprints in the form of QR codes. It looks like multi-factor authentication requires the use of multiple QR
codes for saving different security entities. An alternative to this is the usage of color QR code that is capable of storing
data in multiple layers. Having just QR codes for authentication makes the system vulnerable as anyone can scan and get
the details.The system's security is enhanced by encrypting the secret entities with mobiles IMEI number which will be
unique to a given handset and then generating colour QR code.

Abbreviations and Acronyms
IMELI: International Mobile Equipment Identity, TDEA: Triple Data Encryption Algorithm, QR: Quick Response.

LITERATURE REVIEW

A. Multi Factor Authentication Scheme

Multi-factor authentication scheme [2] requires more than one user secret entity for authentication which makes the
system more secure.

e Factor — 1 Random Generated Session Password. Every session the user tries to login we generate a 32 character
alpha numeric session password which can be used only for that session. This makes it hard to brute force the
password as they are randomly generated for each session and in worst case scenario if they get revealed it cannot
be used to replay new sessions.

e Factor — 2 Biometric Authentication. This relies on biometric factors which are unique to each individual [8,12]
and can help in recognising the user and authenticate him/her by comparing the biometric data taken during the
registration phase with the data given during login phase. the proposed system uses the fingerprint as a biometric
factor. A fingerprint is the impression of ridges on one’s finger. They are unique to each person and hence can be
used for authenticating an individual. The implementation uses libraries provided by MATLAB to make
fingerprint minutiae markings using ridging, thinning and bifurcation. Recorded markings are used in generating a
unique number which can be used for authentication.

1713



International Journal of Pure and Applied Mathematics Special Issue

3" International Conference on Recent Trends in Engineering and Technology

B. Color QR Code

Barcodes [11,13,14] are widely used in identification but limited storage made their application narrow. QR codes (3D
Quick Response codes) provide more storage compared to barcodes. QR codes are available in two forms namely black
and white and color QR codes [1,6,7,15,16] have multiple layers to support multiple entities. As the proposed scheme
uses multiple factors for providing different security levels, the choice of color QR code will be more suitable than a
black and white QR code. If one takes the number of layers as 'n" and the number of factors as 'm" all the 'm' factors could
be grouped and ordered into n sets and each set can be stored on the layer of the QR code. To avail enhanced security the
layer in the front can store factors of less importance or which could be easily cracked and factors requiring relatively
higher importance could be placed in the innermost layers. The proposed system assumes m=3 and n=3(red, blue, green)
and encodes each of these m factors in those three different layers(red, blue, green). To retain user-friendliness the layers
have been merged to create a single color QR code(one scan required for complete authentication). This procedure is
illustrated in the Fig.1.
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Fig. 1. Encoding and Decoding color QR code

C. Encryption Using Triple Data Encryption Algorithm

Positioning TDEA-Triple Data Encryption Algorithm [3,4,5] is blocked symmetric key cipher which is basically the
application of DES thrice. DES (Data Encryption Standard) is a block cipher which takes a 64-bit long block of
plaintext and encrypts it using 64-bit long key (actually on 56 bits of the key are used), to produce a 64-bit long
ciphertext. The Encryption starts with an initial permutation of 64 bits of plaintext. After this permutation, the block is
divided into two 64bit blocks and these two blocks are passed through a function (permutation and substitution are
done in the function) where a key is passed as a parameter.16 such rounds are done and the key for every round is
permuted. Finally, the ciphertext will undergo final permutation and the final ciphertext will be produced. Since the text
is undergoing several permutations and substitutions the resulting cipher is very difficult to be cracked.

Fig. 2. Example of a figure caption. (figure caption

D. Tokenless Factor using IMEI nhumber

Literature also specifies the usage of token-less factors for authentication of entities. In this mode, a token which is in
possession by the user and not provided by a registration authority is used for authenticating an entity. Normally to
enhance security an OTP [9,10] is sent for verification purposes through SMS. The usage of QR code overcomes
problems like delay in delivery of SMS and not delivered SMS in the low coverage area, non-availability of the service
for roaming users and the downtime with SMS gateway. To restrict and validate that the authentication is done only from
the user’s token i.e. IMEI number which is unique to every mobile.

SUMMARY OF FINDINGS

Strong authentication has no precise definition. It is only a qualitative measure than a quantitative measure. The strength
of an authentication is based on the number of factors used and the trustworthiness associated with each of the factors. An
SMS OTP is a very simple idea that can be used as a multi-factor authentication scheme that is still in use by Internet
services like electronic banking, E-commerce etc. The following aspects are of relevance here. The mobile network
operators cannot guarantee the delivery of SMS within a stipulated time period which will result in expired sessions
leading to user frustration. With the exponential increase in the number of people using Internet services for their day to
day activities, the above-mentioned problem will be more intensive. This brings out a clear need for a scheme that
guarantees authentication without compromise in user friendliness. Work presented in the paper aims at authenticating
user with color QR codes.
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PROPOSED SYSTEM

The proposed system works in three different phases namely, Registration, Login and Authentication. The model
authenticates an entity, based on the possession of the registered mobile phone using its IMEI number to validate the user.
The test data as entered by the user in the registration authority premises is shown in Table 1.

TABLE I. REGISTRATION DATA
Type of data Test Input Encrypted values(Hex)
Username alice_anderson1997@gmail.com 1cc97c63196ee4cfe5aa52669e1c57706
- g ' 514a155e95e6dc385a47eb08f6ea2f0
. 527527098fab3a1d602bfe797905cf5aa
Session Password btfVwAcf2XKuaWpKsS5sLnr37Pm8Buhb 1622750a239991286177767ecfaclf?
. . 49f504dfcd5197b5db9c42a6a3693b53
Fingerprint data 22477874629729375939776578287344 13adc536230f5328cd8201369¢cebf93

E. Registration Phase

During the registration phase, the user has to provide the email address which will be verified and then asked to provide
the fingerprint, after successful scanning of fingerprint a unique fingerprint data is generated and details are stored in the
database. Attributes like minutia position and ridges bifurcation are used in calculating the fingerprint data. Fig.2. depicts
the minutiae positions of fingerprint ridges. The user will be requested to add mobile’s IMEI number for tokenless
authentication and is also added to the database for verification in the later stages. The details are verified by the
registration authority and in case of any issues, the registration form is rejected by the authority. This process is shown in
Fig.3.

Fig. 3. Minutiae position for fingerprint generated using MATLAB.

F. Login Phase

At the time of availing a service, the user is requested to enter the email ID the server checks the database for the
username gets the corresponding unique fingerprint data and generates a random session password. All the three attributes
namely username, random session password, and unique fingerprint data are encrypted using TDEA algorithm with IMEI
number of the registered mobile as the key. Using these three encrypted entities one can generate three QR codes one for
each attribute. These QR codes are digitized in binary form and superimposed into a single image with three layers. The
implementation uses the red layer for encrypted username QR code, blue layer for encrypted random session password
QR code, green layer for encrypted unique fingerprint data QR code. The one color QR code which is created is
displayed to the user on the screen at the time of login which is shown in Fig.5. The user is required to scan the displayed
QR code which essentially means submitting credentials for verification. The above process is showed in Fig.4.
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Fig. 4. Working of Login Phase.

Fig. 5. Generated QR codes for Encrypted (A) username (B) Session Password (C)Fingerprint (D) Color QR code.

G. Authentication Phase

The user uses his/her mobile phone to scan the color QR code using the application. It scans the QR code and splits it
into three QR codes by separating the three layers (red, blue, green). These three QR codes are then decoded to get the
IMEI encrypted [username, random session password, unique fingerprint data]. Application gets the IMEI number of the
mobile phone it is installed and uses it to decrypt the encrypted [username, random session password, unique fingerprint
data] with TDEA algorithm and sends [username, random session password, unique fingerprint data] to the server and the
server verifies them with the values stored in database at the registration server and provides the authentication
accordingly. Fig.6 illustrates the above process, and the data is showed in Table 2. Fig.7 shows the screenshot of the
mobile while scanning followed by the image captured by the mobile and then the three separated layers generated using

MATLAB.
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Fig. 7. Testing of Authentication Phase.

TABLE II. DATA FOR AUTHENTICATION

Scanned data Data after Decryption Authentication

1cc97c63196ee4cfe5aa52669e1c5770
6514a155e95e6dc385a47eb08f6ea2f0

alice_anderson1997@gmail.com Verified

527527098fab3a1d602bfe797905cf5a

a1e22756a239991286177767ectaclf? btfVwACcf2XKuaWpKsS5sLnr37Pm8Buhb Verified

49f504dfcd5197b5db9c42a6a3693b53

a3adc53623cf5328¢d820f369¢ccebfo3 22477874629729375939776578287344 Verified

H. Reliability of Scheme

Sessions on Internet service transactions are usually short-lived. The usage 32 character random generated session
password which makes it almost impossible to crack since it takes years to crack. This makes the system strong against
password cracking employing brute force. The usage of fingerprint data for authentication prevents a sniffer from
obtaining the actual fingerprint. As only the computed fingerprint is available on the server which is generated based on
one way it is impossible for an attacker to get the original fingerprint data. The scheme also facilitates the user to use a
lengthy password as it does not require him/her to remember the password.

e Scenario-1: Valid user requesting verification. In this scenario, the user scans the color QR code which is
separated to get the encrypted entities. His/her IMEI number is used to decrypt the separated entities which are
sent to the server for authentication. If the procedure mentioned in section 4.3 succeeds the user is authenticated.

e Scenario-2:An attacker performing parallel session attack. In this case, an attacker tries to impersonate the
legitimate user by intercepting login request. The attempt would fail as per the proposed scheme as the attacker
would not own the mobile phone of the user which is very required for decrypting entities separated.

e Scenario-3:Resistance to denial of service attack. The system blocks after three failed attempts and the failure

would lead to blocking the user data in the registration database. The legitimate user needs to contact the
registration authority for enabling his/her account.
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CONCLUSION

This paper proposes a multi-factor authentication scheme based on color QR code verification mechanism rather than
SMS based OTP which is commonly used in web and mobile application. The proposed model clearly brings out the
capabilities of the scheme in terms of its strength to mitigate forms of common attacks like parallel session attack, replay
attack, brute force attack. With the available smartphone architectures capable of scanning QR codes the system prevents
the requirement of additional hardware. The proposed system was tested using penetration tools to analyze, quantify,
measure the resistivity offered to mitigate the above-mentioned security risks. It is planned to enhance the model with the
use of public key cryptosystems as a future extension.
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