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ABSTRACT 

 
Multi-factor authentication schemes have emerged as alternatives to single-factorauthentication schemes with the aim 

of improving the security. Factors like passwords, biometrics smart/id cards have been used in combinations in addition 

to mobile OTPs for enhancing security. Conventional authentication schemes are inadequate for security-

criticalapplications like financial transaction, online examinations,etc. The paper focuses on discussing a multi-factor 

authentication scheme specifically designed for securing online examination services without comprising user-

friendliness. The experimentation results clearly brought out the applicability of the scheme in real time with fine-

tuningof network related parameters. 
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 INTRODUCTION 

In a world where everything is moving towards digitization, online examinations have become part and parcels of our 

life. The traditional art of pen and paper examination is slowly becoming obsolete and internet-based exams are gaining 

popularity, transitioning to accommodate ourselves to the digital era. An online examination refers to the process of a 

computerized test for the evaluation of a student/candidate in a particular domain. The major advantage that an online 

examination system provides is the reduction of costs and time for both the candidate and the evaluator. It serves as a 

measure for the improvement of accuracy for the entire exam management system as a whole. 

With this increasing demand for online examination, fraudulence involved in this has also seen an immense rise [12]. 

Though the total annihilation of cheating seems like an impossible task with all the advanced technology out today, it can 

be controlled to a large extent. Students resort to several cheating measures starting from copying from their neighbors to 

the extent of forging the identity by sending other people to undertake the exam on their behalf. 

Though it offers a simple platform for conducting and evaluating students, security management has always been a 

major challenge to the Online Examination System. The security measures for online examinations prevalent follows a 

hierarchical structure. Some methodologies that are currently deployed include Knowledge-Based authentication using 

usernames and passwords, and a Webcam-based facial recognition system. But the major drawback that one faces in the 

current online examination system isthe problem that it is based on a single-factor authentication system which makes it 

easily vulnerable to the cheating mechanisms. The work presented here aims at overcoming authentication-related 

problems in online examination systems with a multi-factor based authentication scheme 

The paper is organized as follows: Section I gives a general outlook on the Online Exam Management System; Section 

II gives a glimpse of the related work in this domain; Section III talks presents the proposed multi-factor authentication 

scheme for enhancing of security of the online examination system; Section IV discusses experimentation results related 

to the study; And finally Section V presents conclusions with scopefor future extensions. 

Abbreviations and Acronyms 

CA: Certification Authority, QR: Quick Response.  

RELATED WORK 

In the system proposed in [1] uses integrated palm print with traditional username password combo to authenticate. 

Palm print authentication is an emerging biometric feature.  The paper insists deployment of webcams to continually 

supervise the examinee. However, a major drawback to the system is that the continuous surveillance might cause slight 

uneasiness to the examinee.[2] emphasizes on keystroke pattern combined with traditional username and password to 

serve the purpose of authentication. It is claimed that cost of implementation of this technique will be considerably low 

as no special hardware is required. It states that the system provides continuous surveillance without costing examinees 

privacy. But the drawback of this system is that it has low accuracy and permanence since the user typing pattern 
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changes with familiarity with typing[6].A system using IP address and timestamps to check for malpractices is proposed 

in [3] for monitoring distance learning exams taken by students. He uses IP address of examinee and timestamps to check 

for malpractices. No special hardware is required for implementing this technique. Using timestamps and IP address we 

can check no two students have taken the test together. The problem is that IP addresses, though they are unique, can be 

easily manipulated using VPNs.A profile-based authentication framework combined with user-id and password for 

authentication is suggested in [4]. It follows a simple implementation and requires no special hardware. Theefficiency of 

the system depends upon the challenge questions used and the number of questions used. If the answers to these 

questions are shared, then there is a chance that examinee might cheat in the exam.Another variation is a scheme based 

on Yaw angle variation [8]. They use a webcam to capture audio and video. From the video input, feature points are 

extracted and yaw angle variations are calculated and audio input is compared with a threshold value. Based on this video 

and audio analysis, whether an examinee has indulged in malpractice or not is determined. This system doesn’t require 

any special hardware. [10] proposes a method for physically challenged people to take the online tests. While all other 

systems use keyboards, mouse,and other biometric devices, this system uses the voice, which helps the physically 

challenged people to take the test with ease like others. Since it uses a single factor authentication, it is prone to 

impersonation.A method using a zip disk containing the required files for the test is proposed [13]. All these files are 

encrypted and can only be opened by the client program that is been included in the disk. During initialization, the client 

program also verifies the network card address (MAC address). 

The development of the Internet has brought with it widespread online and offline education. The requirements of an 

Online Examination include accessibility, monitoring ,and management tasks. Related to security the requirements 

include authentication, integrity, maintenance,copy prevention and detection,cheating prevention,etc.The security 

requirements are generally provided using symmetric and asymmetric cryptosystems and digital signature schemes [14]. 

The exam administrator authenticates the examinee using authentication factors registered with a trusted registration 

authority. Prevention of fraudulent activities is performed using e-monitoring services. This paper is targeted towards 

exams administered through the Internet and requires exam administrator to monitor and authenticate entities using Face 

Recognition, Fingerprint ,and OTP tokens. 

PROPOSED SYSTEM 

 

Fig. 1 Architecture Diagram 

Unlike the other systems already prevalent which follow a single-factor authentication [9], the proposed system in this 

paper follows a multi-factor authentication process which features Face-Recognition, OTP verification ,and Fingerprint 

Authentication modules. The system deploys a hierarchical structural methodology where the user starts off with a proper 

Registration process. The registration process involves the user registering himself/herself with a unique Register ID 

provided by the institution, Right Forefinger impression and his/her personalized cellphone number verified using OTP. 

Once the Registration process is done, the system proceeds to Login module. The Login module provides access for users 

into the System. It begins with a user being prompted to enter the registration ID after which the webcam captures a 

photo of the user which undergoes a facial recognition process to test the authenticity of the user. Once failed, an 

additional chance is being granted to the user. However, on failing twice the user is denied access to the system and a 
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report is sent to the Controlling Authority. Following the Face-recognition module, the user has to bypass an OTP 

verification process. In this module, an OTP is automatically generated and sent to the registered mobile number. On 

failing to enter the correct OTP, the user is denied access. Once successfully completing the OTP process, the user is 

taken to the Fingerprint verification module where the users registered fingerprint is matched against the fingerprint 

obtained from the fingerprint scanner. On passing this, the user is allowed to undertake the test. Fig 1 illustrates the 

architecture diagram of the system. 

To ensure the authenticity of the user during the examination, the system does a fingerprint match on a periodic basis 

[11]. This is done by dividing the total number of questions into three sections and within each section, for a random 

question, a fingerprint match is performed. On failing this, the new fingerprint is tested against the database to acquire 

the details of the person who is helping. After acquiring this, a report is sent to the Controlling Authority with the details 

of the users involved in the malicious activity. To secure communication between verification module and certification 

authority server the plaintext is encrypted using RSA algorithm [7].Fig 2 illustrates the algorithm that is devised for the 

functioning of the system. 

 

 

 

Fig. 2 Algorithm 

RESULTS AND DISCUSSIONS 

The Face Recognition modules extract features such as shape using HOG and use the KNN algorithm to map to the 

dataset to find the closest face. Fig 3.1 illustrates a student/candidate’s face is been captured by webcam. This image has 

been captured is matched with the corresponding image provided by student/candidate at the time of enrollment with the 

registration authority. Fig 3.2 illustrates that the two images are matched. If the images don’t match, the system gives 
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alert by displaying failure. Fig 3.3 illustrates the non-matching scenario. If the Register IDs don’t match, the user is 

denied access. 

The OTP module makes use of the Firebase Authentication for logging a user into the system. It involves a mechanism 

of using FirebaseUI that comprises of a drop-in login widget that executes login flows for mobile number login, along 

with password-based and associated login. Fig 4.1 illustrates the mobile number been registered receives an OTP.Fig 4.2 

illustrates the entered OTP and received OTP are matched. The student/candidate is authenticated by the system. Fig 4.3 

illustrates the entered OTP and received OTP is different and hence the access is denied. 

The Fingerprint based authentication involves the process of gathering minutiae from the fingerprint input during 

Registration phase and is stored as a tree structure [5]. Fig 5.1 illustrates the scenario of Fingerprint setup. In the Login 

Phase, from the input fingerprint fed by the user, a tree structure is computed which is compared against the similar 

structures stored in the Database. Fig 5.2 illustrates the fingerprint is successfully registered. Fig 5.3 illustrates the 

fingerprint authentication success. Since fingerprints can have minor variations due to external factors such as 

distortions, a minimum threshold in a difference between the structures is accepted. Fig 5.4 illustrates the fingerprint 

authentication failure. In this case, the user is denied access. 

 

A. Face Recognition modules 

 
Fig. 3.1 Webcam Image 

 

Fig. 3.2 Face-Recognition Success 
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Fig. 3.3 Face-Recognition Failure 

B. OTP Module 

 

Fig. 4.1 Mobile OTP Screenshot. 

 

Fig. 4.2 OTP Success 
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Fig. 4.3 OTP Failure 

C. Fingerprint Module 

 

Fig. 5.1 Fingerprint setup 

 

Fig. 5.2 Registering Fingerprint 

 

Fig. 5.3 Fingerprint authentication Success 
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Fig. 5.4 Fingerprint authentication Failure 

CONCLUSION AND FUTURE WORKS 

The need for a secure Online Examination System has become of immense importance in today’s world. The paper 

proposes a system that employs a face-recognition module, an automatic OTP-generator module and a fingerprint 

authentication module which on integration enhances the security of the online examination systems. The 

experimentation clearly revealed the strength of the scheme in terms of mitigating different forms of attacks like 

resistance to replay, password guessing and parallel session attacks. As a future extension, the team is currently focusing 

on minimizing the overheads related to network parameters and improving the usability of the scheme with the usage of 

QR codes instead of SMS based OTP [15]. 
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