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Abstract—Phishing is one of the major dark sides of 

internet. A big volume of phishing attacks are 
encountered everyday and it affect business ethics in 

both the end. Even much research went on this way 

there is no worthy solution for this crime.   In this 

paper we present a detection method based on the 

features of the target web page. An algorithm for the 
construction of feature vector is formulated The 

generated feature vector is feed into Neural Network 

for better prediction of the kind of page. Our classifier 

produced better results than other existing techniques. 
It could not produce exact prediction of all target 

pages. A negligible amount of false prediction was 

made. We suggest a multilayer authentication system to 

prevent this deceptive attack. With the existing 

authentication methods our developed selection of 
Mathematical Expression may strengthening the MLA. 

The experimental result shows the proposed methods 

promising for detecting phishing pages and also to 

prevent. 

Keywords—Phishing, Feature Vector, Multi layer 

Authentication 

I. INTRODUCTION 

Phishing is a widespread pernicious practice in 

internet. It is the combination of web site spoofing 

techniques and social engineering   used to trick an 

online user into disclose their confidential 

information with economic value. These bogus web 

pages are generated by criminals to betray user‟s 

identity. Thereby important personal confidential 

data can be taken by rogue page creators. This issue 

becomes an internet crime and poses heavy financial 

losses and affects business ethics. The introduction 

of phishing pages which look almost similar as that 

of legitimate is described as “PHISHING”. 

Computer communication technology advancements 

put the phishers to develop new means to attain 

financial gain by making dubious pages. There are 

some key findings in APWG Trends report for H1 

2017. “Much of the phishing activity concentrated in 

a small number of domains and in the new gTLDs 

and ccTLDs. Many were spread via Facebook, and 

half were hosted in the united states. India has got 

dubious record of being among the top 10 countries 

and has managed to take the 10
th

 spot(1.66%)”. 

Phishers still exploit e-mail to dupe online users. The 

entire surface of the web is increasingly being 

viewed by phishers as a useful attack vector as well.  

(APWG,2017). 

All web browsers and servers take almost every 

care to make guarantee for the safe and secure 

transactions done through it.Many types of security 

systems are proposed by computer researchers to 

thwart the circulation of fake web pages. In spite of 
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ever increasing challenges of phishing, the 

sophistication of new anti phishing ways have also 

been evolving (Eric Medvetet.al., 2008;Martin et.al., 

2011; David Lacey, et.al., 2015; Jain Mao, et.al., 

2017 ).  

In a web based phishing attack, the criminal 

creates web pages that their look and feel to be the 

legitimate one, such as a social network portal to lure 

victim users to input their private identities such as, 

pass words, social security numbers and credit card 

details,etc. The phisher usually sends emails that 

having web links that tricks users to visit the bogus 

pages. Social networks may be the convenient 

platform to ignition the attack. Bogus IVR, Spoofed 

URLs, MITM, Spear phishing, Spoofing mobile 

browsers and embedded web contents are other 

techniques for attack initialization. Phishers have to 

develop a psychology behind their emails that plays 

off urgency, greed or trust.(Ike Vayansky and 

Sathish Kumar:2018). 

 

II. METHODOLOGY 

A. Methods of Detection and Prevention of Phishing 

Pages 

The World Wide Web has become one of the 

most important sources of information. To-day in 

communication environment internet offers greatest 

speedy services and occupies  almost in all the fields. 

It changes the life style of human beings 

significantly. One of the dark sides of internet is 

phishing crime. The encroachment of fraudulent 

duplicate web pages in internet is remarkably 

alarming.   It is more complicated to detect phishing 

pages and to save online users and e-business 

industries. In the past few years many automated anti 

phishing approaches, techniques, and tools were 

introduced. But no methodology has been proved 

worthy in preventing the above internet crime. The 

thorough scanning of earlier available literature has 

also been shown that no technology is successful in 

eliminating and identifying the fake web pages. 

Some of the most perspective of logics used in 

various methods for detecting phishing is classified 

and given below (Gaurav et.al., 2012; Mahmoud 

Khonjiet.al., 2013; Jyoti et.al., 2013; Varsha 2014; 

Vishaka and pritish 2014). 

B. Text Based Detection 

 

The content of the web pages are multimedia 

data. Those are compiled from   text, images, voice, 

and movies. The major portion of the page is 

covered with text. Hence text based phishing 

detection technique is employed. This involves the 

extraction of keywords from a web page using the 

Term Frequency Inverse Document Frequency(TF-

IDF) algorithm. (Jake and Tyler Moore,2014; Anjali 

Gupta et.al., 2015). 

 

C. Visual Similarity Based Detection  

 It is known very well that the source of any web 

page is HTML code. HTML is a markup language. It 

can document various types of data using its tag. 

HTML tags are singular or paired and it is used to 

document data and it produces the visual appearance 

or look and feel of web pages. The HTML tag source 

code for the legitimate and target are compared. So a 

signature or a DOM tree is constructed and it is 

compressed in both vertically and horizontally. 

Finally the difference or the distance of these two 

trees is calculated. If it is exceeds the threshold 

value, it can  be determined as phishing otherwise 

legitimate. (Liu Wenyinet.al., 2006; Eric Medvet, 

et.al., 2008; Radha and Valarmathi, 2011). 

D. Feature Based Detection  

 Though web pages are the sources of 

information and data, the detection of phishing web 

pages has many indicators. The indicators are the 

features of any web page. These features may be 

classified into URL related, Domain oriented, and 

security oriented such as SSL certificate, port 

number and so on. These collected characteristics are 

feed into a features vector. There must be parallel or 

static classifier ( SVM, BVM, Neural network ) used 

to classify the given web page as phishing or not. So 

that the classifier must trained with training data set 

and tested with test data. (Mona and Omar, 2011; 

Bhagyashree et.al., 2015;Gholam  Ali  Montazer, 

2015;  Priyanka Singh et.al., 2015; Wei Zhang et.al., 

2016). 

Phishers are also creating new ways for the 

designing and development of these fake pages.  

This is because suitable tools are available for 

making duplicate pages. Hence this becomes a 

challenge for the web users and business and service 

providers.  Web security researches are underway in 

this line to overcome this problem. In this present 

research work an attempt is made to introduce a 

technique for the better prediction of phishing pages 

and also a new novel authentication system for the 

prevention of viewing the phishing pages. 

In this paper we propose a new technique to 

detect phishing pages based on the salient features of 

a web page. There  are sixteen features were 

extracted from the URL of the target web page itself, 
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source code of the web page, and few more were 

collected from WHOIS protocol. These features 

were converted to a numeric value which specify the 

type of page. In this way a feature vector is 

formulated and used by the neural network to 

classify. This technique  

Predict accurately the type of page as phishing or 

legitimate. A negligible amount of false prediction 

made. This shows that no existing techniques predict 

the type of page exactly. So a multilayered 

authentication system is suggested to prevent the 

viewing of such phishing page. 700 URLs of top 

sites from google and 2000 URLs of phishing sites 

collected from PhishTank used as test data. In 

summary we made the following original 

contributions in this paper. 

 We propose a novel solution to classify the type 

of target page. Very essential features for 

appropriate prediction are collected from the 

various sources. 

 To eliminate the false prediction made by the 

classifier MLA system with selection of 

mathematical expression is suggested. 

 We prototyped our approach and experimented 

with a large Poole of data. The results shows 

that our method is efficient. Confusion matrix 

was also used. 

III. RELATED WORK 

A. Detection of Phishing Web Pages Based on Visual 

Similarity 

In 2005 Liu Wenyinet.al., have adopted a 

different approach for detection of phishing web 

pages based on visual similarity. By this method it 

can be utilized as a part of company solution for 

anti-phishing. The vendor of a legitimate webpage 

can use this approach to search and check for 

doubtful web pages which are visually similar to 

their original web site.  

In this situation a group of workers Eric 

Medvetet.al., (2008) have tried a novel method to 

visually compare the assumed phishing page with 

that of original one. Their main objective was to 

know whether the two pages are skeptically similar. 

They had the assumption that the three page features 

play a significant role in similarities. These 

characters are text based and their style, images 

created in to the page, and the whole visual look and 

feel of page as provided by the browser. 

B. Classification of Phishing e-mails by Applying key 

Structural Features 

In 2008 Ram Basnet et.al., haveapplied a 

different means for detecting phishing emails using 

known, as well as new features. They have suggested 

few novel input features that can support in 

identifying phishing attacks with very limited prior 

knowledge about the antagonists or the steps used to 

launch a phishing hit. Their approach is to classify 

phishing e-mails by applying key structural features 

in phishing e-mails and employing different machine 

learning algorithms to their dataset for the 

classification process.  

C. Current Methods of Detection and Prevention of 

Phishing Web Pages 

Owing to pressures on finding of new technique, 

a challenge for the researchers in this lineMarkus 

Jakobsson et.al., (2010)   have listed and called a 

user study which shows reactions to a variety of 

common “trust indicators” – such as logos, third 

party endorsements, and padlock icons over a 

selection of authentic and phishing hit. In their study 

of the think-aloudprotocol, participants are declared 

with different sensitivities to email messages and 

web pages. Their analysis are mostly confined with 

what attributes phishing emails and web pages that 

look as original.. Out of this study it may gives not 

only an awareness from a pure scientific point of 

view, but can also direct the research workers to 

design of legitimate material to escape from 

unnecessary risks. To enhance the visual comparison 

the internet users himself identifying the exact 

distinguish characteristics of original page from the 

bogus page. It is often described as eye bit or eye 

tracking approach for enforcing phishing prevent. 

This subject is extensively reviewed by Daisuke 

et.al., (2011). There are many page features  which 

can be visual indicators to differentiate the legitimate 

page from the fake one. Martin et.al., (2011) have 

framed a method of predicting phishing websites by 

neural network. They have followed a cryptographic 

identity verification method it is based on crypto 

module encrypts and decrypts data received from the 

memory under the control of central processing unit. 

Above and beyond in the ways of findings new cause 

and prone for controlling phishing activities , Martin 

et.al., (2011) as first hand attempt to utilize neural 

network techniques in their new e-banking phishing 

page detection. They have disclosed a model to find 

the most important phishing features and significant 

patterns of phishing characteristics or factors in the 

e-banking phishing website archive data. Each 

indicator will range between the input values 

genuine, doubtful and legitimate. 

III. RESULTSAND DISCUSSION 
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A. Experimental Data   A set of 2700 URLs of web pages are collected 

from the online sources.  The bogus pages are 

obtained from Phishtank.  The legitimate pages are 

taken from Google top sites. A total of 2700 web 

pages and their URLs are analyzed in this study and 

SI. No 

Features  Description  Example  

1 Domain part has IP 
Address 

If an Internet Protocol (IP) address may be 
used as domain name in an URL.  
IP address may be in hexadecimal code. 

1.http://125.98.33.123/fake.html 
2.http://0x58.0xD.0xCA.0x62/2 
          /paypal.ca/index.html 

2 URL length Length of the URL is measured as number 
of characters in an URL. 

The length of the URL http://gmail.com     is 16. 

3 Tiny URL URL is made considerably smaller in 
length. HTTP Redirect on a domain name 
that is short, which links to the webpage 

that has a long URL 

http://xportal.hud.ac.uk/” can be shortened to 
“bit.lyw/19DX 

4 URL‟s having  „@‟ 

symbol 
 

URL having „@‟ symbol, which leads the 

browser to ignore everything proceeding 
the@ and original address follow the @.  

http://deepkut.com/themes/twoxperts/js/fonts/ 

paypal.com@paypal.com/index.html 
24533;Apache;;text/html 

5 Redirecting using „//‟ Existence of  „//‟  within the URL path  http://caba.gamulina.com.ar//78994521-Info 

6 Domain Port having (-

) symbol 

Adding prefix or suffix separated by – to 

the domain part of URL  

http://23283333.com/server/02_FBT.asp 

7 Sub domain and multi 
sub domain 

Domain name might include Top Level 
Domain and Second Level Domain 

http://www.sinduscongoias.com.br/index.php 

8 Favicon Graphic image associated with a specific 

web page. 
Favicon as a visual reminder of the website 
identity in the address bar 

 

9 Domain Registration 
Length 

Period of time of domain registered this is collected Using WHOIS data base 

10 Using non standard 
port  

Port for particular service(http,httpx) Table : common port to be checked 

11 Request URL Examines external objects contained within 
the web page logos, images, videos and 
others 

Data collected from the source code of the web 
page. 

12 URL of anchor If Current page request other web pages Data collected from the source code of the web 
page. 

13 links in 
<meta><script> and 
<link> tags 

links in <meta><script> and <link> tags in 
source code 
 

Data collected from the source code of the web 
page. 

14 Abnormal URL Part of its URL this is collected Using WHOIS data base  

15 Pop-up window Web page contains pop up window that the 
user can enter their identity. 

Pop up windows contains text fields 

16 Age of Domain Age of domain – how long the web page 
survived 

this is collected Using WHOIS data base 
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served as experimental data. 

The scanning of web page addresses has shown 

that there are sixteen important web features are 

considered for the feature extraction.  The sixteen 

features derived out of experimental web pages. 

They are used for the classification of kind of web 

pages. Details on these sixteen features are given 

table form. 

In order to assess perfectly a synchronized feature 

vector is developed with values. Three different 

values such as   -1,0, 1 are given for the sixteen 

different page features of phishing page..  The 

process of features extraction is shown by the 

screenshot given below. The URL List portion of 

screenshot shows the details extracted from the URL 

currently processing the system. The Algorithm used 

for the construction of SFV is given below. 

IV. ALGORITHM FOR FEATURE EXTRACTION 

Input: Uniform Resource Identifier (URI) 

Output: (O- Suspicious, 1- Neutral, -1- Legitimate) 

Step 1: Get Input URL; 

Step 2: Find host Value; 

Step 3: Find Port value; 

Step 4: Find scheme of the URL; 

Step 5: Find Base URL authority; 

// Feature 1: Using the IP Address  

Step 6:  if     (Domain part has IP Address)  Feature 

set is equal to 0;  

else Feature set is 1; 

// Feature2: Long URL 

Step 7:  if   the (URL length<54 then)  the Feature 

Set is equal to -1; 

else if (URL length>=54 and <= 75 then) 

 Feature set is equal to 1;  

 else feature set is equal to 0; 

// Feature 3: Tiny URL 

Step 8: if   the (URL is Tiny ) then    

Feature set is equal to 0;  

else Feature set is equal to -1; 

// Feature 4: URL‟s having  „@‟ symbol 

Step 9:  if      (URL. Contain ( @ )) then   Feature 

set is equal to 0; 

else Feature set is equal to -1; 

// Feature5:  Redirecting using „//‟ 

Step 10:  if     (URL. Index („//‟)>7) then Feature set 

is equal to 0;  

else Feature set is equal to 1; 

// Feature 6: Domain Port having (-) symbol 

Step 11: If    (Host. Contains (-) ) then  Feature set is 

equal to 0; 

else Feature set is equal to 1; 

// Feature 7: Sub domain and multi sub domain  

Step 12 : if (URL. Get Sub Domain (www)) then    

Feature set is equal to -1; 

else Feature set is equal to 0; 

// Feature 8:  Favicon 

Step 13: If     (Favicon  Loaded from External 

Domain)  then  Feature set is equal to 0; 

else Feature set is equal to -1; 

//Feature 9: Domain Registration Length  

Step 14: if     (domain expires on <= 1 year)  then  

 Feature set is equal to 0; 

 else Feature set is equal to -1; 

//Feature 10: Using non standard port 

Step 15: if     (port number is in preferred status)  

then     

Feature set is equal to 0; 

  else Feature set is equal to -1; 

//Feature 11: Request URL 

Step 16: If      (% of Request URL < 22%)  then 

 Feature set is equal to -1; 

else       if  (% of request URL >= 22% and   

61%)  then   Feature set is equal to 1; 

          else Feature set  is equal to 0; 

//Feature 12: URL of anchor 

Step 17: if      (% of <a> tag <31%)  then Feature set 

is equal to -1; 

else   (if % of <a> tag >= 31% and <= 67% 

) then  

 Feature set is equal to 1; 

else Feature set is equal to 0; 

//Feature 13: < links in <meta><script> and link 

<tags> 

Step 18: if     (% of link tags <17%) then Feature set  

is equal to  -1; 

else  (if % of link tags >= 17% and <= 

81%)  then 

 Feature set is equal to 1; 

 else Feature set is equal to 0; 

//Feature 14: Abnormal URL 

Step 19: if     (host name not included in URL)  then 

Feature set is equal to 0; 

else feature set is equal to 1; 

//Feature 15: Pop-up window 

Step 20: If     (pop-up window contains text field)  

then Feature set is equal to 0; 

 else Feature set is equal to-1; 

//Feature 16: Age of Domain 

Step 21: if     (domain age >=6 months)  then 

  Feature set is equal to -1; 

else Feature set is equal to 0; 

Step 22: Stop;  

Likewise the http extraction contains data which 

are extracted from the source of the web page. 
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Fig.1, Image of Screen Shot showing the process of generating 

Synchronized   Feature Vector 

 

This Synchronized Feature Vector (SFV) is 

stored in the system and used as an input dataset to 

the classifier for distinguishing phishing pages from 

legitimate web pages. The application of the 

classification based on features is brought out the 

exact nature of the web pages. To know the 

functional accuracy of the classifier on the prediction 

of fake pages out of large pooled data set of 

legitimate web pages. A step-wise algorithm is 

designed so as the proposed classifier to classify the 

phishing page, while the data is run into the machine.  

The processing of features of this test data has 

revealed that there are 1498 phishing pages and 502 

legitimate pages. An interesting point is observed 

that by adopting the classifier is that the classifier 

has shown 1495 phishing pages as phishing one (TP) 

and 3 pages as legitimate (FP) pages among 1498 

phishing pages. Similarly out of 502 legitimate pages 

497 pages are predicted as legitimate (TN) and 5 

classified as phishing.  

 
Fig.2, Image of Screen Shot showing the rediction of type of web 

page for the Test data set. 

 

 
Fig.3, Image of Screen Shot showing the rediction Efficiency of 

the Classifier. 

 

This shows a least level error is occurring by the 

prediction of the proposed classifier. The prediction 

efficiency and the error rate are quantified by the 

principle of Confusion Matrix. The numerical data 

arrived is tabulated as confusion matrix gives out 

following important predictive aspects. Precision 

value, Recall value , Accuracy value are measured. 

 

 
 Phishing Legitimate  

Phishing 1495 

TP 

5 

FN 

Legitimate  3 

FP 

497 

TN 

Total 1498 502 

 

A. Data for the Confusion Matrix Analysis. 

In the light of above results one would interest to 

neglect 0.004 prediction error to achieve a cent 

percent accuracy.  This negligible amount of error 

may be due to the classifier.  

Besides predictive classifier approaches also be 

suggested to overcome this above said error.  Hence 

a modification of multilayer authentication with new 

approaches is required.  

B. Mathematical Expression Evaluation – A new 

Layer in a MLA System 

Many security approaches like possessive factors 

(user name, password, OTP, etc.,) knowledge based 
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factors (Pictures, Images, Numerical) and behavioral 

and psychological approaches are in practice.  Apart 

from above conventional method of security system 

a new kind of expression evaluation method of 

security system is suggested.  At the time of 

registration, when user name and password created 

at final select the simple mathematical expression.  

The given expression is stored in web server.  

Whenever the user has to view that page, they have 

to follow all security procedures are by one like 

entering username and password. User at his own 

discretion any value may be given for the variables.  

The mathematical expression is static. Whenever the 

user want to view the page, values of the variables 

are submitted and the answer is drawn. If the user 

gives correct answer for the registered equation the 

page is get opened and the user can viewed, if there 

is an erroneous answer appear the server deny  the 

web page. 

 
Fig.4, Image of screen shot showing the 

authentication System using Mathematical 

Expression. 

 

According to the security requirements of the 

application, a multi layer authentication system may 

be established with the usual User name, Password, 

Finger Print verification, OTP(One Time Passward), 

Session key, Picture selection, Animated Image 

selection, selection of Mathematical expression is the 

necessary security system  would take place. 

The above introduction of security system is a 

new kind. It is not suggested ever before by any 

research workers. It is desirable to create large 

number of sample web pages and check the 

suggested security system of present work. 

V. CONCLUSION 

Phishing is an internet crime, which attack online 

users when they disclose their personal identities. To 

bring the victims under their control phishers 

published this kind of bogus pages. Although a 

variety of methods used to detect phishing pages 

exactly, our method introduced to improve the 

prediction accuracy. Due to negligible amount of 

false prediction, we suggest a MLA system with our 

mathematical expression evaluation. The 

performance of the  proposed method for phishing 

page detection will be adopted with various other 

machine learning methods. The two variable 

expressions will be extending to three or four, 

according to security requirement. In future we 

planned to develop a smart compiler in server side to 

support evaluation of mathematical expressions, 

which are purely formed by users alone. 
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