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ABSTRACT 

This work proposes a new scheme to implement a cryptosystem for image security. In this system, the 

encryption is done using Hill cipherwith self-invertible matrix as key. Hill cipher technique performs 

image encryption based on matrix multiplicationin both encryption and decryption processes. For 

decryption process, Hill cipher requires an inverse of key matrix. Since it is not possible to generate 

inverse matrix for all the cases, there is a possibility for occurrence of errors in the cryptosystem. In 

order overcome inverse of a matrix problem, this system uses a self-invertible matrix as key at both 

sender and receiver side. 

AMS Subject Classification: 94A60 
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1. Introduction 

At present we are in the digital era in which internet plays a vital role in the field of communication. 

We are depending on internet for most of the needs like from shopping, banking, etc. While using the 

internet we are supposed to share our personal and confidential data in some of the applications. Those 

data can be easily hacked by the hackers if there is no proper mechanism is used for transmission of 

data. In order to overcome this issue we are using cryptography. Cryptography is a technique that uses 

encryption and decryption to maintain the confidentiality of the data transferred between the sender and 

the receiver. Encryption is the process of converting data from original format to another format. 

Decryption is the process of retrieving original format of data from some other format. The encryption 

process is applied on the sender side and decryption process is carried out on the receiver side. Since 

the data is transmitted in some other format by the sender it is very difficult for the hacker to get the 

original data. Hill cipher and Affine cipher are the two different techniques used in cryptography. In 

this work a new cryptosystem is developed by using both of the above mentioned techniques. To 

overcome the inverse matrix problem in Hill Cipher, this system uses a self-invertible key. 

 

2. Hill Cipher 

Hill cipher is one of the cryptographic technique based on matrix multiplication. The mathematical 

model for image encryption in Hill cipher technique is given as 

𝐸 = 𝑂 ∗ 𝐾 

Where, 

𝐸 is Encrypted image block of size 𝑛 × 𝑛 

𝑂 is Original imageblockofsize 𝑛 × 𝑛 

𝐾 is Keyof size 𝑛 × 𝑛 

The decryption process is given as 

𝐷 = 𝐸 ∗ 𝐾−1 
Where, 

𝐸 is Encrypted imageblock of size 𝑛 × 𝑛 

𝐷 is Decrypted imageblock of size 𝑛 × 𝑛 

𝐾−1  is Inverse of keyof size 𝑛 × 𝑛 
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Self-Invertible Matrix 

A self-invertible matrix is a matrix whose inverse is its original value and is given by 

𝐴 = 𝐴−1 

Where 𝐴 is Matrix of size 𝑛 × 𝑛 

3. Proposed Scheme 

Our proposed scheme consists of four modules such as self-invertible key, encryption using generated 

key, decryption using self-invertible key, and performance analysis. 

 

3.1 Key Generation 

In this system we generate key on both sender and receiver side. The generators 𝑔1, 𝑔2,𝑔3, 𝑔4are 

shared between sender and receiver. Sender selects a private key 𝑎 and the receiver selects another 

private key𝑏. Then the key can be generated as following as per our algorithm. 

 

3.1.1 Key Generation at Sender 

The algorithm for key generation on sender side is as follows 

1. Selects a private key 𝑎 

2. Generated public keys 𝑊𝑠 , 𝑋𝑠 ,𝑌𝑠  and  𝑍𝑠 as given below and shares with the receiver 

𝑊𝑠 = 𝑔1
𝑎  

𝑋𝑠 = 𝑔2
𝑎  

𝑌𝑠 = 𝑔3
𝑎  

𝑍𝑠 = 𝑔4
𝑎  

3. Compute the values of 𝑊, 𝑋, 𝑌 and 𝑍 as follows 

𝑊 = 𝑊𝑟
𝑎 = (𝑔1

𝑏)𝑎 = 𝑔1
𝑎𝑏  

𝑋 = 𝑋𝑟
𝑎 = (𝑔2

𝑏)𝑎 = 𝑔2
𝑎𝑏  

𝑌 = 𝑌𝑟
𝑎 = (𝑔3

𝑏)𝑎 = 𝑔3
𝑎𝑏  

𝑍 = 𝑍𝑟
𝑎 = (𝑔4

𝑏)𝑎 = 𝑔4
𝑎𝑏  

4. Generates the key matrix 𝐾11  of size 2 × 2 as given below 

𝐾11 =  
𝑊 𝑋
𝑌 𝑍

  

5. Generates self-invertible matrix 𝐾𝑆 of size 4× 4 as given below 

𝐾𝑆 =  
𝐾11 𝐾12

𝐾21 𝐾22
  

Where,   

𝐾12 = 𝐼 − 𝐾11  

𝐾21 = 𝐼 + 𝐾11  

𝐾22 = −𝐾11  

Where 𝐾𝑆 is the key generated by sender. 

 

3.1.2 Key Generation at Receiver 

The algorithm for key generation on receiver side is as follows 

1. Selects a private key 𝑏 

2. Compute the values of  𝑊𝑟 , 𝑋𝑟 ,𝑌𝑟  and  𝑍𝑟   as given below 

𝑊𝑟 = 𝑔1
𝑏  
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𝑋𝑟 = 𝑔2
𝑏  

𝑌𝑟 = 𝑔3
𝑏  

𝑍𝑟 = 𝑔4
𝑏  

3. Compute the values of 𝑊, 𝑋, 𝑌 and 𝑍 as follows 

𝑊 = 𝑊𝑠
𝑏 = (𝑔1

𝑎)𝑏 = 𝑔1
𝑎𝑏  

𝑋 = 𝑋𝑠
𝑏 = (𝑔2

𝑎)𝑏 = 𝑔2
𝑎𝑏  

𝑌 = 𝑌𝑠
𝑏 = (𝑔3

𝑎)𝑏 = 𝑔3
𝑎𝑏  

𝑍 = 𝑍𝑠
𝑏 = (𝑔4

𝑎)𝑏 = 𝑔4
𝑎𝑏  

4. Generates the key matrix 𝐾11  of size 2 × 2 as given below 

𝐾11 =  
𝑊 𝑋
𝑌 𝑍

  

5. Generates self-invertible matrix 𝐾𝑅 of size 4× 4 as given below 

𝐾𝑅 =  
𝐾11 𝐾12

𝐾21 𝐾22
  

Where,   

𝐾12 = 𝐼 − 𝐾11  

𝐾21 = 𝐼 + 𝐾11  

𝐾22 = −𝐾11  

Where 𝐾𝑅 is the key generated by receiver. 

 

Since the values of 𝑊, 𝑋, 𝑌 and 𝑍 are same on sender and receiver side the key values 𝐾𝑆 and 𝐾𝑅 are 

equal i.e., 

𝐾𝑆 = 𝐾𝑅 = 𝐾 

Where 𝐾 is the symmetric key used for both encryption and decryption processes. 

 

3.2 Encryption Process 

The encryption process is carried out using the key 𝐾 on the sender side. First, the original image is 

divided into blocks of equal size of 4× 4. Each block is encrypted using the following encryption 

model and finally all blocks are combined to produce the cipher image. 

𝐶 = 𝐾𝑀 + 𝑁𝐼 
Where, 

𝐶 is Cipher image block of size 4× 4 

𝐾 is Self-invertible key matrix of size 4× 4 

𝑀 is Original image block of size 4× 4 

𝑁 is Scalar multiplicative value 

𝐼 is Identity matrix of size 4× 4 

 

3.3 Decryption Process 

The decryption process is carried out using the key 𝐾 on the receiver side. First, the ciphered image is 

divided into blocks of equal size of 4× 4. Each block of cipher image is decrypted using the following 

decryption model and all blocks are combined to produce the decrypted image. 

𝐷 = 𝐾−1 𝐶 − 𝑁𝐼  
Since 𝐾 is a self-invertible matrix, the value of 𝐾 = 𝐾−1. So, the above equation can be written as  

𝐷 = 𝐾 𝐶 − 𝑁𝐼  
Where, 

𝐶 is Ciphered image block of size 4× 4 

𝐾 is Self-invertible key matrix of size 4× 4 

𝐷 is Decrypted image block of size 4× 4 

𝑁 is Scalar multiplicative value 
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𝐼 is Identity matrix of size 4× 4 

 

4. Performance Analysis 

This system is implemented in MATLAB 2015b and the results were analyzed and compared with 

various schemes to demonstrate the efficiency of our scheme. Our results show that the proposed 

scheme is more efficient than other schemes. 

   
Fig.1(a). Lena Image before 

Encryption 

Fig.1(b). Lena Image after 

Encryption 

Fig.1(c). Lena Image 

afterDecryption 

   
Fig.1(d). Cameraman Image 

before Encryption 

Fig.1(e). Cameraman Image after 

Encryption 

Fig.1(f). Cameraman Image 

after Decryption 

 

4.1 Histogram Analysis 

In image encryption environment, the histogram of an image generally states to a histogram of the pixel 

intensity values. This histogram is a graph display the quantity of pixels in an image at each dissimilar 

intensity value found in that image. For an 8-bit gray scale image there are 256 different possible 

intensities, and so the histogram will graphically display 256 numbers showing the distribution of 

pixels amongst those gray scale values. Thus, by relating the histograms of original and encrypted 

images, we can say that the encrypted images are uncertainty identical. 

   
Fig.2(a). Histogram of Lena 

image before Encryption 

Fig.2(b). Histogram of Lena 

image after Encryption 

Fig.2(c). Histogram of Lena 

image afterDecryption 
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Fig.2(d). Histogram of 

Cameraman image before 

Encryption 

Fig.2(e). Histogram of 

Cameraman image after 

Encryption 

Fig.2(f). Histogram of 

Cameraman image after 

Decryption 

 

4.2 Entropy Analysis 

Information entropy is the quantity used for uncertainty of an image.  It can serve a measure of 

disorder. In place of the level of disorder increases, the entropy growths and system become less 

predictable. The entropy is given as, 

𝐻 𝑋 =  Pr⁡(𝑥𝑖)𝑙𝑜𝑔2 Pr⁡(

𝑛

𝑖=1

𝑥𝑖) 

Pr 𝑋 = 𝑥𝑖 = 1
𝐺  

Where, 𝑋 represent the test image, 𝑥𝑖  symbolize the 𝑖𝑡𝑕  possible value in 𝑋. 

 

Entropy of encrypted images using our algorithm and other references are shown in Table 1. 

Image 

Name 

Our 

approach 
Ref.1 Ref.2 Ref.4 Ref.5 

Expected 

Value 

Lena 7.9963 7.9970 7.9973 7.9891 7.7626 8 

Table.1: Entropy values for Lena image 

Theoretical entropy value for a gray scale image is 8 and it is expected to be near to 8. Table.1 shows 

the entropy value calculated for our algorithm and the comparision with other schemes. 

 

4.3 NPCR and UACI 

The number of pixel change ratio and unified average changing intensity (UACI) are the most 

important parameters used to evaluate the strength of image cryptosystems. A high NPCR/UACI 

valuemeans, the cryptosystem has high resistance to differential attacks.  

Theoretically, NPCR and UACI values are calculated using the following formulas. 

𝑁𝑃𝐶𝑅 =    𝐷(𝑖, 𝑗) ×
100%

𝑀 × 𝑁

𝑁

𝑗 =1

𝑀

𝑖=1

 
0       𝑖𝑓 𝐶1 𝑖, 𝑗 = 𝐶2 𝑖, 𝑗 

1       𝑖𝑓 𝐶1 𝑖, 𝑗 ≠ 𝐶2 𝑖, 𝑗 
  

 

𝑈𝐴𝐶𝐼 =    
| 𝐶1 𝑖, 𝑗 − 𝐶2 𝑖, 𝑗 |

255

𝑁

𝑗 =1

𝑀

𝑖=1

×
100%

𝑀 × 𝑁
 

Where 𝐶1(𝑖, 𝑗) is the original image pixel value at the position i,j 

𝐶2 𝑖, 𝑗  is the cipher image pixel value at the position i,j 

𝑀 × 𝑁 is the image dimension 

In the proposed scheme, we approach a new scheme by establishing a mathematical model for image 

encryptionand calculated NPCR and UACI values for this model with Lena image. Further, these 

values are used to analyze the strength of the cryptosystem. Experimental results for NPCR and UACI 

tests from Table.2 and Table.3 show that the proposed cryptosystem is efficient and more secure with 
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some other existing systems. 

 

Image name Our approach Ref.4 Ref.6 
Expected 

Value 

Lena 99.06 99.59 88.99 High 

Table.2: NPCR of proposed scheme and references 

 

Image 

name 

Our 

approach 
Ref.1 Ref.4 Ref.6 

Expected 

Value 

Lena 29.71 30.38 33.42 30.21 High 

Table.3: UACI of proposed scheme and references 

4.4 Mean Square Error 

Mean Square Error (MSE) is a parameter used to measure difference between original and encrypted 

image in which pixels are expressed between 0 and 255. To check the quality of encryption the original 

image and cipher image is usually compared. MSE for original and cipher image can be calculated as  

  [𝐶 𝑖, 𝑗 − 𝐶 ′(𝑖, 𝑗)]

𝑁

𝑗 =1

𝑀

𝑖=1

 

Where, 

𝐶 𝑖, 𝑗  = pixel value of original image at the position i, j 

𝐶 ′(𝑖, 𝑗)= pixel value of cipher image at the position i, j 

𝑀, 𝑁 = size of the original or encrypted image 

  

Image name 
Our 

approach 
Ref.1 Ref.2 Ref.3 

Expected 

Value 

Cameraman 10465 9765 9765 9338.4 High 

Table.4: MSE of proposed scheme and references 

High value of MSE shows that the encrypted image has more variations of pixel values than original 

image. Table.4 shows the Mean Square Error value calculated for our algorithm and the comparision 

with other schemes. 

 

4.5 PSNR 

The PSNR is stands for Peak Signal to Noise Ratio. This ratio is frequently used as a quality and 

quantity among the original and an encrypted image. PSNR characterizes a quantity of the peak error. It 

is mathematically calculated as, 

𝑃𝑆𝑁𝑅 = 10 × 𝑙𝑜𝑔10  
𝑅2

𝑀𝑆𝐸
  

Where,𝑅 is the maximum possible pixel value of image 

𝑀𝑆𝐸 is the Mean Square Error value. 

Image name 
Our 

approach 
Ref1 Ref2 Ref3 

Expected 

Value 

Lena 8.6973 8.5952 NA NA 
Low 

Cameraman 7.9333 6.9999 8.2341 8.4281 

Table.5: PSNR of proposed scheme and reference 

The higher value of MSE and lower value of PSNR means, the encryption algorithm is better for 

encryption and the randomness of encryption image pixel values are high. From Table.5 it is observed 

that the proposed system has less PSNR values and ecryption is better than other schemes. 

 

4.6 Structural Similarity Index 

The Structural Similarity (SSIM) index is a method for measuring the comparison between two images. 
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The SSIM index can be observed as a quality measure of one of the images being compared with other 

image which is observed to ensure the similarity of original and decrypted image. 

𝑆𝑆𝐼𝑀  𝑥, 𝑦 =
 2𝜇𝑥𝜇𝑦 + 𝑐1  (2𝜇𝑥𝑦 + 𝑐2)

(𝜇𝑥
2+𝜇𝑦

2 + 𝑐1)(𝜎𝑥
2+𝜎𝑦

2 + 𝑐2)
 

Where, 𝜇𝑥  and 𝜇𝑦are mean of 𝑥 and 𝑦 

𝜎𝑥  and 𝜎𝑦  are covariance of 𝑥 and 𝑦 

𝑐1 and 𝑐2 are constants 

Image name Our approach Ref2 Ref3 Expected Value 

Cameraman 1 0.9966 0.9899 1 

Table.6: SSIM of proposed scheme and references 

SSIM value is calculated by comparing the original image and decrypted image and it is expected to be 

1. Our result from Table.6 shows that the image is decrypted using our proposed encryption algorithm 

without error. 

 

5. Conclusion 

In this proposed scheme, the encryption algorithm is implemented with modified hill cipher approach 

and two reference images Lena and Cameraman were tested using MATLAB2015b. Various 

performance parameters were calculated and analyzed with various schemes. Our entropy value 7.9963 

for the cipher image shows that our proposed image encryption algorithm is efficient. The calculated 

SSIM value of 1 show that the original image and decrypted image are similar and there is no error 

while encryption and decryption process. Other performance parameters such as MSE, PSNR, NPCR, 

and UACI calculated for our proposed algorithm show that, our new proposed scheme is efficient and 

more secure for image encryption process. 
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