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ABSTRACT: - In the wireless sensor 

network, data security needs a cryptographic 

technique to prevent the malicious node 

influence. The symmetric cryptography has 

proposed in the security of sensor node due to 

the physical limitation of sensors such as small 

memory, limited power, low speed and 

bandwidth. The drawback of the symmetric 

cryptography is vulnerable to launch various 

attacks like clone attack.  This paper proposes 

a novel Matrix Transposition with a Simple 

arithmetic protocol (MTSBEA) to prevent the 

above attacks and protect the information 

using pairwise key pre-distribution. 

Furthermore, the MTSBEA protocol compares 

with the Elliptic Curve Cryptographic 

technique based on the throughput, turnaround 

time, packet delivery ratio, packet loss ratio 

and end-to-end delay. The comparison shows 

that the proposed MTSBEA algorithm proves 

more efficient and reliable. 
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1. INTRODUCTION 

      Wireless sensor network (WSN) monitors 

the real-time system such habitat, space, 

battlefield, home security [1]. WSN, a 

distributed and self-organized network, consist 

of more number of sensor nodes that deployed 

in various geographical locations, and a base 

station. WSN Don't need fixed infrastructure 

with limited access to a base station, power 

and bandwidth. WSN perform in low-speed 

processors. WSN communicate the nodes and 

base station via a unique ID. WSN always 

influence to various attacks such as denial of 

service, node clone, node capture attack etc. 

The attack occurs due to inherent features of 

wireless sensor network such as scalability, 

cross-layer design, In-network processing and 

mobility [2][3].  

WSN security protocol prefers symmetric 

cryptographic technique due to the physical 

limitation of a sensor. Symmetric 

cryptography, lightweight authentication 

technique, uses key distribution scheme that 

needs a common key for encryption and 

decryption of sensor data. The Base station 

generates and sends a public key to a sensor 
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node. The Sensor node uses that common key 

for exchanging the data and communication 

[4][5]. However, symmetric algorithm lacks of 

security due to the less complex operation and 

vulnerable to attack.  
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Fig 1. Network diagram 

 

In WSN, Key management scheme establishes 

a secure communication among sensor nodes. 

TESLA, a key management protocol, uses 

delayed key disclosure mechanism that writes 

a 24-bit digital signature in every outgoing 

message. TELSA protocol sends information 

related to the key in the next immediate 

message. Furthermore, Network keying 

method shares a single key among sensor node 

for secure communication. However, the 

adversary compromises the entire network by 

compromising a single node [6][7].  

        LEAP protocol uses four keys such as an 

individual key, a pair-wise session key, cluster 

key and group key. An individual key shares 

key with data store. The pairwise session key 

shares key with neighbor node. The cluster key 

shares the key with all neighbors and group 

key shares the key with all sensor nodes in the 

network [8]. In addition, PIKE protocol 

establishes a key between sensor nodes only 

when common trusted third party nodes exist. 

In Random key pre-distribution scheme every 

sensor node receives a key of ring which 

contains' k ‘keys from the key pool stored in 

the base station. The sensor node establishes 

the link with neighbor node, when a key 

common is available. Furthermore, after the 

key management, routing plays a vital role in 

security. 

        In WSN, each node acts as a router for 

routing the data packets towards the sink node. 

Node sends a message to a base station after 

sending a flooding message to the neighbor 

node. The node blocks the intruder data of 

neighboring node and allows only trusted node 

message. In addition, WSN needs a secured 

routing protocol for the data transmission 

between sink node and sensor. LEACH routing 

protocol divides the sensor node into cluster. 

Node in the cluster sends a message to the 

cluster head. The cluster head sends data to a 

base station in a secured manner through 

routing protocol. However, the LEACH 

routing protocol performs when the nodes in 

same frequency range. Furthermore, TEEN 

protocol defines a threshold value and 

calculates differences between secure links 

established by its neighbors. It transmits the 

data to a neighbor whose established secured 

link is greater than the threshold. Furthermore, 

the re-authentication protocol performs the 

communication for the nodes whose location 

changes frequently. 

 

             This paper proposes a MTSBEA 

protocol that uses pairwise key distribution 

scheme containing both a private key and 

public key for encrypting and decrypting 

messages.  The base station generates a 

random public key and sends a key for every 

sensor before the deployment of a sensor node. 

In addition, every sensor has its own private 

key. Since the sensor node has the poor 

memory, it does not store keys of all sensors 

but stores only the information necessary for 

generating a key. This protocol prefers a 

matrix transposition technique and simple 

arithmetic for enhancing the performance. 
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2. RELATED WORK 

  WSN needs various security mechanisms 

such as a cryptographic technique for securing 

data in transit. A public key cryptographic 

algorithm such as RSA provides a high-level 

security in WSN. However, RSA that contains 

the complex operation, needs more memory 

and high-speed processor and not applicable to 

the WSN due to the physical limitation of the 

sensor node. It also consumes more energy. To 

overcome this problem, WSN prefers 

symmetric cryptographic techniques for the 

secure data transfer and communication. The 

symmetric cryptographic technique uses q-

composite random key pre-distribution basis 

on Eschenaur-Gilgor scheme. Furthermore, the 

random key pre-distribution scheme uses a 

number of individual secret codes and set of 

code distributed to each node before 

deployment.  After deployment of the node, 

each node communicates with another node 

only when the number of key in common. 

However, the random key pre-distribution 

scheme prone to various attacks such as clone 

attack, replay attack, message forgery attack 

[9][10].  

 

      The QC-composite prevents the attack and 

allows the nodes to communicate only when 

the two key is similar.  The QC-method that 

generates the key via a hash function, need 

more memory for storing ring of keys. In 

addition, the implementation of QC-composite 

in WSN leads to generate a global master key 

and private key. The global master key creates 

a major problem in the sensor node due to 

storage of key even after the message 

transmitted. The global master key breaks the 

security easily due to duplication of the key. In 

piggy bank based method, both sender and 

receiver need a separate key for protecting the 

message. Furthermore, sender locks the 

message using the sender's key and transmits 

the message to the receiver, after transmission. 

The receiver encrypts the message using 

receiver's own key and sends back the message 

to the sender in order to confirm the security.  

    In Random key pre-distribution, algorithm 

establishes handshaking of the key between 

two nodes. Furthermore, connection 

establishes for the nodes with more probability 

of neighboring node connectivity. In addition, 

the node transmits the message to a neighbor 

node only when the average secured link 

greater than the threshold value. After the 

secured link establishment, the sensor 

transmits the key with attributes. However, the 

random key distribution applies to the clusters 

in the network connected with the equal 

distribution of nodes [10][11]. 

     Blom's scheme uses matrix multiplication 

for exchanging the keys. In this method, every 

sensor node consists of attributes and secret 

information to generate a pair-wise key. 

BLOM's scheme generates a square matrix 

with order n where n is the number of nodes in 

WSN.  A square matrix of each row provides 

secret information of a particular sensor. 

Furthermore,   sensor node in WSN performs 

secure routing of packets. LEACH protocol 

provides secure routing and battery energy 

consumption through partitioning the sensor 

nodes into the cluster. In LEACH protocol, the 

sensor transmits the data to a cluster head. 

Cluster head executes the secure routing [12]. 

Furthermore, in LEACH protocol, the cluster 

head selection performed based on the energy 

and changes of the head in the rotation. 

         LEAP protocol provides high security. It 

transmits the message as packets and applies 

different security mechanism for each packet.  

LEAP   performs the key establishment 

through four keys such as an individual key for 

direct communication with the base station,  

group key shared with all sensors and base 

station, cluster key shared with neighbors, 

pair-wise key shared with adjacent neighbor 

The node deletes the key once the message 

transmitted. 

      PIKE protocol overcomes the problem of 

the random key pre-distribution scheme. PIKE 
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applied to a network regardless of the 

uniformity in node density and topology of the 

network. It establishes a key with a neighbor 

through a trusted intermediate node [13]. 

Furthermore, TEEN protocol performs the 

routing using the threshold value [14]. TEEN 

allows the node to transmit only when the 

sensed attribute is greater than the threshold. 

However, nodes never communicate with 

neighbor and base station when threshold not 

reached.  

 

3. THE PROPOSED MTSBEA 

      In this paper, we present MTSBEA 

protocol that uses a matrix based transposition 

technique and simple arithmetic for the 

encryption and decryption of secret 

information. This protocol uses clustering 

technique that forms a cluster by dividing the 

sensors into groups and selects a cluster head 

(CH) based on the energy. The CH collects, 

aggregates the data from the sensors and 

transmits this sensor data to a base station 

(BS).  This clustering technique reduces the 

end-to-delay of packet transmission, improves 

the utilization of bandwidth, frequency, and 

energy. Further, this protocol improves the 

performance by increasing the scalability of 

network and the lifetime of a sensor node. 

Furthermore, the MTSBEA proposes multi-

hop forwarding in which the sensor sends the 

data to a BS through one or more CH. 

 

       This protocol prefers a pairwise key for 

encrypting the messages and as a signature. 

Furthermore, this protocol provides two-way 

handshake during the packet transmission. 

During the deployment of sensor nodes, the 

base station sends the public key for sensor 

node. During the data packet transmission, 

sensor node encrypts the HELLO message 

using a public key and then sends this message 

to a neighbor node to verify that a neighbor is 

a legitimate node. After verification, the sensor 

node encrypts the data packets using the 

private key and send it to the base station 

through the legitimate cluster head node.  

    The MTSBEA protocol functions as 

follows. Let M be the n*n identity matrix. This 

protocol fills the matrix with a secret message 

in row-wise and generates two random keys 

such as K1, K2 with length n using key 

generation algorithm. If the length of the key is 

n, MTSBEA protocol uses the matrix of order 

n. 

    Let Key1 be K1= k1k2k3..kn and Key2 be 

K2=x1x2..xn. Let identity matrix be as 

follows.  

                             a11  a12   ..  a1n 

                             a21  a22   ..  a2n    

         M   =            .     .       …..   . 

                               .     .       …..   . 

                             an1   an2  ..  ann             

                                  

        Consider that MTSBEA protocol protects 

message m with both private and public key. 

To protect the message, MTSBEA protocol 

fills the identity matrix M with the message m 

in row-wise order. Then MTSBEA protocol 

transposes the matrix using K1 in such way 

that if K1i=c, where i=1..n, then data in 

column c is shifted to ith row. Similarly, 

MTSBEA protocol reorders the matrix using 

key2 in such a way that if K2i=c, then shift the 

data in column c to the column i. After that, 

this protocol sums the digits of K1 and adds 

this sum with each character of the message 

for encrypting the message.  

          To protect the message, every sensor has 

a set of secret seeds. The MTSBEA protocol 

prefers matrix, a common mathematical tool, 

for encrypting and decrypting the secret 

messages. It uses N*N matrix where N is the 

length of the key. 

Consider this protocol has to encrypt the 

message m=" computer system". K1=3412 and 

k2=2143. The MTSBEA protocol uses 4*4 

identity matrix. This protocol fills the 4*4 

identity matrix with the message m. 
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                          s      t     s     y    

           M =         0     1    e    m         

                          m     p    c     o  

                          e       r     u    t                        

 

According to K1, permute the matrix. Since 

digits of K1is 3,4,1,2, transpose the characters 

in a 3rd column as the first row, 4th column as 

the 2nd row and so on.  

 

                            t      s      y     s    

                            1     0     m     e         

             M   =       p     m     o     c  

                            r      e      t     u       

 

Finally, calculate the sum of digits of k1 and 

add this sum with each character stored in the 

matrix to get the encrypted message. The 

encrypted message is "~}-~;<wozwym|o~-". 

Similarly, the decryption of encrypted message 

is as follows. 

     MTSBEA protocol subtracts the sum from 

each character of the encrypted message. After 

that message is "tsys10mepmocretu". Fill the 

matrix with the message. 

 

                            t      s      y     s    

                            1     0     m     e         

             M   =       p     m     o     c  

                            r      e      t     u       

 

 According to K2, permute the above matrix. 

Since digits of K2 is 2,1,4,3, Transpose the 

characters in the 1st column as the 2nd, 2nd 

column as the 1st column, 4th column as the 

3rd column and so on.  

  

                       s      t    s     y    

           M =     0     1    e     m         

                         m     p    c     o  

                       e      r    u     t              

           

According to K1, Permute the matrix. The 

digits of k1 are 3412. As digit 1 is in 3rd place, 

transpose the first row as the 3rd column, 2nd 

row as the 4th column and so on.    

                            

                       m     e    s     0    

           M =      p      r    t     1         

                          c      u    s    e   

                       o      t     y   m                        

 

 

Repeat the above step one more time. Now the 

matrix is as follows. 

 

                              c        o          m     p 

                              u        t          e       r 

                              s        y          s       t      

                              e        m         0      1 

                                                                       

Now first 8 characters are id1=”computer” and 

next 6 characters are id2=”system.       

  ALGORITHM 

1. Generates N*N identity matrix using 

the secret information. 

 

               a11  a12     a13    a14   …..   a1n 

 

              a21   a22     a23    a24  …..   a2n 

                           .                                .              

                           .                                .             

              an1  an2       an3    an4…….. ann   

 

 

2. Fill the identity matrix with the 

message in row wise. 

3. Generate a random key key1. 

4. According to key1, transpose a matrix 

using the following steps. 

5. Loc = keyloc(i) where i=1..n 

6. Transpose a matrix M in such a way 

that if K1i=c, where i=1..n, then data in 

column c is shifted to i
th

 row.  

7. Repeat the step 5 to step6 a constant m 

number of time. 

8. Generate key2. 

9. According to key2, permute the matrix. 

If x =key(i) where i=1..n. Shift x
th

 

column to i
th

 column. 
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10. Calculate sum=∑key(i) where i=1..n 

11. Add sum with each element of a 

matrix. Now the matrix contains the 

protected information. 

 

4. RESULTS AND ANALYSIS 

      This section provides a comparative 

analysis of MTSBEA protocol with the Elliptic 

Curve Cryptography based on throughput, 

end-to-end delay, and packet delivery ratio. 

The proposed MTSBEA protocol implemented 

using NS2 2.3. 

     The End to end delay is the time needed to 

send the data packet from source node to 

destination node successfully.  Fig 2 proves 

that end-to-end delay generated by the 

MTSBEA protocol is minimum compared with 

the ECC. 

 

 

 

 

 
        Fig 2.  End-to-End Delay 

 

 Throughput, measured in kilobytes, is the 

number of bit transmitted from the source node 

to destination node per second. Fig 3 shows 

that in MTSBEA protocol, throughput is better 

than the ECC. From Fig 3 and fig 4, the graphs 

prove that MTSBEA protocol is efficient and 

provides better performance than ECC. 

 
 
             Fig 3 Throughput  

 

 
               Fig 4 Empirical CDF of throughput 

     

 The ratio of data packets delivered to the 

destination node to the number of packets 

generated by the source node is called packet 

delivery ratio. Fig 4 shows that the packet 

delivery ratio of MTSBEA provided better 

packet delivery ratio than the ECC   

 
                    
               Fig 4 packet delivery ratio      
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5. Conclusion 

     This paper presents a MTSBEA protocol to 

secure the transmission data packets. This 

protocol based on the Matrix Transposition 

with a Simple arithmetic operation for 

Encrypting and decrypting the data packet. 

This protocol provides authenticity, data 

integrity, and confidentiality using both private 

key and public key. Furthermore, this protocol 

improves throughput and end-to-end delay of 

data packet transmission compared with 

Elliptic Curve cryptographic algorithm. 

MTSBEA protocol provides better 

performance and efficiency by improving the 

lifetime of the sensor using an energy efficient 

routing protocol. In Future, enhancement of 

scalability is possible because this protocol 

uses the cluster based networking. 

Furthermore, we enhance the reliability by 

backing the CH.   
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