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ABSTRACT 

Propose a toolkit for efficient and privacy-preserving outsourced calculation under multiple encrypted keys (EPOM) 

.Using EPOM,a large scale of users can firmly source their data to a cloud server for storage. Moreover, encrypted 

data belonging to multiple users can be processed while not compromising on the security of the individual user‟s 

(original) data and the final computed results. To reduce the associated key management cost and private key 

exposure risk in EPOM, we present a Distributed Two-Trapdoor public key Cryptosystem, the core cryptographic 

primitive. We tend to conjointly gift the toolkits to ensure that the unremarkably used whole number operations are 

securely handled across completely different encrypted domains. We then prove that the planned achieves the goal 

of secure whole number process while not leading to privacy discharge of information or data to unauthorized 

parties. 

Keywords: EPOM, Encrypted data, Cryptosystem, Two-Trapdoor public key. 

1.  INTRODUCTION 

Cloud Computing due to its capability to support real time massive storing and processing of data is 

increasingly used in domains such as Internet of Things (IOT). In this paper, we propose a toolkit for 

efficient and privacy-preserving outsourced calculation under multiple encrypted keys (EPOM). Using 

EPOM, large scale users can securely outsource the data to a cloud server for storage. Despite the benefits 

afforded by the use of cloud computing, data security and privacy remain areas of ongoing focus. For 

example, In US Government Cloud Computing Technology Roadmap published by The National Institute 

of Standards and Technology (NIST) , security and privacy are considered one of high-priority 

requirements, and a number of dedicated cloud computing research labs have been established in recent 

years. In attempt to conserve resources, reduce operational costs and maintain efficiency, cloud service 

providers often store data belonging to multiple users on the same server (i.e.Multitenancy). Therefore 

different users should be distributed with an individual keys (i.e. Multiple keys, a.k.a multiple key), to 

avoid multitenancy related attacks (e.g. User‟s private data is viewed by other unauthorized users). One 

application of the multi-key setting is e- health care here patients can transmit and store their health 

related information (e.g. patients heart rate, blood pressure and glucose levels) on the hospital‟s cloud 

server‟s. This will facilitate diagnosis of the patient‟s physical condition based on the information. It is 

however important to ensure the security and privacy of patient‟s health and other personally identifiable 

information such as health status. The privacy of decision making model used is also considered by the e-

health service providers a trade secret. One way to achieve the security and privacy of the data is to issue 

International Journal of Pure and Applied Mathematics
Volume 119 No. 15 2018, 3589-3599
ISSN: 1314-3395 (on-line version)
url: http://www.acadpubl.eu/hub/
Special Issue http://www.acadpubl.eu/hub/

3589



all users (e.g. patient‟s and service providers) different (unique) keys. In addition, a health service 

provider‟s uses patient‟s health and PII (encrypted under different keys) in their training decision model. 

 

1.1 BASIC FORM OF NETWORK SECURITY 

Network Security consists of policies and practices adopted to prevent monitor unauthorized access, 

misuse, modification or denial of a computer network and network accessible resources. Network security 

involves the authorization of access to data in a network which is controlled by the Network 

Administrator. Users choose or are assigned an ID and password or other authenticating information that 

allows them access to information and programs with authority. Network Security covers a variety of 

computer networks, both public and private, that are used in everyday jobs; conducting transactions and 

communications among businesses, government agencies and individuals. Networks can be private such 

as within a company, and others types of institutions. It secures the network, as well as protecting and 

overseeing operations being done. The most common and simple way of protecting a network resource is 

by assigning it a unique name and a corresponding password. 

 

1.2 NETWORK SECURITY CONCEPT 

Network Security starts with authenticating, commonly with a username and password. Since this 

requires just one detail authenticating the username- i.e. the password- this is sometimes termed one 

factor authentication. With two factor authentication, something the user „has‟ is also used (e.g. a security 

token or a „dongle‟, an ATM card, or a Mobile Phone); and with a three factor authentication, something 

the user „is‟ is also used (e.g. Finger Print or retinal scan). 

 1.3 SECURITY MANAGEMENT 

Security management for networks is different from all kinds of situations. A home or small office may 

only require basic security while large businesses may require high maintenance and advanced software 

and hardware to prevent malicious attacks from hacking and spamming. 

TYPES OF ATTACKS 

Networks are subject to attacks from malicious sources. Attacks can be of two categories: “Passive” when 

a network intruder intercepts data travelling through the network, and “Active” in which an intruder 

initiates commands to disrupt the network‟s normal operation or to conduct reconnaissance and lateral 

movement to find and gain access to assets available via the network. 

 

Types of Attacks Include 

• Passive 

• Wiretapping 

• Port Scanner 

• Idle Scan 

• Active  

• Denial-of-Service attack 

• DNS spoofing 

• Main in the middle 

• ARP poisoning 

• VLAN hopping 

• Smurf attack 

• Buffer Overflow 
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• Heap Overflow 

• Format String attack 

• SQL injection 

• Phishing 

• Cross- site Scripting 

• CSRF 

• Cyber-attack. 

 

2. RELATED WORKS 

Efficient Privacy-Preserving Outsourced calculation for rational numbers (POCR). User can securely 

outsource the storing and processing of data rational numbers to a cloud server. More specifically, we 

present a Paillier Cryptosystem with threshold decryption (PCTD), the core cryptographic primitive to 

reduce the private key exposure risk in POCR. We then prove that the proposed POCR. We also present 

the toolkits required in the privacy preserving calculation of integers and rational numbers to ensure that 

commonly used outsourced operations can be handled on-the-fly. 

Privacy-Preserving-Outsourced Association Rule Mining on Vertically Partitioned Databases. Designed 

for outsourced databases that allow multiple data owner‟s to efficiently share their data securely without 

compromising on data privacy. Association rule Mining and frequent item set mining are two popular and 

widely studied data and analysis techniques for a range of applications. It mainly focuses on privacy-

preserving mining on vertically partitioned databases. 

Security Issues in Health care Applications Using Wireless Medical Sensor Networks. The security and 

privacy issues in health care applications using WMSNs. Current WMSN health care research trends 

focus on patient reliable communication, patient mobility, and energy-efficient routing. Our aim is to 

instigate discussion on these critical issues since the success of healthcare application depends directly on 

patient security and privacy, for ethic as well as legal reasons. 

Securing Information in the health care industry: Network Security, Incident Management and Inside 

Threat. It provides essential information to help health care technology executive‟s secure patient 

information and system from threats. Many experts in the health care industry believe that the key success 

factor in reducing health care costs, while at the same time improving quality, is the availability of useful 

medical information. The new regulations have placed an increased responsibility on health care 

providers to protect information by imposing many new information security and privacy requirements, in 

addition to increasing compliance obligations and enforcement penalties. 

Network Security and Privacy risks in Health care Industry. Networks and systems must be configured so 

that these parties can access information with speed and accuracy, while minimizing the risk of this 

information being compromised. Networks and Systems must be configured so that these parties can 

access information with speed and accuracy, while minimizing the risk information being compromised. 

The desires for enhanced efficiency and improvements in patient care as well as HITECH incentives have 

led to a proliferation of new, potentially less secure methods of accessing and sharing this information.   
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3. RESEARCH METHODS 

3.1 Shamir‟s Secret Sharing  

Shamir‟s secret sharing is an algorithm in cryptography created by Adi Shamir. It is a form of secret 

sharing, where a secret is divided into two parts, giving each participant its own unique part, where some 

of the parts or all of them are needed in order to reconstruct the secret. Counting on all participants to 

combine the secret might be impractical, and therefore sometimes the threshold scheme is used where any 

K of the parts are sufficient to reconstruct the original secret. 

3.2 Shamir‟s Secret Sharing Scheme 

The essential idea of Adi Shamir‟s threshold scheme is that 2 points are sufficient to define a line, 3 

points are sufficient to define a parabola, 4 points to define a cubic curve and so forth. That it takes K 

points to define a polynomial of degree K-1. Suppose we want to use a (k,n) threshold scheme to share 

our secret S, without loss of generally assumed to be an element in a finite field F of size P where 0<k<_ 

n<P; S<P and P is a Prime Number. 

Choose at random k-1 positive integer‟sa1…ak1 with ai<P, and let a0=s. Built the polynomial f(x) 

=a0+a1x+a2x2+a3x3+…. +ak-1xk-1 . Let us construct n points out of it, for instance set i=1...nto retrieve 

(i, f (i)). Every participant is given a point (an integer input to the polynomial, and corresponding integer 

output). Given any subset of K of these pairs, we can find the coefficients of polynomial using 

interpolation. The Secret term is the constant term a0. 

 

4. PROPOSED WORK 

Proposed EPOM is to allow different data providers to outsource their data (e.g. data belonging to users 

from different data providers) to the cloud server for secure storage and processing. 

 

4.1 GIVEN INPUT AND EXPECTED OUTPUT 

 

Update Patient details: 

Input: Select the patient ID from the patient list and insert or update the patient medical report. 

Output: Patient details insertion or updating success. 

PATIENT 

Authentication: 

Input: Provide username and password to get permission for access. 

Output: Became authenticated person to request and process the request. 

Login 

Input: Provide username and password to get permission for access. 

Output: Became authenticated person to request and process the request 

Registration 

Input: Provide user details to register. 

Output: Registration successful. 

View Medical Report 

Input: User can view the medical report if the report is available in database. 

Output: If the report is available user can view. 

Public key generation 

Input: After enter the message user can generate the public key. 
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Output: If the report is available user can view 

Multiple key insertions 

Input: Give the n number of multiple keys manually each key separated by comma. 

Output: key insertion successful 

Message sending 

Input: Click the message sending button. 

Output: message sent successfully 

Verify private key 

Input: verify the private key that sends by the doctor along with the message. 

Output: Verification successful. 

Decrypt replay 

Input: Decrypt the replayed message using the private key. 

Output: Read the replay message. 

DOCTOR 

 

Authentication: 

Input: Provide username and password to get permission for access. 

Output: Became authenticated person to request and process the request. 

Login 

Input: Provide username and password to get permission for access. 

Output: Became authenticated person to request and process the request 

Registration 

Input: Provide user details to register. 

Output: Registration successful. 

Decrypt message  

Input: Decrypt the message using the public and private keys. 

Output: Message can read by the doctor 

Replay sending 

Input: Replay can send by the doctor along with the private key. 

Output: Replay sent successful. 

4.4 ALGORITHM FOR PROPOSED WORK 

STEP 1: Start the Program. 

STEP 2: User Login‟s into their account. 

STEP 3: After entering the message Encryption Key will be generated and message will be send                         

successfully to doctor‟s Id.  

STEP 4: Doctor Login‟s into their account and checks whether any queries has been received by the User. 

STEP 5: Doctor View‟s the User‟s query in Encrypted format. 

STEP 6: Doctor Decrypt the message by entering the private key and public key. 

STEP 7: Admin Login‟s. 

STEP 8: Admin searches the patient name and check the details of the patient. 

STEP 9: Admin enters the up-to-date health status of the patient. 

STEP 10: Stop the Program. 
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4.3 SYSTEM ARCHITECTURE 

The users or nodes involved in our projects are Sender, Intermediate and Receiver. In order to send file, 

the sender has to find out the list of nodes which are connected with the sender. From that available list he 

can choose receiver. Then the sender has to analyze the performance of each and every node which is 

connected with the sender. The performance analysis list will return the priority based result so that 

sender can choose the intermediate to send the file. The Intermediate will receive the file from sender then 

it will analyze the performance so that it can send data to another intermediate or receiver. In the receiver 

side, the receiver has to select the file path to receive the file from sender or intermediate. Then the 

receiver can view the file received file. 

 
Fig 1.1 User login: 

  

4.4 SCREEN SHOTS: 

 
 

 

Fig 1.1 User login: 
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Fig 1.2 User Details: 

 

 

 
Fig 1.3 Doctor Login 

 

 
Fig 1.4 Doctor Queries View User Queries 
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Fig 1.5 User Queries in Encrypted Form 

 

 

 
  

Fig 1.6 Doctor Reply User Queries 

 
 

Fig 1.7 Admin Login 
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Fig 1.9 Admin Enter Patient Details 

 

5. RESULTSAND DISCUSSION 

In this paper, a new efficient and privacy preserving outsourced calculation framework with multiple 

keys. Then confirmed that the outsourced data encrypted with multiple keys. Individually one key 

assigned to receiver to access that they need to verify the public key. If they are not authorized they 

cannot access the private key. To achieve that they are using Distributed Two Trapdoors Public-Key 

Cryptosystem (DT-PKC) evaluations demonstrated that the frameworks and the underlying building 

blocks are sufficiently efficient for a real-world deployment. 

 

6. FUTURE WORK 

In terms of computation and storage in future if an efficient multi-key fully homomorphic cryptosystem 

exists we can remove the CSP from the system which will also result in a more elegant system both single 

key and multiple key are fully homomorphic cryptosystem in the existing scheme are rather inefficient. 
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