
A STUDY ON QUANTUM CRYPTOGRAPHY 

 

 

Abstract: 

Modern cryptography algorithms are based over the fundamental process of factoring large 

integers into their primes, which is said to be intractable. But modern cryptography is 

vulnerable to both technological progress of computing power and evolution in mathematics to 

quickly reverse one-way functions such as that of factoring large integers. So the solution is to 

introduce quantum physics into cryptography, which lead to evaluation of quantum 

cryptography. Quantum cryptography is one of the emerging topics in the field of computer 

industry. The scope of this paper covers the survey on weaknesses of modern digital 

cryptosystems, the fundamental concepts of quantum cryptography. This paper focus on the 

study of quantum cryptography and how this technology contributes value to a defense-in-depth 

strategy pertaining to completely secure key distribution. 
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I.INTRODUCTION 

Cryptography is the practice and study of techniques for secure communication in the presence of 

third parties called adversaries [1]. In physics, a quantum  is the minimum amount of any physical 

entity involved in an interaction. The fundamental notion that a physical property may be 

"quantized" is referred to as "the hypothesis of quantization". Quantum cryptography is the science 

of exploiting quantum mechanical properties to perform cryptographic tasks[2].Current methods 

for communicating secret keys are all based on unproven mathematical assumptions.Also in many 

IoT applications[15] it is adopted. These same methods also are at risk of becoming cracked in the 

future, compromising today's encrypted transmissions retroactively[3]. This matters very much if 

you care about long-term security. Quantum cryptography is the only known method for 

transmitting a secret key over distance that is secure in principle and based on the laws of physics. 

II.ANTIQUITY 

Before the modern era, cryptography was concerned solely with message confidentiality (i.e., 

encryption)conversion of messages from a comprehensible form into an incomprehensible one and 

back again at the other end, rendering it unreadable by interceptors or eavesdroppers without secret 

knowledge (namely the key needed for decryption of that message)[4]. Encryption attempted to 

ensure secrecy in communications, such as those of spies, military leaders, and diplomats. In 
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recent decades, the field has expanded beyond confidentiality concerns to include techniques for 

message integrity checking, sender/receiver identity authentication, digitalsignatures, interactive 

proofs and secure computation, among others. Quantum cryptography uses 

Heisenberg's uncertainty principle formulated in 1927, and the No-cloning theorem first articulated 

by Wootters and Zurek and Dieks in 1982[5]. Werner Heisenberg invented one of the fundamental 

principles of quantum mechanics: "At the instant at which the position of the electron is known, its 

momentum therefore can be known only up to magnitudes which correspond to that discontinuous 

change; thus, the more precisely the position is determined, the less precisely the momentum is 

known, and conversely”.Quantum cryptography was proposed first by Stephen Wiesner [6], then at 

Columbia University in New York, who, in the early 1970s, introduced the concept of quantum 

conjugate coding. His seminal paper titled "Conjugate Coding" was rejected by IEEE Information 

Theory Society, but was eventually published in 1983 in SIGACT News. In this paper he showed 

how to store or transmit two messages by encoding them in two "conjugate observables". In 1984, 

building upon this work, Charles H. Bennett, of the IBM's Thomas J. Watson Research Center [7], 

and Gilles Brassard, of the Universitéde Montréal, proposed a method for secure 

communication based on Wiesner's "conjugate observables", which is now called BB84In 

1991 ArturEkert developed a different approach to quantum key distribution based on peculiar 

quantum correlations known as quantum entanglement. 

 

III.LIMITATIONS OF ORDINARY CRYPTOGRAPHY 

Since public key cryptography involves complex calculations thatare relatively slow, they are 

employed to exchange keys ratherthan for the encryption of voluminous amounts of data. 

Forexample, widely deployed solutions, such as the RSA and the Diffie-Hellman key negotiation 

schemes, are typically used todistribute symmetric keys among remote parties. However,because 

asymmetric encryption is significantly slower thansymmetric encryption, a hybrid approach is 

preferred by manyinstitutions to take advantage of the speed of a shared key systemand the 

security of a public key system for the initial exchange ofthe symmetric key. Thus, this approach 

exploits the speed andperformance of a symmetric key system while leveraging thescalability of a 

public key infrastructure. However, public keycryptosystems such as RSA and Diffie-Hellman[8] 

are not based onconcrete mathematical proofs. Thus, the power of these algorithms is based on the 

factthat there is no known mathematical operation for quicklyfactoring very large numbers given 

today’s computer processingpower. While current public key cryptosystems may be “goodenough” 

to provide a reasonably strong level of confidentially today, there is exposure to a handful of risks. 

For instance,advancements in computer processing, such as quantumcomputing, may be able to 

defeat systems such as RSA in a timelyfashion and therefore make public key cryptosystems 

obsolescent instantly. Hence, one area of risk is that public key cryptography may be vulnerable to 

thefuture technology developments in computer processing. Secondly, there is uncertainty whether 

a theorem may bedeveloped in the future or perhaps already available that canfactor large numbers 

into their primes in a timely manner. This uncertainty provides potential risk to areas of national 

security and intellectualproperty which require perfect security. 
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IV.QUANTUM KEY DISTRIBUTION 

Quantum key distribution (QKD) uses quantum mechanics to guarantee secure communication. It 

enables two parties to produce a shared random secret key known only to them, which can then be 

used to encrypt and decrypt messages. It is often incorrectly called quantum cryptography, as it is 

the most well-known example of the group of quantum cryptographic tasks [9]. An important and 

unique property of quantum key distribution is the ability of the two communicating users to detect 

the presence of any third party trying to gain knowledge of the key. This result from a fundamental 

aspect of quantum mechanics: the process of measuring a quantum system in general disturbs the 

system. A third party trying to eavesdrop on the key must in some way measure it, thus introducing 

detectable anomalies. By using quantum superposition or quantum entanglement and transmitting 

information inquantum states, a communication system can be implemented that detects 

eavesdropping. If the level of eavesdropping is below a certain threshold, a key can be produced 

that is guaranteed to be secure otherwise no secure key is possible and communication is 

aborted.The security of encryption that uses quantum key distribution relies on the foundations of 

quantum mechanics, in contrast to traditional public key cryptography, which relies on the 

computational difficulty of certain mathematical functions, and cannot provide any indication of 

eavesdropping at any point in the communication process, or any mathematical proof as to the 

actual complexity of reversing the one-way functions used. QKD has provable security based 

on information theory, and forward secrecy[10]. 

 

V.QUANTUM COMMITMENT 

In cryptography, a commitment scheme allows one to commit to a chosen value while keeping it 

hidden to others, with the ability to reveal the committed value later. Commitment schemes are 

designed so that a party cannot change the value or statement after they have committed to it: that 

is, commitment schemes are binding. A way to visualize a commitment scheme is to think of a 

sender as putting a message in a locked box, and giving the box to a receiver. The message in the 

box is hidden from the receiver, who cannot open the lock themselves.  

Interactions in a commitment scheme take place in two phases: 

1. The commit phase during which a value is chosen and specified 

2. The reveal phase during which the value is revealed and checked 

In simple protocols, the commit phase consists of a single message from the sender to the receiver. 

This message is called thecommitment. It is essential that the specific value chosen cannot be 

known by the receiver at that time (this is called the hiding property). A simple reveal phase would 

consist of a single message, the opening, from the sender to the receiver, followed by a check 

performed by the receiver.The concept of commitment schemes was first formalized by Gilles 

Brassard, David Chaum, and Claude Crepeau in 1988[10], but the concept was used without being 

treated formally prior to that.The notion of commitments appeared earliest in works by Manuel 

Blum, Shimon Even, and Shamir et al. The terminology seems to have been originated by 

Blum, although commitment schemes can be interchangeably called bit commitment 

schemesometimes reserved for the special case where the committed value is a bit. In some 
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works[14]explicate error-rate (ER) results of transmitter pre-processing (TP) aided coded multi-

carrier (MC)-interleave-division-multiple-access (IDMA) scheme for co-operative downlink (DL) 

communication is proposed to minimize the error rate. 

 

VI.BOUNDED AND NOISY QUANTUM STORAGE MODEL 

One possibility to construct unconditionally secure quantum commitment and quantum oblivious 

transfer (OT) protocols is to use the bounded quantum storage model (BQSM). In this model, we 

assume that the amount of quantum data that an adversary can store is limited by some known 

constant Q. In the BQSM, one can construct commitment and oblivious transfer protocols. The 

protocol parties exchange more than Q quantum bits (qubits). Since even a dishonest party cannot 

store all that information ,a large part of the data will have to be either measured or discarded. 

Forcing dishonest parties to measure a large part of the data allows to circumvent the impossibility 

result by Mayers commitment and oblivious transfer protocols can now be implemented.The 

protocols in the BQSM presented by Damgård, Fehr, Salvail, and Schaffner do not assume that 

honest protocol participants store any quantum information; the technical requirements are similar 

to those in QKD protocols. The communication complexity is only a constant factor larger than the 

bound Q on the adversary's quantum memory. The advantage of the BQSM is that the assumption 

that the adversary's quantum memory is limited is quite realistic.  For high enough noise levels, the 

same primitives as in the BQSM can be achieved and the BQSM forms a special case of the noisy-

storage model. In the classical setting, similar results can be achieved when assuming a bound on 

the amount of classical (non quantum) data that the adversary can store. 

 

VII.POSITION BASED QUANTUM CRYPTOGRAPHY 

Position-based cryptography offers new cryptographic methods ensuring that certain tasks can only 

be performed at a particular geographical position[11]. Position-based cryptography has a number 

of interesting applications. For example, it enables secure communication over an insecure channel 

without having any pre-shared key, with the guarantee that only a party at a specific location can 

learn the content of the conversation. Another application is authenticity verification, where 

position-based cryptography enables users to verify that a received message originates from a 

particular geographical position and was not modified during the transmission.The possibility of 

doing secure position-based cryptography depends on the opponents'capability of sharing 

entangled quantum states. If the opponents cannot share any entangled quantum state, then secure 

position-based cryptography is possible. 

 

VIII.DEVICE INDEPENDENT QUANTUM CRYPTOGRAPHY 

A quantum cryptographic protocol is device-independent if its security does not rely on trusting 

that the quantum devices used are truthful[12]. Thus the security analysis of such a protocol needs 

to consider scenarios of imperfect or even malicious devices. Several important problems have 

been shown to admit unconditional secure and device-independent protocols. A closely related 
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topic (that is not discussed in this article) is measurement-device independent quantum key 

distribution. 

The goal of quantum key distribution is for two parties, Alice and Bob, to share a common secret 

string through communications over public channels. This was a problem of central interest 

inquantum cryptography. It was also the motivating problem in Mayers and Yao's paper.A long 

sequence of works aim to prove unconditional security with robustness.Vazirani and Vidick were 

the first to reach this goal. Subsequently, Miller and Shi proved a similar result using a different 

approach. 

 

IX.POST QUANTUM CRYPTOGRAPHY 

Post-quantum cryptography refers to cryptographic algorithms (usually public-key algorithms) that 

are thought to be secure against an attack by a quantum computer[13]. This is not true for the most 

popular public-key algorithms, which can be efficiently broken by a sufficiently large quantum 

computer. The problem with the currently popular algorithms is that their security relies on one of 

three hard mathematical problems: the integer factorization problem, the discrete logarithm 

problem or the elliptic-curve discrete logarithm problem. All of these problems can be easily 

solved on a sufficiently powerful quantum computer running Shor's algorithm. Even though 

current, publicly known, experimental quantum computers are too small to attack any real 

cryptographic algorithm, many cryptographers are designing new algorithms to prepare for a time 

when quantum computing becomes a threat. This work has gained greater attention from 

academics and industry through the PQCrypto conference series since 2006 and more recently by 

several workshops on Quantum Safe Cryptography hosted by the European Telecommunications 

Standards Institute (ETSI) and the Institute for Quantum Computing. In contrast to the threat 

quantum computing poses to current public-key algorithms, most current symmetric cryptographic 

algorithms and hash functions are considered to be relatively secure against attacks by quantum 

computers. While the quantum Grover's algorithm does speed up attacks against symmetric 

ciphers, doubling the key size can effectively block these attacks. Thus post quantum symmetric 

cryptography does not need to differ significantly from current symmetric cryptography. 

 

X.CONCLUSION 

Quantum cryptography is a promising field with respect to the applications of the method and the 

method itself is interesting through combining several directions within natural science. The 

advantage of quantum cryptography over traditional key exchange methods is that the exchange of 

information has been shown to be secure in a very strong sense, without making assumptions about 

the intractability of certain mathematical problems. Based on the laws of physics, QKD offers 

unconditional security with the way the key distribution is done. For wireless networks such as 

IEEE 802.11, quantum cryptography can offer better results in providing secure data 

communications. While there have been substantial advancements in the field of quantum 

cryptography in the last decade, there are still challenges ahead before quantum cryptography can 

become a widely deployed key distribution system for governments, businesses, and individual 
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citizens. Namely, these challenges include developing more advanced hardware to enable higher 

quality and longer transmission distances for quantum key exchange. However, the advances in 

computer processing power and the threat of obsolescence for today’s cryptography systems will 

remain a driving force in the continued research and development of quantum cryptography. In 

fact, in is expected that nearly $50 million of both public and private funds will be invested in 

quantum cryptography technology over the next three years3. Quantum cryptography is still in its 

infancy and so far looks very promising. This technology has the potential to make a valuable 

contribution to e-commerce and business security, personal security, and security among 

government organizations. If quantum cryptography turns out to eventually meet even some of its 

expectations, it will have a profound and revolutionary affect on all of our lives. 
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