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Abstract 

The past few decades have shown an unprecedented rise in the development of various 

software application for organization/user’s as per their requirement in worldwide. Security 

testing attributes are one of the most important factor while developing any of the software 

application system. In other words, security testing attributes are performing a significant role 

in the design of secure software. Based on Analytical Network Process (ANP) method, this 

paper analyses the weightage of security testing attributes in the development of secure 

design of any software application system. Furthermore, it also analyse the relation among 

security testing attributes and their priorities by the usage of ANP method and to obtain 

greater accuracy the implementation of fuzzy ANP method is also shown. The results provide 

a better platform while designing a secure software system. Keeping these facts in mind, the 

proposed study will also explained the prioritize weights of security testing attributes, which 

may be used to examine trade-off between conflicting software security testing attributes and 

provides a new method for developer while studying and designing the secure software 

system.     

  

Keywords: Authentication, Authorization, confidentiality, availability, integrity, non-

repudiation, resilience, Multi-criteria decision-making (MCDM), Analytical network process 

(ANP), Fuzzy Analytical network process (FANP). 

 

Introduction 

The generation and development of a security apparatus for testing software systems at the 

time of design in SDLC is a highly extensive and costly task for any organization. The 

development process of a secure software is a tenacious task that includes analysis of all the 

security properties as security testing is an inseparable part of this process [1]. The modus 

operandi of security testing profile includes seven attributes that includes Authentication, 

authorization, availability, integrity, confidentiality, resilience and non-repudiation. These 

attributes are a keystone to identify the vulnerabilities and to mitigate them [2]. Software has 

become one of the essential need of users in all the fields. Hence, its security correspondingly 

shows its importance and weightage that cover all the issues which can increase or decrease 

value of the software organization. So it becomes developer’s necessities to find newer 

techniques and adopt necessary action at the time of security testing.  

Security testing is a constantly growing area which include the advancement of new 

techniques and technologies which can be used for the development of secure software. The 

intruders are always ready to target both applications: system and user, which may or may not 

easily lacerate security of the software [3]. The main aim of those intruders is to exploit the 

vulnerabilities and acquire all the sensitive information or data through which they can 

control the running system. 

Hence, to avoid all the possible disruption security testing profile provide a platform through 

which its behaviour can be control smoothly. To improve the security of any software an 

enactment of security testing plays an important role. Security testing profile with a 
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structured approach throughout the entire process of SDLC especially at design phase gives a 

good understanding of the software quality and protects against the known security risks 

which may occur at any time [2, 4]. At the same time, increasing number of security issues or 

incidents are a growing concern among business owners and IT industries. Those 

organizations which does not focus on security testing during the development phase of 

software, the application delivered can contain dangerous vulnerabilities that may pose 

enormous risks to the organization.  

The paper has been divided into 6 sections, starting with needs and importance of multi-

criteria decision making process. Section 2, describes the background of ANP and related 

work presented by researchers. Importance of fuzzy scale and its uses are defined in section 

3. In section 4, detailed description of fuzzy ANP is discussed. Section 5, describes the 

assessment of security testing attributes with both ANP and Fuzzy ANP techniques. Results 

and discussion of the paper is discussed in the last section i.e., section 6.      

  

Needs and Importance 

The fundamental aim of this paper is to find the priorities based on weightage and ranking of 

the security testing attributes by using multi-criteria decision making process under which the 

use of analytical network process is shown, through which the application software becomes 

more and more secure and reliable. Since no attempts has been made for prioritizing and 

ranking the attributes of security testing which may affect the success of software security 

and their trade-offs, the fuzzy ANP techniques can be used for prioritizing the attributes of all 

the security testing in terms of profiling. Fuzzy ANP gives more accurate result in 

comparison to ANP technique because it helpful to eliminate the problem of uncertainty and 

ambiguity in the decision making process. This will improve the software life span and early 

detection of vulnerabilities which will directly benefit users/organization by enhancing 

reliability and durability of secure software. The analysis of prioritization of security testing 

attributes by using Analytic Network Process which is a type of Multi-Criteria Decision 

Analysis [5, 6]. Multi-Criteria Decision Analysis (MCDA) is helpful for performing various 

evaluations of conflicting elements like Multi-Attribute Utility Theory and Analytic Network 

Process [7]. Objectives, alternative weights and their ranks are three different parts of MCDA 

process which are used in ANP technique.  
  

Analytical Hierarchal Process (AHP) is considered righteous in analysing a decision in group, 

but Satty found that ANP is more valuable to provide crisp decisions with their weightages 

too [8, 9]. In addition, it has been observed that in case of fuzzy ANP more accurate 

relationship has been established which provide complete priority analysis by decision 

makers [10]. Hence, to construct a network of attributes according to their importance or 

priority, fuzzy ANP works with judgmental input from a group of decision makers. To deal 

with the uncertainties and ambiguity of human judgment, the authors gives a modified 

version of AHP which is known as ANP.  ANP is more advanced and improved technique 

rather than AHP, on the other hand fuzzy ANP technique is an improvement over traditional 

ANP method through which better results can be obtained. This research provide a platform 

for the assessment of security testing by using analytic network process and fuzzy ANP 

methods. In this paper, we have collected data from sixteen experts of different fields of 

academics and industry. According to these different inputs experts, the aim is to evaluate the 

security testing attributes in terms of their weight and ranks. On behalf of these results, 

security development strategies are selected to mitigate and accomplish these testing 

attributes for long life and security of software in future.  

 

Analytic Network Process (ANP) 
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The ANP, also introduced by Thomas Satty, is a generalization form of the AHP or in other 

words ANP is an augmented interpretation of AHP. Satty suggested the use of AHP to solve 

the problem of independence on alternatives or criteria, and the use of ANP to solve the 

problem of dependence among alternatives or criteria [8, 9]. The figure-1 describe the actual 

difference between AHP and ANP which are given below: 

 
Figure-1. Difference between AHP & ANP 

Many decision-making problems cannot be structured hierarchically because they involve the 

interaction and interdependence of higher level elements on lower level elements forming a 

network type structure rather than hierarchical. ANP is pivotal in creating network system 

however in ANP, criteria in the lower level may provide feedback to the criteria in the higher 

level, and the Inter dependence among the criteria in the same level is permitted. Another 

difference between AHP and ANP in calculation process is that a new concept “super matrix” 

is introduced in ANP [11]. 

  

There are several recent applications and research works are available in the literature in 

which ANP method gives better result like Boran et al. used ANP for personnel selection 

problem [12]. Rajeev Kumar et al. uses ANP method for the security of software [5]; Yazgan 

applied fuzzy ANP for selection of dispatching rules [13]; Kuo used ANP, Fuzzy DEMATEL 

and TOPSIS in international distribution center locating problem [14]; Ayag and Ozdemir 

applied fuzzy ANP approach to concept selection [15] and Dagdeviren et al. applied fuzzy 

ANP model to identify faulty behaviour risk (FBR) in work system [16], etc. The 

methodology used in ANP are shown below, and defined all the steps of ANP method which 

are as follows:   
  
Network Structure Formation in ANP Method: 

In this process, all the criteria, sub criteria and alternatives are elaborated. After these steps, 

the clusters of all the items which are taken for prioritization and ranking are determined. 

Since, ANP is purely based on network process so, all the relationship among those clusters 

and within items in each clusters are formed. As a result, few different relationships are 

formed that have some effects. But those items which have shown direct effect may be 

considered as a regular dependency in a standard hierarchy while the items which show 

indirect effect on dependency is not direct and must flow through some other criteria or 

alternative [17]. Items that show self-interaction is also an effect which provide more 

flexibility and last one is a mutual effect in which inter-dependencies among criteria is 

shown. 
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Pairwise Comparison Matrices formation through ANP and Obtaining Priority Vector: 

This process is accomplished through the elements within the clusters. The main aim is to 

established pairwise comparisons on behalf of criterion or sub-criterion with control 

hierarchy. The impact on each cluster which are influences with respect to that criterion are 

obtained [18]. As a result, important weights of all the items are determined and established 

relationships among items by which decision makers perform comparison between two items 

so that they can finally determine the contribution of all factors.  

  

Values of pairwise comparisons are assigned in comparison matrix. Eigenvector are used for 

obtaining the local priority vector which is calculated through this equation: 

  

                 XW = λenb w                                    －⑴       
  

From eq. ⑴, X, W and λenb stands for the pairwise comparison matrix, eigenvector and 

eigenvalue, respectively. 

  

Normalization algorithm was proposed by Satty for approximate solution for w [8]. 

The comparison between factors is obtained and established the matrix by using such 

equations: 
  

             X= [xijn×n, i=          ;  j=                        －⑵ 

  

Significance distribution of factors as percentage is as follows: 

             Yi= [yij]n×1, i=                                     －⑶      

        

             yij=xij /     
   ij                                                   －⑷ 

 

             Z= [yij]n×n ,  i=          ; j=                    －⑸ 

            wi =       
   ij /n                               －⑹  

            W= [wi]n×1                                                           －⑺     

Formation Super matrix and Limit Super Matrix: 

Local priority vectors are assigned to the pertinent columns of super matrix, for obtaining 

global priority in a system that has interdependent effects. The final structure of super matrix 

obtained is similar to Markov chain process 9]. For long term impacts of items with each 

other are determined through raising the power of super matrix [19]. Consequently, super 

matrix is a limited matrix and every part of it pretends the relationship between two items in 

the whole system. To make equal the paramountcy of weights, power of the matrix is raised 

to the 2l +1, where l is an arbitrary large number. Hence, the new matrix formed is known as 

limited Super matrix [9]. Furthermore, to find the consistency of each items for comparisons 

are calculated as follows: 

          P= [xij]n×n × [wi]n×1 = [pi]n×1           －⑻ 

         Qi= pi/ wi; i=                                     －⑼ 

        λ=     
   i  /n                                －⑽ 

        CI= (λ-n)/ (n-1)                               －⑾ 

        CR= CI/RI                                      －⑿ 
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In eq. (12), CI, RI and CR represent consistency indicator, random indicator and consistency 

ratio, respectively. Consistency index (CI) checked the consistency of pairwise matrix. CI 

must be smaller than 0.10 for being the accepted consistency [8]. 

  

Fuzzy Method 

In 1965, Zadeh first proposed the fuzzy set theory to deal with uncertainty due to vagueness 

or imprecision [20, 21]. Fuzzy logic deals with approximate reasoning and its mathematical 

logics attempt to solve problem by assigning values to a wide range of vague and imprecise 

spectrum of data. To arrive on the most accurate conclusion possible, mathematical logic is 

used by assigning values to inaccurate array of data. Triangular fuzzy membership function 

uses three point or parameters [22], where each Triangular Fuzzy Number (TFN) show a 

linear representation on both sides left and right, such that its membership function can be 

defined as: 

     (S-a) / (b-a),  S  [a,b] 

   µA(S) =          (c-S) / (c-b),  S  [b,c] 

  0,         S<a and S>c 

  

  

In the proposed work, triangular fuzzy numbers are used for the corresponding subjective 

pairwise comparisons of expert’s judgments. The conversion scale for triangular fuzzy 

membership function is used for conversion of linguistic values into fuzzy scales embedded 

in the evaluation model of this paper is shown in Table 1. In this research paper, the author 

used fuzzy scale of Cheng's method to find the relative weights of attributes of security 

testing [23, 24].  

Table-1: Linguistic Scale for weights 

Linguistic Scales Fuzzy Scale Reciprocal Fuzzy Scale 

Equal (1,1,1) (1,1,1) 

Evenly Important M1=(1,1,3) (1/3,1,1) 

Softly important M3=(1,3,5) (1/5,1/3,1) 

Important in essence M5=(3,5,7) (1/7,1/5,1/3) 

Strongly important M7=(5,7,9) (1/9,1/7,1/5) 

Totally important M9=(7,9,9) (1/9,1/9,1/7) 

Middle values between 

two adjacent 

M2, M4, M6, M8  

  

Fuzzy ANP (FANP) 

Conventional Analytical hierarchy process and Analytical network process techniques 

specifically do not clearly help or present clear picture for making judgement in uncertain, 

complex and imprecise situations. The use of fuzzy ANP in situations where decision makers/ 

stakeholders are uncertain regarding the level of weights becomes important to overcome the 

problem of uncertainty, making FANP an efficient method of decision making in problems 

having multiple criteria. It has been proved that fuzzy ANP technique is very helpful in 

resolving decision making problems when there are inter-dependencies among various 

elements inside the networks. The triangular fuzzy membership function is helpful in creating 

a pairwise comparison matrix among the various elements. The elements discuss in the 

proposed paper for security testing prioritization incorporates the following attributes: 

 Authentication (R1);  

 Authorization (R2);  

 Confidentiality (R3);  
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 Availability (R4); 

 Integrity(R5);  

 Non-repudiation(R6) and 

 Resilience(R7) 

 Assessment of Security Testing Attributes 

Security testing attributes are usually a qualitative measure. Consequently, it becomes a 

challenging task to assess the security testing attributes quantitatively. Hence, weightages and 

ranks of security testing attributes play a significant role for highly secure design of software. 

For the development of secure software, prioritization of security testing attributes used a 

multi-criteria decision-making (MCDM) process [8-9]. Figure-2 shows, the network diagram 

of security testing attributes representing all possible relationships and interdependence 

between each other.  

   

Figure-2. The Network Structure of Security Testing Attributes 

To establish such kind of criteria it often differs in the degree of importance. To resolve these 

kind of problem several tools are available for solving identified problems which includes 

AHP and ANP method and several soft computing techniques, in which ANP has been a tool 

that is widely used and adopted by decision makers and researchers to aid in priority 

analysis[10, 25]]. The main reason behind adopting ANP instead of AHP is that ANP is a 

generalized method of the AHP which was developed by Thomas Satty. Like AHP, ANP 

structures decision making problems, but as a network rather than hierarchy. This includes 

feedback criteria i.e., also known as control criteria and interdependent associations among 

decision making criteria along with alternatives. In addition, the author used fuzzy ANP 

which gives a general framework to improvise the decision making process without taking 

into account the independence of higher level nodes from lower level nodes [25]. In actuality, 

there is interdependence among the nodes and the alternatives in the real-world scenario. 

Hence, fuzzy ANP provides a network framework among the various elements and the many 

alternatives that could be undertaken when it comes to problems related to decision making. 

In this research paper, the author used fuzzy analytical network process to achieve higher 
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accuracy but the use of traditional ANP technique has also been taken under consideration to 

compare the accuracy and verisimilitude of the results by the use of these two techniques.     

 

Assessment through Fuzzy ANP 

The objective of this study is to have recourse towards a hybrid model of MCDM methods 

for security testing attributes. Table-2 shows the cluster name and their respective symbols. 

For identification of security testing attributes criteria we use literature review, therein a 

group of experts systematized the criteria in seven clusters. 

 

Table-2: Description of security testing attributes cluster 

S. 

No. 

Cluster Name Cluster Representation 

1 Authentication R1 

2 Authorization R2 

3 Confidentiality R3 

4 Availability R4 

5 Integrity R5 

6 Non-repudiation R6 

7 Resilience R7 

  

 

Table 3. Pair wise comparison matrix of security testing attributes 

Security testing 

Attributes 

R1 R2 R3 R4 R5 R6 R7 

R1 1,1,1 1.064, 

1.529, 

1.990  

0.511, 

0.598, 

0.859 

1.729, 

2.311, 

2.901 

1.692, 

2.414, 

3.147 

1.576, 

2.093, 

2.613 

0.552, 

0.639, 

0.905 

R2 - 1,1,1 1.182, 

1.474, 

1.872 

0.791, 

0.960, 

1.135 

1.459, 

1.859, 

2.215 

1.333, 

1.523, 

1.797 

1.553, 

2.200, 

2.850 

R3 - - 1,1,1 1.085, 

1.343, 

1.872 

1.605, 

2.336, 

3.147 

0.335, 

0.427, 

0.574 

1.399, 

1.816, 

2.446 

R4 - - - 1,1,1 1.496, 

1.928, 

2.354 

0.945, 

1.081, 

1.637 

1.250, 

1.639, 

2.028 

R5 - - - - 1,1,1 1.187, 

1.535, 

2.028 

1.192, 

1.489, 

1.898 

R6 - - - - - 1,1,1 0.398, 

0.511, 

0.662 

R7 - - - - - - 1,1,1 

  

Table 4. Defuzzyfication Local priorities of security testing attributes by using alpha cut 

method 

Security 

testing 

R1 R2 R3 R4 R5 R6 R7 Weightage 
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Attributes 

R1 1 1.778 0.892 2.563 2.667 2.344 0.934 0.218993 

R2 0.562 1 1.751 1.212 1.853 1.794 2.415 
0.17967 

R3 1.121 0.571 1 0.989 2.606 0.691 2.120 
0.155693 

R4 0.390 0.825 1.011 1 2.177 0.771 1.890 0.133659 

R5 0.375 0.540 0.384 0.459 1 1.821 1.767 0.102951 

R6 0.427 0.557 1.447 1.297 0.549 1 1.436 
0.118589 

R7 1.071 0.414 0.472 0.529 0.566 0.696 1 0.090445

5 

CI= 0.0943425 

 

Table 5. Supermatrix formed by local priorities vectors 

 R1 R2 R3 R4 R5 R6 R7 

R1 1 0.2688 0.1300 0.2716 0.2400 0.3040 0.2228 

R2 0.2920 1 0.3059 0.2551 0.2889 0.2349 0.2319 

R3 0.2567 0.2505 1 0.2192 0.1550 0.2200 0.2200 

R4 0.2299 0.2277 0.2319 1 0.1308 0.0602 0.1182 

R5 0.1527 0.1593 0.0886 0.1656 1 0.0705 0.0265 

R6 0.0687 0.0937 0.0232 0.0887 0.0754 1 0. 1805 

R7 0 0 0.2203 0 0.1400 0.1105 1 

 

Table 6. Weighted supermatrix 

 R1 R2 R3 R4 R5 R6 R7 

R1 0.5 0.1344 0.065 0.1358 0.1182 0.152 0.1114 

R2 0.146 0.5 0.153 0.1275 0.1423 0.1174 0.116 

R3 0.1238 0.1253 0.5 0.106 0.0764 0.11 0.11 

R4 0.115 0.1139 0.116 0.5 0.0644 0.0301 0.0591 

R5 0.0764 0.0796 0.0443 0.0828 0.04926 0.0352 0.0133 

R6 0.0343 0.0496 0.0116 0.0443 0.0371 0.5 0.0903 

R7 0 0 0.1102 0 0.069 0.0552 0.5 

 

Table 7. Limit supermatrix 

 R1 R2 R3 R4 R5 R6 R7 

R1 0.1888 0.1888 0.1888 0.1888 0.1888 0.1888 0.1888 

R2 0.2166 0.2166 0.2166 0.2166 0.2166 0.2166 0.2166 

R3 0.1852 0.1852 0.1852 0.1852 0.1852 0.1852 0.1852 

R4 0.1619 0.1619 0.1619 0.1619 0.1619 0.1619 0.1619 

R5 0.1117 0.1117 0.1117 0.1117 0.1117 0.1116 0.1116 

R6 0.0718 0.0718 0.0718 0.0718 0.0718 0.0718 0.0718 

International Journal of Pure and Applied Mathematics Special Issue

3012



9 
 

R7 0.0641 0.0641 0.0642 0.0641 0.0641 0.0642 0.0641 

 

 

 

 

 

Table 8. Global priorities of security testing attributes 

Security Testing Attributes Global 

Priorities 

R1 18.88% 

R2 21.66 % 

R3 18.52% 

R4 16.19% 

R5 11.17% 

R6 7.18% 

R7 6.41% 

 

Assessment through ANP 

In this paper, the author made an attempt to exhibit the use of root ANP method using the 

same data as is used with the tabulation with the fuzzy ANP technique as well. This is done to 

check whether or not the modified ANP technique (i.e., FANP) is better of the conventional 

ANP technique. The original data used for the assessment has been kept the same so that the 

proximity between the two techniques can be tested on equal grounds. There shall be an 

obvious difference between the outcomes of the two techniques, which will show the 

exactitude of the results according to the data that has been fed.     

 

Table 9. Pair wise comparison matrix of security testing attributes 

 R1 R2 R3 R4 R5 R6 R7 

R1 1 0.2577 0.1257 0.1984 0.2256 0.2998 0.2099 

R2 0.3020 1 0.2959 0.2451 0.2789 0.2449 0.2119 

R3 0.2667 0.2005 1 0.2291 0.1661 0.2323 0.2323 

R4 0.2499 0.2266 0.2229 1 0.1408 0.0701 0.1272 

R5 0.1617 0.1580 0.0991 0.2056 1 0.0605 0.0555 

R6 0.0877 0.0737 0.0322 0.0877 0.0674 1 0. 1913 

R7 0 0 0.2304 0 0.1514 0.1117 1 

 

Table 10. Supermatrix formed by local priorities vectors 

Security 

Testing 

Attributes 

R1 R2 R3 R4 R5 R6 R7 Weightage  

R1 1 1.529 0.598 2.311 2.414 2.093 0.639 0.183922 

R2 0.654022 1 1.474 0.96 1.859 1.523 2.2 0.168352 

R3 1.67224 0.678426 1 1.343 2.336 0.427 1.816 0.164648 

R4 0.432713 1.04167 0.744602 1 1.928 1.081 1.639 0.134153 

R5 0.41425 0.537924 0.428082 0.518672 1 1.535 1.489 0.100619 
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R6 0.477783 0.656599 2.34192 0.925069 0.651466 1 0.511 0.12351 

R7 1.56495 0.454545 0.550661 0.610128 0.671592 1.95695 1 0.124795 

 

 

 

 

Table 11. Weighted supermatrix 

 R1 R2 R3 R4 R5 R6 R7 

R1 0.5000 0.1433 0.0560 0.1458 0.1192 0.1630 0.1214 

R2 0.1471 0.5000 0.1641 0.1267 0.1414 0.1112 0.1122 

R3 0.1548 0.1243 0.5000 0.1170 0.0759 0.2211 0.1100 

R4 0.1142 0.1141 0.1210 0.5000 0.0647 0.0315 0.0557 

R5 0.0587 0.0786 0.0454 0.0828 0.0493 0.0354 0.0547 

R6 0.0339 0.0501 0.0115 0.0451 0.0369 0.5000 0.0912 

R7 0 0 0.1212 0 0.0688 0.0549 0.5000 

 

Table 12. Limit supermatrix 

 R1 R2 R3 R4 R5 R6 R7 

R1 0.1759 0.1759 0.1759 0.1759 0.1759 0.1759 0.1759 

R2 0.2272 0.2272 0.2271 0.2272 0.2271 0.2272 0.2272 

R3 0.1799 0.1798 0.1799 0.1799 0.1799 0.1798 0.1799 

R4 0.1726 0.1726 0.1726 0.1725 0.1726 0.1726 0.1726 

R5 0.1006 0.1006 0.1006 0.1005 0.1006 0.1006 0.1006 

R6 0.0786 0.0786 0.0785 0.0786 0.0786 0.0785 0.0786 

R7 0.0652 0.0652 0.0652 0.0652 0.0652 0.0652 0.0652 

 

Table 13. Global priorities of security testing attributes 

 Security Testing Attributes Global Priorities 

R1 17.59 % 

R2 22.72% 

R3 17.99% 

R4 17.26% 

R5 10.06% 

R6 7.86% 

R7 6.52% 

 

Results and discussions 

  

In this paper, an extensive literature review was realized to identify and corroborate the 

prioritization of various security testing attributes according to their weightages. The author 

proposed a network structure of multitudes of security testing attributes, through which a 

complete relationship and inter-dependencies among these attributes is realized. Furthermore, 

the opinion of sixteen experts on the seven security testing attributes is collected through a 

questionnaire. The experts hail from academia as well as software industry so as to realize the 

real-world practices. Employing this opinion, the weights of each factor of security testing 
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attributes has been calculated with the help of both ANP and fuzzy ANP techniques. From the 

above results it is found that authorization is most desirable and necessary factor among all 

the other attributes of security testing. Hence, to obtain optimal security the classification of 

security testing attributes according to their respective priorities as shown above should be 

followed to obtain the best possible results.  

 
Figure 3. Assessment of Security Testing Attributes 

 

We use Analytic Network Process and FANP to make decision and many factors that 

influence in such selection are considered. We analysis the clusters affected weights on 

security testing attributes in figure 3. The statistical analysis of these attributes is done by 

Spearman's rank method, further to examine the juxtaposition between these two techniques, 

it is clear from the result getting from fuzzy ANP and ANP techniques, both have negligible 

difference and therefore their outcomes are approximately similar to each other.  
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