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Abstract- A new breed of cybercrime like email 

phishing has raised in recent time. It is an act of 

tricking individual into divulging their sensitive 

information and using it for malicious purpose. 

It has been observed that email phishing attacks 

are continuously increasing to lure users into 

divulging their confidential information. 

Phishing attack raises a consequential risk for 

the users as well as organisations or institutions 

engaged in e-commerce. In this digital era, 

major part of phishing attacks engage emails as 

their predominant carrier, so as to entice 

unwary victim to visit a facade website. The 

attack methods adopted in phishing are used to 

send emails that seem to be sent by banks, online 

organizations or ISPs. In this exhaustive review 

paper, various approaches proposed by 

prominent researcher in last decade is discussed 

and the state-of-art of techniques to combat 

email phishing is analysed.  And it has been 

found that the solutions provided to combat 

email phishing are efficient and act as an 

important and useful constituent to avoid email 

phishing. However, none of them solves the 

authentication challenge completely. More work 

is required in increasing the authentication for 

user and enhance web and email security. 

Keyword- Anti-Phish techniques, Cyber security, 

Email Phishing,Information Security, Phishing. 

INTRODUCTION 

With the increase in usage of internet for purposes 

like online banking and trade, phishing attacks are 

becoming immensely prevalent among hackers. 

Internet serves a strong motivation to the 

perpetrator as it incorporates a prospective of huge 

financial gains with anonymity. Phishing attacks 

are carried out through e-communication channels 

viz. email or messaging by hackers impersonating 

as legitimate and trustworthy entity. Attackers 

present themselves as some trustworthy entity, 

persuade the victims and make them voluntarily 

give in their sensitive or personal details. Such 

personal information could be usernames or 

passwords of their banking accounts or these 

information could be used to mock identities of 

victim and can lead to monetary as well as identity 

theft. 

In the recent years, most of the phishing attacks are 

performed as a process of three steps. First, 

attackers gather email addresses of their probable 

victims from various sources like webpages and 

forums. In the second step, a large number of 

phishing emails imitating legitimate banking 

domains are sent out to the plausible victims. These 

emails carry hyperlinks to entice users into a 

website that is masqueraded with façade of a 

legitimate domain. In the last step, these spoofed 

websites request for user’s personal information 

such as social security numbers, credit card etc. 

However, various spam filtering techniques are 

employed to combat phishing attacks; these 

measures are still not entirely reliable. 

This exhaustive review paper focuses on email 

communication which is one of the most popular 

means of launching phishing attacks. It studies the 

various techniques and approaches proposed by 

prominent authors against phishing attacks. The 

paper provides a study of techniques proposed in 

the year 2006 to 2015. These diverse approaches 

proposed by prominent authors have been discussed 

in order to understand the different techniques 

adapted to combat phishing and their 

practicality.The remainder of the paper is organised 

as follows. Second section provides a thorough 

detail of the techniques and approaches introduced 

between the years 2006 to 2015. Third section 

highlights the major findings of the deep study are 

discussed and furthermore, last section concludes & 

summarizes the paper. 

I. EXISTING ANTI-PHISHING 

APPROACHES 

1. 2006, Madhusudhanan Chandrasekaran et al: 

This paper comes forth with a novel technique 

which focuses on identifying and discriminating 

phishing e-mails from the legitimate ones by using 

the structural features present in e-mails.  With the 
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use of one class Support Vector Machine (SVM), 

the derived features can be used to distinguish 

phishing e-mails before it arrives in the inbox of the 

user.[1] 

Support Vector Machine (SVM) is a supervised 

learning model along with a learning algorithm that 

involves analysis of data required for classification 

and regression analysis. It has been used at a vast 

scale in applications regarding text classification 

and in the context of computer security it is used for 

detection of spam, masquerade detection and more. 

The SVM concept is based upon the concept of 

structural risk minimisation, thus minimising the 

generalisation error.  

The proposed solution is used in avoiding the e-

mail based phishing attacks in following ways: 

a) URL and Host Name Obfuscation Attack: 

Through URL and various techniques of 

Hostname Obfuscation using DWORD, 

HEX, UTF-8 and other encodings visible in 

the characteristics of e-mail, phishers make 

the victim believe that the forged website is 

real. URL untangling tools are used to 

circumvent such forms of obfuscation 

attacks. 

b) Embedded e-mail Attachment: Phishersuse 

embedded HTML formats in emails and 

send them to the user that appears to be 

legitimate and steal users’ credentials. The 

defence solution in the existing browser fails 

to identify such phishing attacks, so the 

proposed technique is used for protection 

against these attacks. The e-mail body 

received by the user is parsed and the HTML 

forms with dubious field names are instantly 

spotted as malicious. 

c) Browser Vulnerabilities: Browsers have 

certain security loopholes that make them 

prone to malicious attacks. Browsers are 

vulnerable to homographic attacks and 

Trojans can be installed in the user’s system 

which can modify the system and request of 

a legitimate site can be redirected to a 

phisher’s site. To avoid such attacks, 

vulnerable features like ActiveX controls, 

Java runtime Environment (JRE), and IDN 

support could be disabled. However, it may 

involve quid pro quo as disabling vulnerable 

features would increase security but at the 

same time can disable some extended 

functionality. 

 

Classification of Phishing email 

For feature selection, a probabilistic technique 

simulated annealing is applied. This technique is a 

relevant measure of approximation for tracking 

global optimum in a huge search space. Its 

algorithm of feature selection is presented below 

Figure.1: 

 

 
Figure.1 Simulated Annealing Algorithm for 

Feature Selection[1] 

 

Where k signifies repetitions performed, T as 

control variable and represents temperature. First, 

an upper value for is selected and lessened as 

the repetitions grow until algorithm attains 

optimum.M represents number of changes carried 

out with a stated temperature T.  are the 

parameters calculated so that initial acceptance 

probability is big. Error implies classification error 

described by algorithm that is adopted. Freezer 

Function  is defined as follows: 

                                                                   
(1) 

And 

(2) 

 

Let set of n instances and set of k classes be S and 

C respectively. Then fraction of examples with 
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classes Ci in S is represented as P (Ci, S). This class 

membership gives expected information as follows: 

                                        
(3) 

If a specific attribute A has v definite values, the 

gained information with A is conveyed as a 

weighted aggregate of information gain of the 

subsets of A that is expected according to the 

specified values. If set of instances of S is Si with 

value A-Ai: 

                                                  
(4) 

Then, difference in between Info(S) and InfoA(S) 

provides information gained by partitioning S to 

testing A. 

                                                      
(5) 

On the basis of this gain the weights for every 

feature is normalised so as to assign maximum 

weight to the feature with highest information. 

 

Support Vector Machine (SVM) for Classification 

 

SVM is convenient for linear binary classification.  

The proposed approach substantiates the 

competencies to detect phishing through felicitous 

identification and using structural properties of e-

mail. By employing SVM, the experiments 

performed showed promising results in segregating 

phishing e-mails with least errors. However, the 

experiment base accustomed in the work is not big 

enough to draw broader inferences. The results of 

the approach show that the efficiency of 

classification is centred on the selection of features 

that can uniquely detect phishing mails.[1] 

 

2. 2007, M. D. d. Castillo, et al. : 
In this paper a system has been presented for 

classifying e-mails as legitimate and fraudulent. 

This system is based upon application of three 

filters which segregates the content of the e-mail: a 

Bayesian filter (which was developed to recognise 

and filter the emails based on Naïve Bayes 

statistical classification model) that categorises the 

textual content of e-mails, a rule-based filter which 

categorizes the non-grammatical content of mail 

and a filter based on emulator of fictitious access 

that categorizes the response (reply) from the sites 

referred by links enclosed in e-mails. It aims to 

provide effectual and fruitful classification. At first, 

the system applies a quick and reliable classification 

approach and if the resulting classification decision 

is not precise than the system apply further 

complicated analysis and classification techniques. 

 

The system proposed in this paper uses various 

analysis methods for each type of information 

provided by an e-mail. First, the system applies a 

Naïve Bayes classifier on an e-mail which aims at 

its textual content and assigns them to Economic or 

Non-Economic categories. Further, a rule based 

classifier is applied that aims on non-grammatical 

content ofe-mails. The e-mails which were 

previously assigned to economic category by the 

first classifier (Naïve Bayes) are classified by the 

second classifier (Rule based Filter) into legitimate, 

suspicious or fraud categories. Finally, a third 

classifier is applied that looks into the e-mails 

assigned under suspicious categories and a fictitious 

access is emulated to the websites referred by the 

links enclosed in the body of such e-mails.It 

consists of three steps: 

 

i) A meta-structure that extracts the 

composition of website inscribed by 

link 

ii) Then fictitious data is filled in the 

website by emulator 

iii) The answer stated by the website is 

recognised by a finite state 

automation. 

 

The classifier carefully study the responses acquired 

from the websites with fictitious access and 

categorizes them into legitimate or fraud categories. 

 

The proposed system has a bias that tries to 

maintain safety of user against false negatives (e-

mails inaccurately classified into legitimate 

category) and system’s classification performance 

against false positives (e-mails inaccurately 

classified into Fraud category). It is helpful when 

the classifier has incomplete information to make a 

decision and e-mail is assigned to a category that 

permits the system to analyse the e-mail at a 

broader and deeper level [2]. 

 

The system proposed in the paper is based upon 

hybrid approach that provides benefits of applying 

various processing techniques to many data 

sources. It is effective in evading the creation of 

false negatives and positives. However, phishing e-

mails will keep evolving and find a way to evade 

the filters. To avoid such problems and increase the 

efficient performance of the system, system should 

be able to learn from the mistakes that have been 

committed in the past. 

 

3. 2009, R. Suriya et. al, : 
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In this paper, an effective and resilient technique 

has been proposed to detect phishing websites and 

assess whether any activity regarding phishing is 

taking place or not. In this approach, the webpage is 

visualised in three layers as shown in Figure.2: 

a) Domain Name Checker: it is based on the 

attributes of hyperlinks. 

b) Code Script Checker: it checks the various 

tricks and ways used by attacker using Java 

Script to conceal information from the user.  

c) Page Content Checker: it checks for a 

spoofing website on the basis of its sub-

criteria. 

If any of the above layers is higher than the pre-set 

threshold that corresponds to it, then the website is 

reported as suspicious[3]. 

 

 

 
 

Figure.2 Architecture of Integrated Approach to 

detect Phishing Mail Attacks [3] 

 

a) Domain Name Checker 

It works on the LinkGuard Algorithm 

which is an algorithm that works on the 

basis of analysis of attributes of the 

hyperlinks that are spoofed. It is helpful in 

detecting phishing attacks and can protect 

the users from web pages and instant 

messages that have malicious links in it. 

The algorithm classifies hyperlinks in 

phishing e-mail as follows: 

i) The DNS domain name provided by the 

hyperlink in  the anchor text seems 

legitimate to the user but is slightly 

different than the actual link. 

ii) Adding IP address in the URL or the 

anchor text which appears to contain a 

link to a legitimate site. 

iii) Using ASCII codes to make it loook 

identical to the website that is being 

spoofed or forming a hyperlink using 

special characters. 

iv) Instead of hyperlinks, DNS names are 

used in its URL to provide destination 

information in its anchor text which 

usually corresponds with a famous 

company or organization. 

v) Phishers create spoofed URL by 

exploiting the bugs in web browser 

technology and making the URL look 

legitimate. URL spoofing vulnerability 

causes a significant risk to an individual 

who uses a web browser (IE) to navigate 

the web. 

 

To identify such hyperlinks, a check for 

Domain Name in database is checked out. 

If it already exists then it is displayed via 

simple comparison that whether the 

domain name is blacklisted or whitelisted. 

If the DNS name is displayed in any of 

these lists then phishing is detected 

through pattern matching. 

 

b) Code Script Checker 

Code Script Checker helps in identifying 

whether a cookie is pointing to a real site or 

a phishing website, identify whether the 

URL redirection and double redirect 

tricksare a part of a phishing attack or not, 

identifying false URL in the status bar 

shown by the phishers using OnMouseOver 

to hide the link from the user, identify 

spoofing pages that contain forms 

requesting inputs to the user and using 

Server From Handler (SFH) from a 

different domain name.  

 

c) Page Content Checker 

It identifies the various sub-criteria used by 

a phishing website such as: using 

hexadecimal character codes and @ symbol 

in the URL to confuse the user, using pop-

ups, fake address bar, disabling the right 

click and using long URL address. 
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This approach of detecting phishing is quite 

convenient. Using Linkguard Algorithm in Domain 

Name Checker helps in identifying phishing e-mails 

with minimal consumption of system memory and 

can detect around 96% of phishing attacks in real-

time. The proposed technique is capable of making 

decision in dynamically enforce detection process 

at all the three levels. [3] 

 

4. 2010, Aaron Blum et al : 

In this paper, the authors have used a combination 

of confidence weighted classification and content 

based phishing URL identification to create a 

system for identifying phishing domains. Here, the 

trend of online learning and use of real time 

detection of phishing is followed. The proposed 

model used a largely lexical model that is trained 

on output from an approach based on a robust 

content inspection. The prototype makes usage of a 

feature set formed of base level characteristics from 

the URLs.  

 

Confidence weighted classification used in this 

model is inspired from confidence weighted 

approach that is developed by Dredze et. al. that 

restricts the origin of potential features to URL’s 

character string and circumvent the susceptibility of 

extracting host-based details. [4] 

The notion is to contain the very basis of potential 

features in the URL character string, thus 

circumventing defencelessness.  Each URL is 

characterized as a vector of binary characters and 

subsequently given to the online confidence 

weighted algorithm, while training. The new URLs 

are then drawn to the binary vector. The learner 

processes this novel vector and categorizes the e-

mails as ham and phish.  

For feature extraction, URLs are split into protocol, 

domain, and path, using the bag of words approach. 

All ensuing characteristics are dug out on these. 

Such feature groups (like domain tokens; e.g., 

‘mail’ in ‘mail.google.com’) often feature as a 

blacklist feature.  

The concerned confidence weighted classification 

model uses a lexical feature set, and utilizes the 

relationship of a singular confidence aspect, for 

each parameter allows the model to mechanically 

respond for the highly symptomatic and otherwise. 

This also allows it to transform when the 

parameters change significantly. 

The model maintains a mean ‘ ’ and standard 

deviation ‘ ’ representative of the class and 

confidence for each feature. The class of new data 

vector is represented by feature vector ‘x’ which is 

determined by computing ‘w*x’, and 

‘w          ’ and ‘   represents the covariance 

matrix.  

Deep MD5 Matching. In order to overcome 

smokescreens, a procedure called Deep MD5 

Matching was developed to compare the 

resemblance between content (images, scripts) files 

from potential and known phishing websites. This 

resemblance is determined by the Kulczynski2 

coefficient, which, if greater than 0.75, confirms the 

URL as a potential phish. 

Kulczynski2 coefficient = 0.5 * [
 

   
  

 

   
 ] 

This paper explored the possibility of using the 

confidence weighted model with features from 

URLs. The authors have gone on to display the 

model as highly successful, with the cumulative 

error rates as low as 3 per cent. The model is 

capable of identifying new URLs. The fact that it 

works in real time and uses nominal human 

resource are its greatest potential. [4] 

5. 2011, Amar Ali Deeb Al-Momani et al:  

In the concerned paper, the authors have altered the 

Evolving Clustering Method for Classification 

(ECMC) and built a new prototype, the Phishing 

Evolving Clustering Model (PECM), which they 

say is founded on two similar sets of features of 

spoof e-mails.   

Evolving Clustering Method (ECM)was proposed 

by Qun Song and Nikola Kasabov, which is used 

for on-line, gradually developing perplexed 

inference system. It is a clustering method based on 

distance where the cluster centres are depicted in an 

on-line mode by evolved notes. It is used to 

elucidate classification and clustering bugs. [5] 

PECM adapted the concept of ECM to segregate 

ham emails and phishing emails in on-line mode. 

The proposed model has 3 stages: pre-processing, 

e-mail object similarity, and application of the 

clustering technique PECM.  However, all these 

stages work succeeding the determination of all 

features of phishing e-mails. The model amasses 

the e-mails independently and then sieves them 
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sequentially. There are 16 such determinant features 

of spoof e-mails.   

Pre-processing, a two stage process, involves 

parsing and stemming of e-mails, in that order, in 

its 1
st
 stage. While parsing is extracting the 

characteristics of phish e-mails; stemming leans the 

data cohesive to the characteristics of such e-mails. 

The 2
nd

 stage involves rendering the data of phish     

e-mails into binary values with 1 for a phish e-mail 

and 0 for a typical e-mail.  The processed data is 

then sent to E-mail Object Similarity, the 2
nd

 stage. 

E-mail Object Similarity, the 2
nd

 stage, has 3 

processes. The 1
st
 process of feature ranking and 

classification uses the Information Gain Ratio 

method (IGR) algorithm to rank phish e-mails 

based on the highest weightage of the most 

effective phish features present. By the examination 

of the authors, html e-mail was found to be the top 

ranking feature. The 2
nd

 process of crisp ranking 

creation converts all binary (0, 1) statistics of all e-

mail data sets into crisp values by dividing all 

characteristics on a score of 100 using the following 

algorithm: 

        
    

         
) 

Where, ‘X’ is the crisp value, ‘i’ is feature number 

and ‘GR’ is the Information Gain Ratio. The 3
rd

 

process, grouping features e-mail similarity, 

clusters e-mails based on body features and URL 

features for promotion of simpler and swift sorting 

of data-set. 

Applying the clustering technique PECM, the 3
rd

 

and final stage, adapts the ECMC algorithm and 

categorises e-mails into ham and phish e-mails, in 

the n-dimensional input space. It has two processes, 

the learning process, and classification of new input 

vectors process, sequentially. The learning process 

involves application of ECM algorithm on the data 

set (x, y), ‘x’ being the input vector value (phish e-

mail feature value), and ‘y’ the output of input 

vectors. All the input vectors are dispensed serially, 

in 7 steps. The classification of new input vectors 

process has 2 steps, keying a new input vector 

(phish e-mail feature value), and calculation of 

distance between input vectors (phish e-mail feature 

values) and all rule nodes.  

The PECM implementation process is complete at 

this juncture. 

The PECM is a bunch based e-mail sorting model 

that works online (in place of offline), is speedy, 

and is very much accurate as per the experimental 

results (99.7 per cent).  It has proved to be highly 

effective, and uses a one-pass algorithm. It has also 

substantiated its accuracy by decreasing 

classification of e-mails as false positive and/or 

false negative. It indeed is very promising for future 

use, not leaving much to be desired, besides real 

time usage. [5] 

6. 2012, Rakesh Verma et al: 

 

In the concerned paper, authors propounded a 

scheme based on comprehensive natural language 

to identify phishing e-mails by using the features 

that are consistent and fundamentally distinguish 

phishing. The proposed scheme utilises the data 

given in an email, viz. header of the body, links 

embedded in email and text in the email body.  

Authors proposed implementation;PhishNet-NLP 

that works between mail transfer agent (MTA) of 

user and mail user agent (MUA) and processes each 

entering e-mail for phishing ambush before it 

reaches the inbox. 

 

PhishNet-NLP used various tools and techniques to 

identify phishing. [6] The various tools and 

techniques employes here are as follows: 

 

1. TF-IDF 

TF-IDF (Term Frequency-Inverse Document 

Frequency) is a weight that is used to discern 

the significance of a word to a document in a 

cluster of documents. It is often employed as a 

weighing factor in retrieving information and 

text mining. The value of TF-IDF proliferates 

corresponding to number of times a word is 

seen in a document. [6] 

 

2. Natural Language Preliminaries 

NLP techniques employed in the approach are 

as listed in Table 1: 

Lexical analysis Breaks the email into 

sentences and every 

individual sentence into 

words. 

 

Part-of-speech 

Tagging 

Tags each and every word 

along with its part-of-

speech, namely noun, verb 

etc. 

 

Named Entity  

Recognition 

Tags specified entities in 

email that are nouns 

enumerating a location, 

person or organisation. 
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Normalisation of 

words 

 to Lower case 

Converts word to lower 

case in normalisation phase 

 

Stemming and                 

Stopword 

Removal 

Stemming aims at reducing 

each and every word form 

to its stem or root 

(example- verb playing is 

reduced to play). 

Stopword removal aims at 

removing common words, 

viz. a, as, an, it, the, etc. 

Table.1 NLP technique [6] 

 

3. WordNet 

WordNet is a lexical database used for English 

language. It gathers English words into groups 

of synonyms known as synsets. It dispenses 

short meanings and usage instances and lists a 

number of correlations between these synsets or 

their members. Thus, it combines features of 

dictionary as well as thesaurus. It is primarily 

used in text analysis and applications with 

artificial intelligence.[6] 

 

PhishNet-NLP 

PhishNet-NLP is a compendious scheme that uses 

all the details that are obtained in an email. The 

initial step of this procedure is parsing: PhishNet-

NLP undertakes an arriving e-mail from MTA and 

begins to parse it into its constituent parts viz. 

header, text and links. After obtaining the header, 

link and text, each component is analysed via their 

respective classifiers that are text analysis, header 

analysis and link analysis. After that, PhishNet-

NLP performs predominance voting on the 

outcomes obtained from header, link and text 

analysis classifiers and identify whether or not an 

email is phish. 

 

Text analysis: It classifies the email into two 

sections: informational and actionable. It analyses 

the email text and gives score known as Textscore 

using semantics based techniques. The semantic 

approach uses NLP techniques, viz. part-of-speech 

(POS) tagging, lexical analysis, named entity 

recognition, stemming and stopword removal and 

normalisation of words to lower case. If the 

‘context’ detail of an email is accessible then 

Contextscore is also initiated for the email. For 

Contextscore, email is treated as a vector of TF-IDF 

and employs WordNet, POS tagging and word 

sense disambiguation.After obtaining Textscore and 

Contextscore, both of them are combined logically 

to obtain Final-Text-score. Score of 1 represents 

phishing and 0 represent legitimate. [6] 

 

Header Analysis: It deals with the email forwarding 

issue, uses DKIM and SPF details (if available) and 

accounts for the divergences in the header on the 

basis of whether the email is relayed by numerous 

servers in the domain of the user or sent from a 

mobile. The headers are extracted from the email 

and data analysis is performed to determine whether 

the email is legitimate or phish. 

 

Link Analysis: It aims at determining whether the 

URL available in an email belongs to a legitimate 

site as claimed in the text body of email. It extracts 

domains from the links present in the email and 

assigns a score of 1 if it is for phishing and 0 if it is 

for legitimate. 

 

After obtaining the scores from all the three 

classifiers, these scores are combined. If the 

combined score equals 2 or is more than 2, 

PhishNet-NLP labels the emails as phish else 

legitimate. 

 

The scheme proposed in this paper was found 

higher in accuracy. Rate of detecting phishing is 97 

per cent with least false positives. It utilises all the 

details present in an email, viz. links, header and 

text of an email. It works in default mode and 

detects phishing in the dearth of any history. It 

identifies phishing at the email level instead of 

detecting masqueraded, fraudulent websites, hence 

protects the user from the start. 

 

7. 2013, Ammar Almomani, et al: 

In this paper, an unprecedented framework is 

proposed known as phishing dynamic evolving 

neural Fuzzy Framework (PDENF) that adapts 

ECoS (Evolving Connectionist System) which is 

based on hybrid (supervised or unsupervised) 

erudition approach. It is ameliorated by offline 

learning to identify vigorously phishing e-mail 

comprehending unfamiliar zero day phishing mails 

before it reaches to receiver’s account.  

 

ECoS is a connectionist armature that eases the 

evolving procedures with discovery of knowledge. 

It could be a set of networks, that works 

unremittingly in time and acclimatize their structure 

and quality of being functional via continual 

relations with the surroundings and diverse 

systems. The propounded approach of hybrid 

learning takes vantage of machine learning and 

indistinctive logic, considering the degree of 

commonality among attributes of phishing e-mails.  

 

ECoS is adapted in proposed framework on the 

basis of level of commonality amid the four groups 

of features in phishing e-mails. The proposed 

methodology contains four stages:  

First stage: Pre Processing- It is used to extract 

‘long vectors’ (21 binary features) from e-mails. 
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Second Stage: E-mail Object Similarities- It is used 

to lessen the size of ‘short vector’ (featured vectors 

from 21 to 4 feature batch. 

Third Stage: ECMc (ECM and its extensions 

offline) - It is used to effectuate the bedrock of 

rules. 

Fourth Stage: DENFIS- It is applied in online form 

as a system of vague inferences to generate, bring 

up to date, or erase a fuzzy rule during the system is 

running. 

 

This proposed framework PDENF (Phishing 

Dynamic Evolving Neural Fuzzy Framework) is 

expected to identify and foretell unbeknownst 

“Zero days” phishing emails along with lessening 

the degree of erroneous positive rate of a ham mail 

and erroneous negative rate of phishing emails. 

This technique is supposed to augment the level of 

precision and augment performance of classifying 

and predicting the values of phishing email in 

online phase and continuance working along 

footprint absorbing memory.[7] 

8. 2014, Isredza Rahmiet al:  

 

This paper comes forth with an approach of 

amalgamated (hybrid) feature selection of the 

content and behaviour encompassed within an e-

mail header. The key objective of the paper c is to 

uncover the behaviour encompassing features 

within e-mail headers that cannot (or are difficult 

to) be masked. By analyses of e-mail headers for 

phishing patterns, it has come to knowledge that 

most malicious e-mails come from compound 

domains; also, domain servers handling several 

domain e-mails could indication e-mail anomaly(s). 

[8] 

 

The hybrid feature selection approachas shown 

in Figure.4lays weight on the selection of the most 

appropriate element of an e-mail, which has three 

constituents to it: the envelope, the header, and the 

body. The ‘header’ holds, et al, the sender(s)’s e-

mail address, the receiver(s)’s e-mail address, the 

subject, the message-ID, date & time, etc. The 

message-ID, which is stamped on the message 

when being routed to the recipient’s e-mail server, 

is a handy indicator in spotting phish e-mails. The 

recipient(s)’s receive the e-mail in their MDA (Mail 

Delivery Agent) through the recipient(s)’s MTA 

(Mail Transport Agent), with the MDA as a stand-

in mailbox for the recipients. The hybrid feature 

selection approach can be positioned offline on the 

addressee(s)’s computer, shown in Figure.3 

 

r  

Figure.3 Hybrid Feature selection Approach[8] 

 

The selection of message-ID for hybrid feature 

selection is validated by the fact that the authors are 

of the belief that phishers cannot modify the entire 

e-mail header. Because each MUA (Mail User 

Agent; e.g., MS Outlook) generates its particular 

setup of a message-ID, a message-ID with an 

uncommon domain name and/or a forged field 

could be rightly called a spoof.  

 

 
Figure.4 Hybrid feature selection system [8] 

 

The Bayes Net Algorithm is used to classify e-

mails because of its potent reasoning and handling 

proficiency. The next step is to use open-source 

software (mBox2xml) for disassembling the data 

collected. Henceforth, constituents of a feature 

vector are generated. The feature categories 

identified within an e-mail header include: 1
st
 

Subject-based Features (Blacklisted words within 

an e-mail header); 2
nd

 Sender-based Features 

(extracted from the sender’s e-mail address); 3
rd

 

Behaviour-based Features (Extracted from the e-

mail header and include the message-ID); 4
th

 Form-

based Features (Presence/absence of forms within 

e-mail body); and 5
th

 Script-based Features 

(Presence/absence of script in the e-mail body) 

shown in figure.4. The analysed features are then 

normalized using the quotient of the actual value 

over the maximum value of that feature and are 

then provided binary values (0 for normal; and 1 for 

abnormal). The Hybrid Feature Selection 
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Algorithm, which aims to define a feature matrix 

for envisaging e-mail reliability, is then used. 

 

 
 

The subsequent step is to input the lists of DMIDs 

for pre-processing. In steps 2 to 8, each incoming e-

mail sources a DMID value for all inbound e-mails 

to determine their validity. If the DMID has null 

value or has an uncommon domain name, it is 

considered a spoof. There are for possible 

outcomes: TP (True Positive): Correct 

identification of a ham (true) e-mail; FP (False 

Positive): Incorrect identification of spoofed e-mail; 

TN (True Negative): Correct identification of 

spoofed e-mail; FN (False Negative): False 

identification of spoofed e-mail. 

 

The Hybrid Feature Selection Approach has 

yielded encouraging results after being put to 

empirical use (using 8 features with 94 per cent 

accuracy). The results achieved are worthwhile for 

future use to explore phisher manners and modus 

operandi. [8] 

 

9. 2015, Andre Lotteret al : 

The principal motive of the paper is inducement of 

method which direct  email users to recognize 

phishing attacks, enabling reduction in disclosure of 

personal information of email users to other than 

email clients. A modern framework has been 

accomplished in relation to the research performed 

on the specialized cause concentrating phishing 

attacks. The structure was retrospect by a focus 

group within the School of Information and 

Communication Technology (ICT) at the Nelson 

Mandela Metropolitan University (NMMU). 

The framework has been developed to assist an 

email client in understanding and recognising 

whether an email is legitimate or spoofed. It 

proceeds as a flowchart and escorts the user via 

nine steps. The emails will be declared safe only if 

the questions are answered “no” (except for the 

last) and a “yes” answer to these questions could 

increase the probability of an email being hoax, 

shown in Figure.5 

Figure 5:A framework to Identify Phishing Attack 

[9] 

The figure illustrates a series of nine steps that an 

email user should ask him/herself before 

responding to the mail in order to analyse whether 

the recipient is trustworthy or not. 

Framework as a Software Tool 

The proposed framework focuses on improving the 

way in which any irregularity existing in an email 

can be reported back to the email user. To increase 

the security level of incoming messages and convey 

the results to the user, specific colours can be used 

to classify emails as safe or harmful as described 

below in figure 6. 

 

 Figure 6:Indicating security level of received 

emails in a minimalistic manner [9] 
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Green colour depicts that the mail is safe, orange 

depicts the mail as suspicious and red depicts that 

the mail is most likely a phishing attack. These 

colour code could help in deciding a probability 

score and classifying the ranges for safe (green), 

suspicious (orange) and harmful (red). 

The recommended framework stick to the 

mechanism of offering assistance through user 

interface to email clients regarding dubious data 

fastened in a certain email, which reasonably could 

make user prone to phishing attack. Via this 

research model, email users can interpret and 

distinguish prevalent and projected phishing 

attacks.The paper reference troubles that the 

mediocre Internet user demands a baseline level of 

online security awareness and subsequently it has 

been devised that Email client serves best for 

spreading awareness to the idea of phishing attacks. 

 

II. FINDINGS 

 

Through this exhaustive study we find the various 

anti-phishing schemes are proposed in the literature 

that introduces different methods to combat 

phishing. These methods proposed by prominent 

authors yield salient findings which are as follows: 

 

1. In the above study, majority of the anti-

phishing techniques concentrate on 

webpage, URL and email. 

2. Integrated approach accounts nearly all 

major areas that are vulnerable to 

phishingand experiments showed that 

LinkGuard can identify up to 96% 

unfamiliar phishing attacks. However, it 

may provide false positives as employing 

dotted decimal IP addresses in place of 

domain names may be preferred in few 

special conditions. 

3. The anti-phishing techniquesproposed in 

the year 2011 and onwards, introduced 

better techniques with step by step process 

of email filtering and provided higher 

accuracy and precision in identifying 

phishing attacks with lower rate of 

errorsand proved to be highly efficient. 

4. Anti-phishing approach based on character 

may out-turn false positive however, anti-

phishing approach based on content never 

out turns false positive. 

5. Since different methods concentrate on 

their specific targets and their performance 

is closely associated to the application 

scenarios, no algorithm can be regarded as 

best in the field of phishing detection. 

On the basis of this exhaustive review the findings 

show that the solutions provided to combat phishing 

are efficient and act as an important and useful 

constituent to avoid phishing. However, none of 

them solves the authentication challenge completely. 

More work is required in increasing the 

authentication for user and enhance web security. 

III. CONCLUSION 

 

The various anti-phishing techniques proposed by 

miscellaneous authors are discussed in this paper. 

All these techniques provided assistance to email 

users in identifying phishing attacks to some extent. 

Though a lot of efforts have been made, the threat 

of phishing attacks could not be mitigated. One of 

the important reasons for failure of such anti-

phishing techniques in providing full security is 

because the hackers always come up with new 

tactics to break into a user’s account. In this 

exhaustive review paper, the findings showed the 

various techniques and their accountability. The 

solutions provided to combat phishing are efficient 

and act as an important and useful constituent to 

avoid phishing. However, none of them solves the 

authentication challenge completely. More work is 

required in increasing the authentication for user 

and enhance web security. 

 

REFERENCES 

 

1. Chandrasekaran, Madhusudhanan, Krishnan 

Narayanan, and Shambhu Upadhyaya. 

"Phishing email detection based on structural 

properties." NYS Cyber Security Conference. 

2006. 

2. Del Castillo, M. Dolores, Angel Iglesias, and 

J. Ignacio Serrano. "Detecting phishing e-

mails by heterogeneous 

classification." International Conference on 

Intelligent Data Engineering and Automated 

Learning. Springer Berlin Heidelberg, 2007. 

3. Dredze, Mark, Koby Crammer, and Fernando 

Pereira. "Confidence-weighted linear 

classification." Proceedings of the 25th 

international conference on Machine learning. 

ACM, 2008. 

4. Suriya, R., K. Saravanan, and Arunkumar 

Thangavelu. "An integrated approach to detect 

phishing mail attacks: a case 

study." Proceedings of the 2nd International 

International Journal of Pure and Applied Mathematics Special Issue

2934



Conference on Security of Information and 

Networks. ACM, 2009. 

5. Blum, Aaron, et al. "Lexical feature based 

phishing URL detection using online 

learning." Proceedings of the 3rd ACM 

workshop on Artificial intelligence and 

security. ACM, 2010. 

6. Deeb Al-Mo, Ammar Ali, et al. "An online 

model on evolving phishing e-mail detection 

and classification method." Journal of Applied 

Sciences 11 (2011): 3301-3307. 

7. Verma, Rakesh, Narasimha Shashidhar, and 

Nabil Hossain. "Detecting phishing emails the 

natural language way." European Symposium 

on Research in Computer Security. Springer 

Berlin Heidelberg, 2012. 

8. Almomani, Ammar, et al. "Phishing dynamic 

evolving neural fuzzy framework for online 

detection zero-day phishing email." arXiv 

preprint arXiv:1302.0629 (2013). 

9. Lötter, André, and Lynn Futcher. "A 

framework to assist email users in the 

identification of phishing 

attacks." Information & Computer 

Security 23.4 (2015): 370-381. 

International Journal of Pure and Applied Mathematics Special Issue

2935



2936


