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Abstract- Phishing is one of the major crimes that 

have evolved in the modern era of computers and 

information technology. These days phishing has 

become a common lure to trap naïve users. 

Phishing is basically an attempt to obtain the 

user’s confidential details to money. In this 

fraudulent activity, the user is impelled to fill up 

the confidential details such as username, 

password, CVV, credit/debit card details through 

fake websites, spoofed email, URL, malwares etc. 

In this article, a broad exhaustive review on 

phishing is presented.  There are several methods 

through which phishing is being conducted 

commonly i.e., email spoofing, instant messaging, 

fake websites, social websites, transaction pages 

and many more. This is a detailed critical analysis 

of phishing.  Here we have evaluated the scenario 

of most targeted industrial sectors, the top used 

ports hosting phishing data collection servers, and 

top-level domains (TLDs) used to host phishing 

sites. The vulnerable area and their vulnerable 

holes are detected by brainstorming traditional 

phishing attack strategy. 
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I. INTRODUCTION 

The modern digital world with its high-technology 

cloud computing, e-commerce and many other 

technologies has made lives of the people very 

comfortable and easy. By adopting these innovations 

and technology the then sophisticated cybercrime has 

evolved and has established firm hold in the society 

threatening the people through various methods. In 

the early 90s, a new technology of cybercrime came 

into existence that is phishing. For the past few years, 

it has been easily observed that Advanced Persistent 

Threats  

(APTs) of phishing and other allied phishing attacks 

have centred and focused mainly on financial and 

payment sector and eventually the public has lost its 

confidence in internet banking or E-commerce 

because their money is not safe. 

Phishing is broadly misinterpreted where the criminal 

uses social engineering methods to present 

themselves as a trusted identity. [1, 2] They leverage 

the trust to attain sensitive information needed for a 

successful transaction which includes details of 

accounts to obtain loans, or purchase products 

through e-commerce sites or directly transfer the 

money. The concept and definition of phishing may 

not seem real but the hackers and criminals involved 

in these are very successful in achieving their 

malicious goals. It is now time to wake up and step 

ahead to defend the cybercrime. Phishing attacks 

fundamentally rely upon a mixture of technical deceit 

and social engineering practices. In vast cases, the 

Phisher may impersonate or pretend as a trusted 

source and persuade the victim to intentionally 

perform a series of actions that will provide access to 

confidential information easily.In this exhaustive 

review paper, the process of phishing will be 

discussed in statistical form. In addition, here we 

review the state art of such attacks of phishing. 

Moreover, we aim to recognize the vulnerable areas 

of phishing and the various strategies used for it.  

This paper is organized as follows: Section II- define 

phishing, Section-III why to ponder on phishing, 

section-IV briefly describes the history of phishing; 

Section-V highlights most phishing targeted industry 

sectors, Section-VI discuss about the top used ports 

hosting phishing data collection servers. Section-VII 

top level domain used to host phishing site, section-

VIII briefs the vulnerable areas and their different 

misuse, Section-IX summarize the finding of this 

research and section X- concludes the paper. 
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II. PHISHING 

“Phishing” is a form of identity theft that uses the 

social engineering techniques and sophisticated 

attack vectors to harvest financial information from 

unsuspecting consumers. It is a kind of attack in 

which frauds use spoofed emails and fraudulent web 

sites to trick people which insist them into giving up 

personal information. Social engineering and 

technical tricks are fundamentally combined together 

in order to undergo a phishing attack successfully.” 

[3] “The act of sending an email to a user falsely 

claiming to be an established legitimate enterprise in 

an attempt to scam the user into surrendering private 

information that will be used for identity theft.”[4]. 

“Phishing is an word derived from the similar word 

which has the same functionality in different manner 

“fishing” [5] as a bait is used in fishing to trap fishes 

similarly a technically advanced bait or lure is used 

here to trap the so called civilized humans” 

[6].Identity theft is the basic threat of phishing. 

Security breaches could cause unauthorized use of 

accounts, damage to credibility, loss of trust, or 

embarrassment.  

III. WHY TO PONDER ON PHISHING 

Phishing is not a new thing to be known. The public 

is aware of this but does not know how to stay away 

from it. A phishing expert may seem to you very 

humble and sincere which you may not suspect at all. 

Presumably, phishing websites have high visual 

similarities to the legitimate ones in an attempt to 

defraud the honest people. Initially, phishing attacks 

were focused on the login credentials of end-users – 

with a focus on accounts such as online banking, 

PayPal, or eBay accounts and on various transaction 

pages. 

These types of attacks were typically processed on a 

large group of masses. Due to the high volume nature 

of the attack, many anti- spam solutions were quick 

to detect these messages in spam traps efficiently and 

suitably effective in filtering these messages. But if 

the occasional phishing message was missed and 

passed on to an end-user, the victims at once 

convinced the users and provided the account 

credentials without knowing the actual scenario that 

they are being trapped [7]. 

 

III. STATE-OF-ART PHISHING ATTACK 

Phishing has evolved in the early 90’s with a greater 

use of technology and human brain. Some human 

brains worked in the negative direction to make up all 

this fraud technologies for email fraud and the so 

called “Phishing”. Although the exploration of 

phishing concept occurred at the Interex 

conference,where Jerry Felix and Chris Hauck 

presented a paper called "System Security:A Hacker's 

Perspective," in which they explained a method for a 

third party to imitate a trusted service. This has now 

emerged to the latest technique of spoofing through 

the mobile phone. In this deep review paper, it is tried 

to cover all the activities related to phishing occurred 

in last 20 years. Here Table.1 is given below which 

depicts all activities related to phishing year wise 

according to IBM internet security systems report and 

APWG [2], [6-18]. This is just a list of activities 

which are in light and are huge but there are many 

small level phishing going own since its existence 

which cannot be illustrated here. 

 

 

Year 

 

ACTIVITIES RELATED PHISHING 

 

1996 First public use of the term “phishing” is 

linked to theft of AOL access credential. 

1997 First media publication warns customers of 

a new threat called “phishing”. 

1998 Phishers start to make use of message 

boards and newsgroups to attract victims. 

2000 Key loggers became popular with phishers 

for acquiring login credentials. 

2001 Popular use of email mass-mailers to 

spread phishing emails. 

Phishers begin using obfuscated URLs to 

direct victim to fake website. 

2003 Development of dedicated “mules” 

recruitment website. 

Screen grabbers used to thwart anti-key 

logger technologies. 

Phishers make use of IM and IRC. 

2004 Widespread press coverage of the phishing 

threat. 

First use of fake web banner adversely to 

attract victim. 

Phisher begin to use exploit material to 

install credential stealing malware.  

 

2005 The evolution of Pharming. 

The term spear phishing is adopted. 

Use of faked third party “secure” website 
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graphics. 

2006 First Phishing over VoIP 

2007 Continuation of a trend of HTTP port 80 

being most populated. 

2008 Desktop crimeware infection analysed 

2009 Payment Services are targeted. 

2010 Online Gaming are targeted. 

Crores of new malware sample found by 

APWG 

2011 Trojan malware has continued to 

proliferate becoming the dominant 

technology of choice for e-criminals. 

72% of new samples created are Trojan. 

2012 Top five Phishing email subject line are 

highlighted by APWG 

Phishers make use Watering hole attack. 

Phishers used .com as Top level Domain. 

2013 Phishing attack numbers. Declined 20% 

due to a precipitous drop in virtual server 

phishing attack. 

2014 Apple became the world’s most phished 

brand. 

Table1. The evolution of “Phishing” 

In the above Table 1, the evolution of phishing shows 

the rapid expansion of phishing attack. It highlights 

that every year a new technique or phishing trend 

released.A further unique feature of this study is an 

educated guessof the phishing impactof different 

types of security pillars [6-18]. 

IV. MOST TARGETED INDUSTRY SECTORS 

Phisher’s continued to attack and target the top 

financial sectors such as Apple, PayPal, and 

Taobao.com heavily at the early 20’s. figure1. Most 

targeted Industry sectors. From 2005 to 2012 

Financial Services continued to be the most targeted 

industry sector. Financial Services were eclipsed by 

the Payment Services from year 2009 to 2014.  

Financial Services in the year 2013 and 2014 

remained the second highest industry sector for 

phishing targeted activities. In Fig.1, Phisher used 

stolen account and any kind of e-commerce likewise 

to steal money & continued money laundering from 

bank account. They kept moving the money from here 

to there until it was converted into cash. Even users 

nil amount account is also valuable of them as it can 

be linked with many accounts. Through bank account 

they could lead social security number and other 

account no. It has been observed that there are several 

weaknesses in the user interface of the current 

browser system and suggest a simple extension to 

browser that may help user to Online Classifieds, 

which has emerged as a major, non-traditional 

phishing sector from 2010. ISP seems to be traditional 

and quite constant from year 2005 to 2014.Gaming 

sector was first targeted in the year 2010. 

 

 

Figure1. Most Targeted Industry Sectors 

Phishers also targeted Delivery services form years 

2010 to 2014. From the following stats it is very 

evident that Phishers are trying to put up new fraud 

technologies on new sectors which they have not used 

yet. Even Email sector is the latest one of year 2014. 

It could be analyzed by figure.1 that phishers keep an 

eye on every new technology. If the new technology 

is widely adopted by large number of masses then 

they make it as their target. The phishers adapt the 

new, latest and advanced technologies and mind 

games to implement their strategies of Phishing as 

shown in figure.1 

Below is the current statistics of Phishing sector in 

2015. At a first glance which conveys that the major 

sector targeted in the recent times is the retail & 

service providing sectors. Payment sectors are also 
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facing huge threat of phishing. The phishers round the 

globe are focusing only on making money anyway. 

[6-18]. 

V. TOP USED PORTS HOSTING PHISHING 

SERVERS 

A port number is a way to identify a specific process 

to which an Internet or other network message is to be 

forwarded when it arrives at a server. A port is usually 

identified for each address and protocol by a 16-bit 

number, commonly known as the port number. A port 

can be specified by following the URL with a colon 

and the port number. Specific port numbers are often 

used to identify specific services. A port number is 

put in the header appended to a message unit. This 

port number is passed logically between client and 

server transport layers and physically between the 

transport layer and the Internet Protocol layer and 

forwarded on. 

 

Fig.2 Top used ports hosting phishing data collection 

servers. 

On a Web server or Hypertext Transfer Protocol 

daemon, port 80 is the port that the server "listens to" 

or expects to receive from a Web client, assuming that 

the default was taken when the server is configured or 

set up. However, the server administrator configures 

the server so that only one port number can be 

recognized. As a result the things become easy. If no 

port is specified, the browser uses port 80, which is 

the default port for Web pages. Port 80 & 443 are the 

"default" ports for HTTP/HTTPS. Here in fig.2, it 

could be easily observed that port 80 is most used port 

for phishing attack. It is clearly visible from last 

decade only port 80 is being used by phishers to place 

their tactics for phishing to attack. [6-18] 

 

VI. TOP LEVEL DOMAIN USED TO HOST 

PHISHING SITE 

Internet Identity records the top-level domains (TLDs) 

used to host phishing sites. It has been observed in 

figure.3 that the majority of phishing continues to be 

concentrated in just a few namespaces. Most phishing 

takes place on compromised domain names. Here last 

two year analysis has been done where both 2013 and 

014 .COM rose up by 42% and 49%. [16-17]. as 

shown in Fig. 3.  

 

Fig.3 Top level Domain used to host phishing site 

 

VII. VLNERABLE AREAS  PHISHING ATTACK 

Vulnerabilities are weaknesses which we can 

experience when the threat occurs more than once in a 

system or facility holding information, which can be 

exploited to gain access or violate system integrity. 

Vulnerabilities can be assessed in terms of the means, 
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by which the attack would be successful.Here is the 

list which clearly explains the scenario. 

 

S.No. Vulnerable 

area 

Phishing Attack Tactics  

1 URL & 

Domain 

Identity 

 Use of IP Address 

Ambiguous Request 

URL  

Ambiguous URL of 

Anchor 

Ambiguous DNS record 

Altering the Host name 

with an IP address. 

Adding the real Host 

name with a different 

Domain 

Creating large host 

names. 

Domain Name unknown 

or misspelled but looks 

similar. 

2 Security & 

Encryption 

Use of  SSL certificate 

Certification authority 

Cookie 

3 Source code 

& Java script 

By Redirecting  pages 

Straddling attack 

Pharming Attack 

Using on Mouse Over to 

hide the Link 

4  

Web Address 

Bar 

Large URL address 

Replacing similar 

characters for URL 

Adding a prefix or suffix 

Using the @ Symbol to 

Confuse 

Using Hexadecimal 

Character Codes 

5  Page Style & 

Contents 

Spelling errors 

Copying website 

Using forms with 

“Submit” button 

Using Pop-Ups windows 

Disabling Right-Click 

 

VIII. FINDINGS 

On the basis of this exhaustive review some major 

findings are given below: 

1. Phishing is a serious threat of cyber-attack. 

From a decade phishing is continuously 

spreading in different sectors. In this paper, 

phishing state-of-art from last decade is 

portrayed in Table.1 hence it is very evident. 

2. Financial Services continued to be the most 

targeted industry sector from 2005 to 2012. 

Financial Services was eclipsed by Payment 

Services from year 2009 to 2014 which is 

shown in Fig.2 

3. Port 80 is evaluated as top used ports hosting 

phishing data collection servers from last 

decade. Port 80 is being used by phishers to 

accomplish the attack or to compromise the 

legitimate sources shown clearly in fig.2. 

4. Phishers keep an eye on vulnerable area 

because form there they make path to 

commit phishing attack. Here vulnerable 

areas of phishing are determined and their 

tactics are identified to accomplish phishing 

attack.  

5. By all the abovefacts, figures and statistics it 

could be easily observed that the number of 

phishing attacks has increased year by year 

drastically over last decade. 

VII. CONCLUSION 

This research paper has been presented to throw light 

on the various dimensions of phishing. Every aspect 

of phishing has been covered and has been explained 

with the help of suitable statistics. Phishers are 

becoming more and more sophisticated in designing 

their phony websites. Therefore, it becomes necessary 

to develop a mechanism which can combat against the 

developing new phishing attacks. More steps are 

needed to be taken to stop phishing so that the online 

transactions are safe and secure. A new boom of 

technology needs to work to save the global platform 

of E-commerce and hence make it secure. 
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