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Abstract In today's technology-driven era, high availability of opportunities for 

startups shares a relationship of proportionality with the need of development of 

a secure environment for their smooth functioning. The organizations need to 

secure their confidential data from both extrusions and intrusions. Various 

companies face a major problem of how to make their data secured and to keep 

the rivals from exploiting vulnerabilities leading to security breaches. Therefore 

there is a need for a solution which can control the flow of data moving within 

and out of the organization.  

This paper focuses on the use of features of the operating system like file 

permissions, System processes and Clipboard to control the flow of data in the 

end user system. We propose a novel software solution, DTCS (Data 

Transmission Control System) that (a) uses Clipboard monitoring to monitor 

copy (b) uses task manager monitoring to monitor running processes (c) uses 

file permissions for controlling the accessibility of files and folders. The striking 

feature of DTCS system is that it can be implemented on any type of operating 

system as it uses features which are common in all types of operating systems. 
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1. Introduction 

It is indispensable for every firm, company or organization to have a system 

which can protect the data of the organization from malicious access.  
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The major threat to data loss is the Internet. As in every firm employee have 

access to the Internet, so this leads to the need for a solution which can control 

and monitor data being accessed by the employees. In this paper, for the 

solution of controlling and monitoring the flow of data, we use basic features of 

an operating system like copy monitoring, process monitoring and upload 

monitoring. To implement this solution some already researched solutions are 

used.      

1.1. Clipboard[1] 

Clipboard is a window feature which enables movement of data from one part 

of memory to another part. All applications have access to the clipboard which 

enables them to share data with other applications. Whenever a user triggers the 

copy/cut command then that data is moved into the clipboard. If the user has 

tried to copy a file then the file path location of that file is stored in the 

clipboard. In DTCS we use clipboard monitoring to monitor which data is being 

copied and from where it is being copied. This enables the organizations to 

protect the data from being copied and stored in any portable storage device. 

1.2. Process[2] 

The process is the computer program that is being executed. In DTCS we 

monitor running processes so that only allowed process run on the system. If an 

unknown process is detected in the system then the DTCS will kill that process. 

This enables a secure environment for the organizations as hackers generally 

use some programs to steal data.  

1.3. File Permissions[3] 

Most of the operating system provides users with some access rights on the file, 

on the basis of which a user can read, write, or execute that file. By controlling 

the accessibility of the file under a different situation, the data of the system can 

be protected from the malicious activity.  
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 The Read permission grants the ability read a file. When this permission 

is revoked from the file then a user can not access that file. 

 The Write permission grants the ability to change the content of the file. 

This allows a user to create, delete and rename the files. 

 The Execute permission grants the ability to execute a file. It is set for 

executable programs, shell scripts to allow the operating system to 

execute them. 

 

2. DTCS Architecture 

Categorization of files in restricted, confidential and public area is the backbone 

of the DTCS.  

The areas are defined by the type of data they stored. The following are the 

types of data which could be found on any computer system: 

 Restricted data: This type of data is super sensitive and must be 

prevented from any unauthorized access. These data are non-modifiable 

and unreadable; due to this reason installation files of the DTCS are 

stored in the restricted area. The admin has to login to the software in 

order to uninstall the DTCS from the system.  

 Confidential data: This type of data is moderately sensitive and also 

must be prevented from any unauthorized access. The user of this data 

has limited access. DTCS restrict the malicious activity on the data by 

controlling the access rights on the confidential data by using the feature 

of file permissions of the operating system.  

 Public data: This type of data has no restriction and user has all access 

rights on this type of data. 

The block diagram in Figure 1 depicts three major components of the DTCS. 

 Categorization of Files/Data  
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 Monitoring System 

 Reporting System 

Figure 1: DTCS Architecture

Categorizations of files are done on the basis of file location in the storage 

device. The location of the 

address bar of file explorer. 

In order to prevent copying of data from one categorized location to another, 

DTCS has copy monitoring feature which always runs in background and 

checks that if the copy/cut is triggered from 

then it is blocked by clearing the content of the clipboard.

Also to access these protected files a user can

application program. To prevent this

 

Figure 1: DTCS Architecture 

f files are done on the basis of file location in the storage 

the file is determined by monitoring the file path in the 

address bar of file explorer.  

In order to prevent copying of data from one categorized location to another, 

S has copy monitoring feature which always runs in background and 

checks that if the copy/cut is triggered from the restricted or confidential area 

then it is blocked by clearing the content of the clipboard. 

Also to access these protected files a user can trigger some malicious 

application program. To prevent this, DTCS provides the feature of process 

f files are done on the basis of file location in the storage 

is determined by monitoring the file path in the 

In order to prevent copying of data from one categorized location to another, 

S has copy monitoring feature which always runs in background and 

or confidential area 

trigger some malicious 

DTCS provides the feature of process 
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monitoring, which stores the list of both blacklisted process and whitelisted 

process, which is configured by the administrator of that system.  

To monitor upload, DTCS controls the file permissions whenever activities 

related to upload are triggered such as attachments. 

DTCS maintains a log data about all these activities and whenever wrongful 

activity is detected, a report is sent to a higher authority and accordingly actions 

are taken up. 

3. Copy Monitoring 

In order to monitor which data is being copied DTCS monitors clipboard. In 

order to access clipboard we use Toolkit[4] class of java. 

toolkit←Toolkit.getDefaultToolkit();                   (1) 

clipboard←toolkit.getSystemClipboard();          (2) 

 

Expression (1)  is used to get default toolkit and expression (2) enables DTCS to 

access system clipboard. To check content on clipboard whether it is file or text, 

we use DataFlavor[5] class of Java which provides information about the data on 

the clipboard. 

1. if(clipboard.isDataFlavorAvailable(DataFlavor.javaFileListFlavor))  

2. clipBoardData←clipboard.getData( DataFlavor.javaFileListFlavor).toString(); 

3. elseif (clipboard.isDataFlavorAvailable (DataFlavor.stringFlavor))  

4. clipBoardData←clipboard.getData( DataFlavor.stringFlavor).toString(); 

 

If the content on the clipboard is detected confidential or restricted then 

DTCS clears the clipboard content in order to stop data from being copied.  
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StringSelection stringSelection← new  StringSelection(“”);                       (3) 

clipboard.setContents(stringSelection,null);         (4) 

 

To clear clipboard content, we set the content of clipboard with an empty string 

which overrides the actual data, finally, this data is being prevented from being 

copied.  

4. Process Monitoring 

To prevent unidentified applications that may run on the user system. DTCS has 

process monitoring feature which monitors running processes and always 

checks that only allowed applications should run on the system and if any 

malicious process is executed then it has the capability to kill that process. We 

use Runtime[6] class of java for getting the system processes.  

 

To get running processes, expression (5) is executed. 

Process←Runtime.getRuntime().exec(  "tasklist.exe”);                      (5) 

To kill running processes, expression (6) is executed. 

Runtime.getRuntime().exec( "taskkill /F /IM " + processName)             (6) 

 

5. Upload Monitoring 

Uploading[7] of data means to send data to the remote system so that remote 

system stores a copy of that data. This upload feature besides its various 

advantages has a major vulnerability that restricted or confidential data from a 

user system may get exploited by unauthorized personals, as they can access 

that data and upload them on the Internet, thus destroying the legitimacy of that 

company.  

Thus to solve this problem DTCS has upload monitoring feature which uses the 

following steps to prevent upload of restricted and confidential data. 
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 Firstly the type of file is detected i.e. restricted, confidential or public by 

observing the location of the file from 

explorer. 

 If the file is from the 

accessed by some upload providing application then 

permission is removed from that file thus uploading of 

restricted.  

6. Implementations 

The network architecture of an organization is shown in Figure 2 which depicts 

how DTCS can be deployed on multiple systems as well as on server of an 

organization. DTCS can also be used by standalone home users for protecting 

their data from hackers. 

Figure 2: DTCS Implementation

In order to make DTCS to function 

check Log data which is generated due to the accessibility of files by the user. 

The Log data contains a timestamp

Firstly the type of file is detected i.e. restricted, confidential or public by 

observing the location of the file from the address bar of the file 

the restricted or confidential area and it is currently 

d by some upload providing application then read

permission is removed from that file thus uploading of 

The network architecture of an organization is shown in Figure 2 which depicts 

ed on multiple systems as well as on server of an 

organization. DTCS can also be used by standalone home users for protecting 

 

Figure 2: DTCS Implementation 

In order to make DTCS to function properly, an administrator can regularl

check Log data which is generated due to the accessibility of files by the user. 

timestamp, type of data used by the user and aliveness 

Firstly the type of file is detected i.e. restricted, confidential or public by 

bar of the file 

or confidential area and it is currently 

read-only file 

permission is removed from that file thus uploading of the file is 

The network architecture of an organization is shown in Figure 2 which depicts 

ed on multiple systems as well as on server of an 

organization. DTCS can also be used by standalone home users for protecting 

an administrator can regularly 

check Log data which is generated due to the accessibility of files by the user. 

, type of data used by the user and aliveness 
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of the DTCS on the user system. If the presence of any wrongful activity is 

detected by the administrator then it takes necessary steps to counter that 

activity. When the DTCS is deployed on a standalone system then credential 

data is generated for the authorized user so that configuration settings can only 

be changed by the authorized person.  DTCS also generates a subprocess which 

monitors the aliveness of the DTCS. Whenever someone tries to kill DTCS then 

that subprocess again restarts the DTCS by also generating log data. If the 

authorized person wants to uninstall DTCS from the computer system then that 

user has to provide credentials.   

7. Applications 

The DTCS solution can be used in both organizations and for standalone users. 

It can be used in research departments of universities so that their research is not 

stolen by others. It can be used by freelancers [8] for protecting their projects 

from competing companies.  

8. Conclusion 

In this paper, we presented DTCS solution for the protection of data of an 

organization. It is shown with the help of block diagram how the flow of data 

can be controlled using upload monitoring, copy monitoring and process 

monitoring. It has also justified the uniqueness of the DTCS software solution 

as that it takes the basic feature of an operating system rather than monitoring 

the individual data packets[9] in the network by using some tool like Wireshark. 
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