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Abstract: The data collected and processed by the big data analytics systems 

using different sources and tools affects the misuse of private data and leave 

the stake-holders in a situation to examine data anonymization, privacy 

problem, and privacy patterns for data publishing scenarios. Security and 

privacy are the important concerns with data. The possibility of identifying 

sensitive and non-sensitive information over a large pool of data requires  

considering Privacy-preserving techniques. This paper gives insights on big 

data and its challenges for privacy. Data Anonymization and Perturbation are 

used for preserving the privacy of data. Privacy-preserving data analysis 

techniques like Role-based access management and Cryptographic Techniques 

are used to manage the privacy requirements in big data. Furthermore, different 

privacy models which can be considered as solutions to privacy preserving big 

data analytics are reviewed. The benefits and drawbacks of Data anonymity 

privacy models have been analyzed. 

KEYWORDS: Big Data, Privacy-preserving techniques, Perturbation, Role-

based access management, Cryptographic Technique. 

 

1. Introduction 

Big Data refers to the pool of enormous datasets that cannot be processed with the 

existing computing techniques. Big Data isn't merely information however it involves 

the information generated by the variety of gadgets or devices or applications. As an 

example, recorded Data of planes and helicopters that captures voices of the crew, 

varied recordings of microphones etc., are to name a few. Data publication is vital in 

business, academic, organizations, and medical applications (Goswami 2017). As a 

result of the issue of open platforms like mobile and social networking, in the 

distributed programming environment like Hadoop, the large quantity of data is 

being collected and processed. Big Data could be a variety of enormous and 

complicated data sets that are troublesome to traditional processing (Mehta and Rao 

2017). Big Data analytics techniques are applied on a huge amount of data that is 

characterized by 3Vs, volume (a great amount of data), variety (structured, 

unstructured, semi-structured), and velocity (rapid generation and processing of data, 

viz. Term of time or rush data). Various studies later highlighted that the definition of 

3V’s isn't adequate to explain the present huge data situation and added two more 

V’s namely variability and veracity. Thus, volume, velocity, variety, variability, 

veracity, and unclearness are the challenges facing Big data analysis. Information 

from various sources includes text files, audio files, image files, video files, etc. Data 

integration is a process which integrates data which may be structured, semi-

structured or unstructured. However, this technique doesn't stop linkage attacks. 

Several anonymization ways like k-anonymity are projected for privacy-preserving 

data sharing ways. The rest of the paper is organized as follows. Section 2 gives the 

characteristics of Big data. Section 3 deals with an overview of data privacy and 

challenges. Section 4 reviews the literature on Privacy-preserving data mining 

techniques while Privacy-preserving data publishing techniques are reviewed in 

section 5. Section 6 summarizes the review and section 7 concludes the paper. 
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   2 Big Data Characteristics 

There are 5Vs found in most literature as characteristics of big data and other 

characteristics like selection and reliability have been added later. (Goswami 2017). 

Volume: The volume of data has been controlled by the associated exponential 

growth. The unbelievable amounts of data generated each and every second from 

social media, mobile phones, cars, credit and debit cards, machine to machine 

sensors, photographs, video, etc. has been tremendous. The traditional database 

technology does not store and analyze the vast amount of data. Data is currently 

transferred in Terabytes and even Petabytes and megabytes in several enterprises. 

With the expansion of the information, we would like to re-evaluate the design and 

applications engineered to handle the data. 

Velocity: The velocity is associated with the speed, that a large amount of data are 

generated, collected and analyzed. Each and every second the amount of data 

generated increases and the techniques to capture and analyze this data needs 

improvisation. 

Variety: Different types of data are generated by different sources. The past data 

looks very different than today’s data. The structured data table fits nice and neatly. 

Now a day’s data is unstructured and semi-structured. The original big data 

technology now provides ways for structured data, unstructured or semi-structured 

data to be stored and used simultaneously. 

Variability: The Variability is distinctive in variety. A tea store may additionally 

provide 10 one of a kind blends of tea, however, if you get the equal combination 

every day and it tastes exclusive every day, that is variability. The variability in data 

contributes a great impact on information homogenization. 

Veracity: The Veracity is dependability of data or quality, for example, to think 

about social media panel with hash-tags, reduction, flaw, etc., and the reliability and 

accuracy of all content are questionable. Correcting bundles of data is of no use if the 

quality or trustworthiness is not accurate. Another useful example of this relates to 

the use of Wi-Fi data. Often the Wi-Fi will “drift” off course as you pursue through a 

metropolitan area. Figure 1 gives the 5 V’s of Big data. 

 

  

 

 

 

 

 

 

 

 

 

                  

 

 

FIG 1 Big data characteristics (5v’s) 
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Big data ranges are endlessly growing from terabytes in 2012 to equitable about 

forty-four zettabytes by the year 2020 in single data set (Lindell and Pinkas 2000). 

To discover unseen patterns and not identified correlations for the effective higher 

cognitive process, advanced analytical and image techniques of huge information are 

applied to giant datasets. The analysis of big data includes different phases including 

data acquisition, storage, cleaning, extraction, aggregation, preprocessing and 

analysis. Different phases of data analytics create different challenges. Huge statistics 

processing challenges embody no uniformity, complexity, scaling, timeliness, and 

privacy. 

3.1. Data Privacy 

This difficult space in huge information domain focuses on securing the information 

itself. To do this, privacy preservation is finished before data exchange and 

circulation and also the sensitive information should be secured cryptographically. In 

today’s digital world, privacy-preserving data processing and sharing are vital areas 

and as a result, provides the most utility of dataset while not enquiring individual’s 

privacy. The challenges in preserving data are: 

a) Privacy conserving data processing and Analytics.  

b) Cryptographically enforced information-centric Security.  

c) Granular Access management.  

The following section discusses various techniques used for preserving the privacy of 

data and publishing the data. 

4. Privacy-Preserving Data Mining Techniques-A Survey 

Privacy preserving data mining techniques have been classified under the four 

techniques of data anonymization, de-anonymization, perturbation and cryptography 

and the survey take techniques under these categories. 

4.1. Data Anonymization 

This technology transforms clear textual content data into a format that is non-

readable by human beings and also irreversible using pre-image resistant hash 

functions and encryptions. At times the data is needed to be revealed in its original 

type publicly. Information might not be encrypted and flustered, but still, some form 

of precaution ought to be taken before changing emotional data in terms of 

anonymization. This is often a form of generalization of some attributes that protects 

against identity revealing. Anonymization will be achieved by different ways of a 

generalization, suppression, information removal, permutation, swapping etc. K-

anonymity technique supports various methods like l-diversity, t-closeness, k -

anonymization, (α,k) obscurity, p-sensitive k-anonymity, (k,e) obscurity (Mehta and 

Rao 2017). Their work provides an in-depth survey of anonymization ways and 

conjointly illustrates drawbacks in k-anonymity. A method supported genetic 

formula is applied to the disguised data for locating a higher set of it. The set is 

replicated to get revealed dataset that satisfies the k-anonymity constraint. 

4.2. De-Anonymization 

De-anonymization is an inverse method in which facts which are anonymous are 

refereed with records from other sources to identify the anonymous data source. 

Generalization and perturbation are the two most often used anonymization processes 

particularly relational databases. 

 4.3. Perturbation 

Perturbation ways will be classified into chance distribution class and glued 

information perturbation. Chance distribution permits adding noise supported by 

some identified distribution pattern as a mathematician. The information distortion 

techniques just like the addition of noise, from some identified distribution, 

randomization, and condensation are applied. Perturbation ways are like-minded in 

each central commodity-based computing furthermore distributed 

situation(Machanavajjhala et al. 2007). A distinct form of perturbation known as 

Geometric information Perturbation (GDP) is predicated on the service-oriented 

framework and is mentioned in(Sproule and Vachon 2015). In Literature (Liu 2008) 
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a perturbation-based technique that builds a classifier for the first information set 

from the flustered coaching dataset by skipping the steps of reconstructing the first 

data distribution is mentioned. 

4.4. Cryptography 

The approaches mentioned in the previous sections are applicable once information 

will be disclosed on the far side the management of the information assortment 

method. If the information is distributed across multiple sites that are wrongfully 

prohibited from sharing their collections with one another, it's still potential to 

construct a data mining model. They assume that there's two information supply and 

permits every information supply to work out missing values while not sharing any 

data concerning their information providing complete privacy preservation. 

Cryptology techniques are extensively studied in a very distributed setting. The 

Oblivious Transfer is employed because of the basic building block in(Kumari 2017). 

Another economical privacy-preserving protocol is delineated which offer an answer 

for the particular downside of distributed ID3. The implementation of those protocols 

is by mistreatment hard-wired circuits. Secure multiparty computation (SMC) could 

be a technique that may not be used to maintain privacy in several distributed data 

processing environments. SMC will be supported by three general kinds of 

techniques: homomorphism encoding, circuit analysis, and secret sharing. 

5. Privacy-Preserving Data Publishing Techniques – A Survey 

Privacy preservation could be a major issue for large data processing applications. 

The Privacy-Preserving data publishing has two phases: Data collection and Data 

publishing. In Data collection section, the data set is collected by data publisher from 

data owner. Then the raw data sets collected is processed and within the data 

business enterprise section, the processed dataset is distributed to the information 

recipient. Before a dataset is out for alternative parties, the likelihood of 

characteristic sensitive facts regarding human beings is reduced by way of some 

privacy-preserving technique. This is often regarded as the disclosure-control 

downside (Lei Xu et al. 2014).Two Approaches for Privacy- Preserving Techniques 

are role-based access management and cryptographic technique which are reviewed 

in the following sub-sections. 

5.1. Role-Based Access Management 

Prescribing access to the facts with the aid of including certification or getting access 

to the records entries so that sensitive data is accessible to only a limited and 

authorized consumer groups solely. Challenge right here is that no sensitive data will 

be misconduct by means of unauthorized people and so secured certification or get 

right of entry to management mechanisms should be designed. 

5.2. Cryptographic Technique 

Sensitive data fields ought to be anonymized in order that they can't pinpoint a non-

public record. The utmost challenge here is to incorporate randomness into the 

information so as to achieve the desired privacy (Kumari 2017). Varied proposals are 

designed for privacy conserving of information whereas business enterprise. These 

proposals will be divided into two categories: One is to attain the privacy 

preservation by utilizing the ways of chance or statistics within the case of the 

applied mathematics properties of the ultimate information and classification 

properties are unchanged, like agglomeration, randomization, sampling, cell 

suppression, information swapping and perturbation are designed for data publishing. 

The opposite is predicated on data obscurity model wherever the often-used 

technique is mistreatment of non-specific data rather than lot of sensitive and specific 

data i.e. the generalization of the knowledge. During this paper, the main target is on 

information anonymization technique. 
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Table 1 Summary of the Survey on Privacy Preserving Big Data Analytics 

Sl.No Reference 
Algorithm/ 

Techniques 

   Data-set 

used  

Results/ 

Observation 

Proposed 

Future 

Enhancement

s 

1 
(Kachwala and 

Sharma 2015) 

Privacy- 

preserving  

data mining. 

 

Social media 

Generic data 

Good insight 

on big data is 

obtained 

To reduce the 

anonymity of 

data. 

2 
(Mehta and Rao 

2017) 

K-

anonymizati

on 

 Synthetic 

data 

Data size 

increase 

Scaling the 

algorithm for 

privacy-

preserving big 

data analytics. 

3 (Feng et al. 2016) 

k-nearest 

neighbor  

KNN 

To analyze 

large amounts                  

of data 

generated by 

the sensors. 

Analyses the 

sensitive data 

and checks if 

the data is 

preserved. 

A better 

computing 

platform is 

required 

5 
(Chandra and Yao 

2004) 

DIVACE 

algorithm 

Australian 

credit card 

assessment 

dataset and 

Diabetes. 

Better 

performance 

accuracy is 

achieved. 

The two 

algorithms are 

can produce 

accurate and 

diverse data in 

multi-objective 

approach. 

6 
(Gosain and Chugh 

2017) 

Anonymous 

Using 

encryption 

technique. 

Synthetic and 

real dataset 

Given a 

detailed 

comparison of 

synthetic and 

real dataset. 

The two 

algorithms are 

Data fly and 

Mondrian 

algorithm based 

thirteen 

parameters. 

7 (Liao et al. 2013) 

Parallel K-

means 

algorithm. 

Data sets with 

different sizes 

per iteration 

for both 

parallelization 

and 

serialization. 

Higher 

processing 

speed and 

stability 

Distance 

measure strategy 

needs to be used 

to parallel K-

means 

algorithm.  

 

8 
(LeFevre et al. 

2006) 

k-

anonymizati

on 

Patient Data 

Multi-

dimensional 

algorithm 

produces 

higher- 

quality and 

than best 

single 

dimensional 

algorithms 

To predict 

multiple 

attributes and 

multi-

dimensional 

recoding model 

9 (Gursoy et al. 2017) 

privacy-

preserving 

learning 

analytics 

(PPLA) 

Educational 

data 

The utility 

feature of the 

privacy added 

statistics is 

similarly 

preserved. 

Reducing the 

data analysis to 

low-level 

queries 

 

 

6. Discussion 

Table 1 summarizes the privacy-preserving big data techniques. In this paper, the issues and the 

privacy techniques are analyzed for further research purpose. (Kachwala and Sharma 2015) 

discuss the privacy-preserving data mining techniques on social media and marketing dataset 
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which is a massive data and reduces the anonymization. (Mehta and Rao 2017) discusses regarding 

various data size enhancement by the data sets like synthetic and patient data. The privacy-

preserving big data enhancement for large-scale K-Means Algorithm suggests that algorithmic rule 

use to extend the data volume. (LeFevre et al. 2006) discusses the two algorithms square measure 

data fly and Mondrian algorithm primarily based on thirteen parameters and gives their 

comparison. These techniques, methods, and algorithms facilitate to prevent the privacy-related 

issues globally. However, most of them analyze the data privacy based on many methods 

particularly privacy-preserving data mining techniques. But most of these discussed techniques do 

not support anonymization for big data analytics. Therefore this is identified as the major issue 

which can be considered as research gap in privacy preserving big data analytics. 

This study reveals that some of the following gaps are found in the above-discussed 

survey and those gaps should be filled with by identifying or finding the suitable 

solutions with the help of the existing experts of this field for the future prospects. 

Research gaps identified by the survey are listed below: 

1. To find the potential threats to data so as to reduce or prevent them. One of 

the simplest ways to incorporate Privacy-preserving data mining techniques is to use 

Principal elements analysis Filter (PCAF).  

2. Using different types of dataset square measures to protect the sensitive data 

and unrestricted data needs to be explored.  

3. Privacy-preserving data mining and business enterprise techniques need to be 

explored to regulate the anonymization for various datasets and varied environments. 

4. Using K-means algorithm to cluster the data thus reducing its size and reduce data 

anonymization. 

8. Conclusion 

The privacy of Big data is the necessary issue in the digital world of today, where the 

data are created, accessed and shared extensively with each other. It is now 

mandatory to promise the privacy of big data analytics. Privacy measures now 

provide emphasis on the uses of data as an alternative of data collection. Techniques 

like data anonymization can be utilized in big data. But the challenge lies in scaling 

the algorithm as the variety and volume of the data increases. The possibility of the 

decryption to re-identify data also increases. Thus, anonymization has limited 

capacity in big data privacy domain. Furthermore, there is no individual technical 

solution to preserve the privacy problem. We try to make it convenient to recognize 

anonymization to any type of data technique. 
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