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ABSTRACT : 

 Nowadays the RFID system and its middleware are an upcoming topic to implement a new 

type of software infrastructure for the network layer. It communicates the RFID data between an 

Auto ID (tagged) system and enterprise applications namely ERP, CRM, SCM, etc. that are at local 

enterprise servers or remote cloud machines. With the faster realization of smart environments in 

hotels, homes, and hospitals, there is an intensive drive for RFID-based applications.  But the 

lingering problem with RFID data is it might contain false or duplicate readings due to the fast 

discovery of tags. Such a data shouldnot be used unswervingly by the applications unless they are 

riddle away. To reimburse for the predictability of RFID statistics streams, the  RFID middleware 

exploits a cleaning  process with accurate tag estimation method. The filter size is calculated in 

terms of tags estimation process. This provides massive RFID data and is made possible by 

connecting the RFID reader to the self-aware, connected and digitized entities. So typically RFID 

middleware becomes very sophisticated to generate the reliable data streams in the physical world 

by integrating the RFID system with it. In this paper, we have brought in a novel solution for highly 

dependable connected Systems through the Dynamic Frame Slotted Bloom filter and shown that 

the solution works well through a use case and its implementation.  

 
Keywords: RFID, duplicate reading, automatic identifications,Data Structures, Bloom Filter and Internet 

of  Things (IoT) 

 

1. Introduction 

In various applications, the RFID system [1]shows its inherent capabilities and potential benefits. 

But it needs to overcome the issues before processing RFID data. The duplicate readings of an 

RFID system with passive tags  are generated vigorous in huge data stream [2,3] and the duplicate 

data can misguide the application users.  Due to the duplicate readings of an RFID reader, the 

system becomes   unpredictable and gives an excess load to the system. This becomes a serious 

issue because it consumes more power, network bandwidth, etc.  It is then necessary to solve the 
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problem of duplicate readings by using a filter. After smoothing and cleaning, it stores the cleaned 

data which is free of troublesome noise. The filter processes the data before the user can use it for 

his/her specific application [4]. In most of the filters, filter size and the Sample storage are linearly 

dependent. The size of the filter must be licked out at the beginning to trust the filter so as to fall off 

the limitation by creating a Frame Slotted Aloha (FSA) system. The size of the frame is derived 

from counting how tags are used. Inside the system, the filter does not know the status of the tags, 

hence the filter is unable to detect the RFID data. After the filtration, the residual message will fill 

the buffer and the filter will be unable to detect the data. [5,6] So the dynamic framed slotted 

ALOHA (DFSA) is proposed to inform the frame size is expressed with time slots. In DFSA 

system,[7,8] each tag selects an arbitrary time slot and sends its identification to the reader. If the 

intial frame size is less th the detected nuber of, the reader enters into a idle state. Simultaneous 

passage of signals on the reader can occur a collision, to prevent this and to improve the efficiency 

of the system, the RFID middleware is designed with slotted aloha bloom filter. The RFID 

middleware[9,10] becomes a hot topic which supports data communication between electronic 

equipment and enterprise applications. In this way, the RFID reader is connected to all kinds of 

digitized objects (IoT) to achieve the integration of society and organization.[10] Computing 

resources and super-massive storage of RFID data, both of them enable the correct identification of 

any user or IoT object using a standardized RFID middleware..By providing the link between the 

RFID readers to any IoT entity, the readers can recognize, trail and scan the items attached with 

tags worldwide in real time. The  significant step of  RFID middleware incorporating with   IoT  

environments to provide more reliable data that  should have the basic functions such as  the 

compatibility of different readers, its own API and security of meeting accurate data, filtration, and 

broadcast. If the filter size doesn't describe earlier the filter does not allow deletion of data and it 

makes the filter very difficult to detect the data. The overflow of the filter will generate a lot of 

false positive causes to collisions.  So always remain the invariable margin for synchronization. 

Hence, in this paper the proposed technology says the new trend of RFID   Middleware with frame 

slotted   bloom filter on IoT in Perception layer. 

2. Background Work  

The related work includes various parts. First it informs the status of the tags to the filter and 

explains how the data are communicated with start and stop bits. Next, it explains the algorithm 

flow and Pseudo code of the proposed methodology.     

2.1.1 Dynamic Frame Slotted (DFS)systems 

The transmission protocol defines how the instructions are swapped between the reader and the 

tag in bi-directions. Data is organized by bit-oriented and the number of bits transmitted in a frame 

is a multiple of eight).Both the reader and tags are communicated each other with the End-of-Frame 

(EoF) and Start-of-Frame (SoF) as shown in  figure 1   

 

 

 

 

 

 

 Fig. 1:  Dynamic  slotted Frame with start and stop bits 
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Each tag is select the random slots in a frame.  When the serial data is received  from the tag and 

the no of tag is estimated by the no of slot occupied by the tags. In this algorithm the dynamic 

frame size is defined by the start and end byte of data 

 

2.2 Tag Computation of RFID system  

 

The statistical concentrators are used to avoid the wasted time slots then arrived no of tags are 

calculated and sheepish to the filter earlier. 
 

Table 1  Tag Computation to improve the efficiency 

 

 

 

 

 

 

 

P(N K) that an random slot is a discovery slit (i.e. exactly one tag transmits during that slot) can  
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Definition of Ms(n, K) is very important, if an exact analysis of the slotted Aloha operation is 

required. There are two cases to be considered. They are, 

 
3.Proposed  Work  

 

In wide range of RFID applications, the RFID system that needs to overcome the issues  of data 

redundent before storing it on the internet. The duplicate readings of an RFID system with passive 

tags  that gives a  duplicate data that can misguide the application users.  Due  to this duplicate 

readings the system becomes unpredictable and gives an excess load to the server. This becomes a 

serious issue because it consumes more power, network bandwidth, etc.  It is then necessary to 

solve the problem of duplicate readings by using a filter. In such a way by connecting the RFID 

system on the Internet  is called internet of things (IoT) which is a worldwide road and rail 

network, connecting physical and virtual objects by exploiting data capture and e-mail capabilities. 

It forwards a particular object’s data for identification process and towards the development of 

autonomous cooperative services and it’s applications. In existing systems, the mobile and 

laptop/PC is called as smart devices because it only connected to the internet on network basis but 

now the connecting process is based on the code, Edge connecting device and link. So wireless 

sensors Network (WSN), Electronic Data Interface (EDI), Global Position System (GPS), and an 

Notation  Description  

N    Quantity of Tags 

K Sum of slots /Frame 

M(N,K) Total number of tags that can be recognized  

P (N,K) Only 1 tag has transmitted with its ID 
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intelligent device such as camera and RFID system are also connected to the internet. Among these 

RFID is grown-up in Real-time location system because, the RFID middleware is an innovative 

application software to distribute a data between automatic recognition equipment (like RFID 

readers) and enterprise applications. It consists of data warehouse with clean data which is filtered 

by a bloom filterSo based on the advantages the Industrial classification Market share wear an 

RFID technology as a communication device in IoT with 22% of perception layer. 
 

3.1 RFID  layers on IoT Platform 
 

It is categorized on very high degree of independent data capture, network connectivity, and 

interoperability. The  IOT system architecture consist  four layers as follows. 

 Perception layer: It is a core layer of IoT and collects the RFID data from the perception layer and 

delivers to the network layer.  

 Middleware layer:  It is communication layer of the RFID reader data to the data base server 

 Network layer:  It is also called a transport layer as it provide apparent data transmission to the 

RFID middleware, WiMAX, and Ethernet, etc.  

 Service layer: It is named as application layer, resides the sub-layers of data management 

application service to provide the Machine To Machine service.  

 Application layer: also known as the statistics layer of data processing  which might be either  

application or   datat catalogue. In IoT, the RFID Middleware kick off every readers and tags deeds  
 
3.2  RFID   Bloom  filter  

The existing data redundant RFID algorithms are used to reduce  the burdens of the  bloom filter 

only for the superior system.  But the  proposed RFID bloom filter algorithms are  efficient to avoid 

the data redundant for the  new arrival of tags..  

 
Fig.2:    RFID -  Bloom Filter on IoT 
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If the data dismissal was not separate, three loads will come into sight and affect the system 

bandwidth, data processing, and data storage. Due to this   reason filtering is the essential task of 

RFID middleware. RFID middleware is an innovative application software to distribute a data 

between automatic recognition equipment (like RFID readers) and enterprise applications. It 

consists of data warehouse with clean data which is filtered by a bloom filter. So the filter size is 

priory known to filter to reduce the execution time. So the proposed module is designed to carry out 

the task by means of Dynamic Frame Slotted ALOHA. This method is used to remove the duplicate 

readings and noise to improve the efficiency.  To achieve this, the  pre-computation algorithm 

scheme, which realizes competent identification of the little amount of memory by storing. The pre-

calculated outcome of the tags is stored in Bloom filters. It gives better results and always 

maintains the constant margin for synchronization. The estimation of tags is calculated by event 

listing and event encoding methods. The filter does not permit deletion which actually makes filter 

easier to become “full” and create a lot of false positives. The following methodology  shows the 

nucleus functions of RFID middleware are predictable by filtering and data processing yet the 

logical readers composed a large amount of original data, consequential data for end users only in a 

tiny proportion The RFID system as a communicating device on IoT is to send a data to the 

network layer. By introducing adjustable Frame Slotted (DFSA) in RFID system to improve the 

efficiency and reduced the execution time of RFID system. The communication device will deliver 

the filtered data to the application layer by a smoothing and filtering method for reliability. In such 

away it will detect, track, and direct the scope of items.  
 

4. Result and Discussion  

The execution time is much more reduced and the efficiency is increased.The similar and dissimilar 

instructions are qualified by  no of times  calling  the instructions. Among these filters,the BF and 

SBF does not any knowledge of the tags so it take more time to tdentify the status of tags But  the 

proposed method (DFS) gives the better result in execution time, because the number of arrival tags 

isestimated and it is informed to the filter before sendingdata to the reader 

4.1   Bloom Filter Time Complexity 

The  results of various filters  are evaluated on different cases  with comparison of execution time 

with no of tags obtain in a frame.The result are discussed in various cases because of  instructions. 

The similar and dissimilar instructions are qualified by  no of times  calling  the instructions.  
 

 
Fig. 3:  Execution time for Bloom Filter (BF) 
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4.2 Scalable Bloom Filter Time Complexity 

 

Case 1 Similar instruction (Num2 str) is called by an equal number of calls  with one digit variation   

during execution in bloom filter and scalable bloom filter  and have the same execution time which 

is proved in figure 5and figure6. Because the filter  does not have the knowledge of the tags and 

filter size is not defined earlier 

Case 2   The dissimilar instruction such as sortrows  filplr which is used to count the no tags in 

terms slots. But it is not pre-defined during execution time. so the difference of calls  between the 

instructions is  same  for  conversion  and it is varied for  other instructions.  It will take more time 

for execution in BF and SBF as shown  in figure 3 and figure 4. 

Case 3 

The special instruction fliplr and cls which are used in SBF to shortlist the tags in fixed time slots 

basis. So the number ofcalls for remaining instructions will take a lot of time. Compared with 

bloom filter it gives the better result since all time the initial value of the frame is checked with 

frame size. 

 

 
 

 

Fig. 4:    Scalable Bloom filter  execution time 

 

Case 4 

 

The above three cases carried out the instructions with fixed time slots the no tags arrived is not 

predicted so the filter size is not planned   in proper way for   the filter design. So the buffer 

becomes full we cannot delete it. The no calls and execution time for that instructions are also 

increased  The various size of the frame is a pre-defined function of the filter. Then it is used to 

reduce the execution time by calling the instruction only one time 
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4.3 Time complexity analysis for  Dynamic Frame   RFID filter   

 

 
 

Fig. 5:  Execution time for  RFID -Dynamic Bloom filter   

 

4.5 Comparison of fliters  

 

 
 

 

Fig.6:  Execution time taken by the Instuction -1   in  all filters 

 

Case 5  
 

The comparison results of  selt time and total execution time of three filters. The time 0.168 S  is 

the difference of self execution time of BF and SBF . But dynamic BF for  RFID got  the time 

difference is 0.008s only . For example the sample instructions  BIN2DEC.fliplr as shown in figure 

8  and figure 6. 

 

Conclusion  

Enhancing the trustworthiness and timeliness of RFID data on IoT is a very important requirement 

for arriving at approving insights and loyal applications. Due to various reasons, it is highly 

possible to get wrong data. Subjecting duplicated and error data for various deeper and decisive 
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investigations results imperfect decision, which ultimately leads to catastrophic systems.  The 

proposed method is both, precise and robust which has the potential to rapidly guesstimate the  

value of tags with the precise frame size. Thereby the reliability of the systems is significantly perk 

up.  The  Performance and the  graphical  analysis of  DFSA algorithm turn out  the  execution time 

in  stylish approach while eradicating and eliminating any kind of impure and unambiguous data at 

the source level.` 
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