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Abstract: - In this paper, we discuss the significance of 

the security and other online threats for different 

working arena. A cloud computing is an online storage 

providing by the service providers where the users may 

upload and retrieve data from the cloud storage. It has a 

built-in control system called as self adaptation control 

but it has an insufficient security. Since, the security 

threats are like Date Breaches (DB), Insider Threat and 

Denial of Service attacks cannot be controlled by this 

available built-in system. Lot of security based 

algorithms is developed and is being used to prevent the 

attackers and to protect the user data. Whale Phishing 

(WP) is considered as a high level security attack in 

cloud domain. Since, an ignorance of online attack is the 

most specific reason which may let down the user in 

trouble. So, this paper discusses the various security 

methods involved in networking and cloud computing 

environments. 

Keywords: Data Breaches (DB), DDoS Attack, Self 

adaptation control and Whale Phishing (WP). 

 

   I.  INTRODUCTION 

In present working environment there is lot of security 

threats and methods are still involving to steal the user’s 

data from the secured data centers. Since, they have well 

secured infrastructure for their data centers to make a 

security shield. Here, the attackers may not have a direct 

access to the network, because some of the internet 

security programs are not allowed them to get access of 

the network. In network environment, we expect approx 

98% of the security system which may involve to 

protecting the network. So, the attackers may be using 

different attacking methods [1] to break the security in 

the network. A Distributed Denial of Service (DDoS) 

attack is an attempt of dividing the online service 

occupied by overwhelming it with traffic from different 

sources. They may use to grab the user’s attraction by 

using online advertisement, fake websites and online 

phishing. The basic aspects of the cloud computing is 

like a shared resource, privacy and access control and 

management identity.  

Basically it has three different types and named 

as (i) Infrastructure as a Service, (ii) Platform as a 

Service, and (iii) Software as a Service. We could say 

that most of the data centers are based on cloud 

computing and it is connected by various cloud providers 

for their habitual usages. These providers are very 

conscious in terms of detecting vulnerable and malicious 

paths of the network and it is treated as a high priority. A 

recent development in networking domain is known as 

cloud storage. Cloud computing security operations may 

handle the security controls and the cloud provider will 

integrate to keep the customer's data security, privacy, 

integrity and fulfillment with necessary actions. Here, a 

data backup may be done by some high prior situations 

like security breach. Look at the figure 1, it shows the 

different backup plans [2] may be involved to protect the 

data. They are likely known as (i) Primary backup plan, 

(ii) Extended backup plan. Apart from this we have 

incorporate with some other backup plans. 
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Backup Plans  

 

 

 

Differential Backup 

Figure 1: Server/Client request attack Packet flow 

(i) Incremental Backup: 

 This incremental backup plan may be used to 

identify the data before its getting backed up. Because, 

the resultant of the detection, only a changes in the 

existing data is only consider to take a backup. So, it 

may not be a possible of over writing the data and it will 

minimize the data backup time. Also, it will occupy the 

minimal amount of storage.  

(ii) Differential Backup: 

 Its may also called as full backup. Because, 

once it’s find the data changes in the existing backup 

then the whole data backup will be taken. So, it’s 

required huge amount of data storage at every instant. 

Also, it may take an excess amount of time to complete 

the entire process. 

No 
Backup 

Event 
Full 

Incremental 

(Bkup) 
Differential 

01 Event 1 Whole Nil Nil 

02 Event 2 Whole 
Alteration from 

Event 1 

Alteration 

from Event 
2 

03 Event 3 Whole 
Alteration from 

Event 2 

Alteration 
from Event 

2 

04 Event 4 Whole 
Alteration from 

Event 3 

Alteration 

from Event 

2 

Table 1: Server/Client request attack Packet flow 

 In above the table 1, shows the comparison 

chart of different backup events. Here, a full backup 

event performs at least once in a while. The partial 

backup events are depends on both incremental and 

differential backup event results.  

II. RELATED WORK 

2.1 DDoS Attack Detection Methods: 

DDoS attacks are very simple to implement in 

any type of network without user’s knowledge. But, all 

the attacking methods are not able to access the network 

until it will be disturbed or accessed by the user. It may 

also be called as cyber rating attack where the users may 

be blocked to use the internet services temporarily. 

DDoS attacks are very popular in terms of targeting the 

destination machine and make it unused from the user. 

Also, there were lot of algorithms [3][4][5] & [6] have 

been proposed already to prevent and detect the DDoS 

attack.  

DDoS Attack Detection Algorithms 

  

Matching 

Pursuit 

(MP) 

IPFV IP Entropy 
Entropy 

Computing 

Figure 2: DDoS detection algorithms 

In above the figure 2 [3] & [4], shows the different 

DDoS detection algorithms.  

2.1.1 Matching Pursuit:  

In matching pursuit (MP) [3], an intruder may 

send large volumes of connection requests to disturb the 

server environment. In this case, a program may be 

constructed to send synchronization (SYN) packets to the 

target machine, and then it will reply with another packet 

called as SYN/ACK. This may confirm the 

understandable communication between the sender and 

receiver. In figure 3, shows the client-server 

communication with method. 

             SYN        ACK GET RST  SYN         ACK GET RST 

Client 

 

 

 

 

 

 

Server 

 

Figure 3: Server/Client request attack Packet flow 

The server should wait for a response from the 

source machine that may not arrive. The fake connection 

request may eventually get time out, but in some case, 

this connection is not available to the valid users. If 

enough malicious SYN packets are being sent then there 

may the chance of utilizing all of the available 

Incremental Backup 
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connections effectively and also denying any valid 

connection requests is being received. When an attack 

begins from a particular private device then the cloud 

security aspect of the cloud service can simply block its 

IP address. The traffic may be arrived at the cloud 

network firewall at any cost. However, when these 

attacks are distributed across a large number of devices 

then a simple blocking technique will not work since it’s 

doesn’t have an IP address to block. DDoS may be 

launched by using its botnets,  

    “Botnet: - A group of identical internet service inter-

connected devices are combined together to break the 

network or user authentication and to support or obey 

the attacker’s commands.” 

These botnets [7] are used to disturb the 

destination server and make it as a useless or busy 

network by making abrupt traffic. There are some well 

trained security applications will be used to detect the 

root machine of the botnets. These botnets are detected 

by some well known algorithms shown in figure 2. 

Usually all the slave botnets are controlled by any one of 

botnet from the slaves list and it may call as command 

control device. Also, it’s not as much as easier to prevent 

or detect the root botnet. Though, it would be found and 

prevented by the security applications then rest of the 

botnets may invite any one of the slave to take this 

responsibility to continue the process. All the slave 

botnets are eagerly ready to accept this request. To avoid 

this unexpected attack, a backup plan must be 

implemented to take the backup of the data before its get 

infected. In table 1, shows the frequency level of the data 

backup occurred in different scenarios. 

2.1.2 IP Address Features Value (IPFV): 

 Jieren Cheng - States that the existing detection 

methods of DDoS and its attack flow such as abrupt 

traffic change, flow dissymmetry, distributed source IP 

addresses and concentrated target IP addresses. The 

concept of IPFV [4] and a detection method for DDoS 

attack and the characteristics of network flow states 

varying with the time described by IAFV time series. 

Identifying DDoS attack is somehow corresponding to 

describing IAFV time series. From the two samples like 

normal flow and DDoS attack flow along with SVM 

classifier may be established to detect DDoS attack. 

 

Figure 4: IPFV network flow 

In figure 4 [4], the result shows that the method can detect 

the DDoS attacks by use of its effective normal network 

flows, raise-in detection rate and diminish the false 

alarm rate. These three parameters are considered as 

very important factors involving in IPFV method. 

2.1.3 IP Entropy:  

  Wang Xintong – States hierarchy flow of 

detecting DDoS attacks by establishing the IP Entropy 

[5] model by its different membership functions of both 

setting flow and entropy threshold. The resultant of the 

described algorithm shows the accurate DDoS attack 

detection method and a new powerful way of segregating 

DDoS flow from unusual traffic flow. Hence, it has 

shown the improvements in rate and efficiency of the 

detection method.   

2.1.4 Entropy Computing: 

 Liying Li – States that the entropy monitoring 

algorithm [6] is used to detect the DDoS work flow. 

Herewith, he as proposed two different efficient entropy 

detection methods is likely (i) Cumulative, (ii) Time-

based entropy methods. Here, an output of the 

cumulative entropy detection shows the effective 

detection potential in terms of assigning threshold key 

value. Moreover, he introduced the new concept of time 

cumulating method in time-based entropy with the help 

of tolerable detection time of the system may detect the 

DDoS by not including a threshold value. 
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Figure 5: DDoS detection process 

When u(t)=0, the degrees of network flow belong to 

"big" is 0, consider there is no attack; when u(t)>0, 

network flow belong to “big”, consider it is the suspect 

points of attack, start the attack process. DDoS attack 

detection process is shown in Figure 5 [6]. 

2.2. Tunneling Network: 

  It is the process of bypassing the public network 

and transmitting the packets from private network to 

private network via public network. Here, table 2 shows 

the default four packets by ICMP [21] and these four 

packets are sent and controlled by Internet Control 

Message Protocol (ICMP). Generally, a TCP may 

provide protection to their network in terms of flow and 

error control mechanism. Since, the packets in the 

network may not be able to address the location of the 

target machine. Because, they might be using tunneling 

protocols [8] [22] for their network to by-pass the 

traditional TCP network. So, they are in need of some 

tunneling protocols like Point to Point Tunneling 

Protocol (PPTP) and Layer 2 Tunneling Protocol (L2TP) 

[13]. A traditional routable protocol [9] is used in TCP 

network to send and receive the packets from various 

destinations. There are two different types of protocols 

[12] are used to establish the network. 

1. Routable Protocol 

2. Non - Routable Protocol 

For routable protocol, it must have device address and 

network address for their network. In non routable, it has 

only the device addresses of the network. 

2.2.1 Routable Protocols: 

        These protocols are used to send or receive 

the packets from one network to another network. Since 

it has two addresses those are network address and 

device address. Both the addresses are used to identify 

the location of the target machine. The device address is 

called as MAC (Media Access Control) and it’s a 48-bit 

hexa-decimal address and also it is known as Ethernet 

address. At any cost this physical address will not be 

changed until a device gets changed or replaced.  The 

network address is an IP address and it may depend on 

the network topology and its architecture. But, it will be 

changed by its requirement and circumstance.  

 

Figure 6: IP address and MAC address of the client 

2.2.2 Non- Routable Protocols: 

      These protocols are used to send or receive 

the packets within the network. Since, it has a device 

address. The device address is called as MAC (Media 

Access Control) [10]. These addresses are configured 

and control by network switch. A consolidated report of 

MAC address table will be collected from various 

switches in the network and it will be distributed to the 

DHCP server to assign the IP address. A dynamic IP 

addresses will be distributed to all its clients. 

2.3 Detection of Fraudulent Website (Phishing): 

  There are many websites which does not belong 

to any DNS lookup table then it is called as fraudulent 

website [11] [23]. So, the networking devices may not be 

able to address the exact location of the attack. But, in 

some cases the user may advise to install any third party 

internet security applications to protect the data both 

online and offline. Some attractive messages are being 
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sent by intruders to grab the user’s attention. If so, their 

job is easy. Because, they have entered in to the target 

machine by sending some links. If the user may click on 

the link either it may goes invalid or redirection.  

                        (i)                                                (ii) 

Figure 7: Phishing injected in banking website 

In above the figure 7, it shows two different scenarios, 

(i) Phishing injected [11], (ii), Original website. Very 

few websites are look like similar to original webpage. 

Here, look at the first one, it exactly looks like an 

original banking website but when user offering to enter 

the username and password and then it will not move on 

to the next screen. It will wait until user enters their user 

ID and password to access their account. Though the 

user might have entered the correct ID and password, it 

doesn’t say correct or incorrect and simply it shows 

again to enter the input. It clearly shows that some fishy 

things are happening. Here, the user details are captured 

with the help of some tools which may be specially 

trained for hacking. Now, we go for the second one, it is 

the exact and original banking website controlled by 

powerful mechanism called Transport Layer Security 

(TLS) [14] and Secure Socket Layer (SSL) [14] [24]. 

Here, all the websites must be certified / licensed by 

these secured protocols. If not, then the user will be in 

trouble to protect the data against the intruders.  

2.4 Whale Phishing: 

  Belal Amro – Sates that the whale phishing 

[18] is somehow more pathetic than a regular phishing 

attack. Since, phishing is used to make a user to commit 

mistakes by sending some attractive links or 

advertisements to steal the data. But, in this case whaling 

is used to steal the administrative rights instead of data. 

Here, the attacker can send a message appearing to be 

from a legitimate source. Spear phishing is also being 

used against high level targets, such as corporate 

executives or government officials, in a type of attack 

called “whaling” [19] Social media may be used for 

research on victims.  

No 
Spreading 

Techniques 
(%) of Attack 

01 Games 25.6 

02 Email 18.9 

03 Sports 13.3 

04 News & Weather 13.1 

05 Productivity 9.4 

06 Social Media 8.1 

07 Messaging 6.4 

08 Travel 6.1 

09 Ecommerce 5.8 

10 Music 5.6 

11 Others 3.9 

Table 2: Spreading techniques and attacking levels 

There are many distribution techniques used for 

phishing. The popularity of these techniques may be 

different in mobile application compared to other 

applications. Table 2 above summarizes the popularity 

of spreading techniques according to [20]. 

III. RESULT AND CONCLUSION 

The security aspect of both online and offline data 

communication are most essential in modern technical 

development. Since, we found a rapid development in 

security threats and online hacking to seize data from 

both HDD and cloud. The existing applications or 

methods are being able to protect our data at their level 

best. But, it’s not up to the required level of protection as 

it’s required in this situation. Though, we have some 

powerful algorithms like, RSA [16] and MD5 [17] to 

protect our data transactions. In addition to that an 

AES/DES algorithm will be used to improve the 

integrity of the data transactions.  By all these, we 

strongly recommend to all the internet users must aware 

of the basic level of protection which they could do at 

their level.  

  So, we are planning to use three different levels 

of protection criteria’s [15] as follows, α – Low level 

attack, β – Middle level attack and δ – High level 

attack. Here, look at the security criteria’s figure-8 below 

and these criteria’s will be used in required 

circumstances. Depending on the attack and its impact 

level must be the reason for criteria’s ranking.  
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Protection Criteria 

 

α - level 

 

β -  level 

 

δ - level 

 

Figure 8: Security level criteria’s 

  Whenever, a user wants to use the internet 

connection and they must have to check the date and 

time client or server. It should be exact same as like your 

wall clock time. If not, then your installed internet 

security program will not work and it makes the user’s 

computer and the internet ports are free. This may be 

considered as the low level (α) attack by the attackers 

and to get the computer access. So, keep your computer 

date and time is accurate. Then, the middle level (β) 

attack is nothing but our lack of impatience. Because, 

most of the online based accounts are not being properly 

closed by the user at their end.  

  So, their online accounts might be the chance of 

hacked by intruders. High level (δ) attack is something 

like it shows our greedy to download the free files from 

the internet. Since, we may not know whether the file or 

application is really important. But, we would download 

blindly when it says free. We may not expect all the 

users are computer literates. So, all the internet users are 

must aware of these three attacks in future. So, there may 

not be chances of inviting virus programs or DoS 

(Denial of Service) attacks to make unhealthy and 

vulnerable online transactions. By using two different 

hyper text protocols to ensure the securable 

communication that may be established between web-

server and client. Here, most of the web-pages may be 

accessed by some web browsers through its HTTP and 

HTTPS protocols. Security mechanism in HTTP is very 

lesser than HTTPS. For, HTTPS provides the guaranteed 

communication between source to destination since it 

has a credential mechanism. At any cost a user will be 

asked to type his user name and password to access his 

online account. File Transfer Protocol (FTP) does not 

have its own built-in security feature, but a TCP will 

take a responsibility of FTP’s security. Here, Trivial File 

Transfer Protocol (TFTP) is much contrast than FTP. 

Since, it has own security feature to protect the data.  

No Protocol Port. No Bounded/Un-bounded 
Security 

Level 

01 HTTP 80 Both Less 

02 HTTPS 443 Both High 

03 FTP 21 TCP High 

04 TFTP 69 UDP Less 

Table 3: Protocols and its secure levels in different 

environment 

In table 3, shows the protocols security levels in different 

network environment. For both TCP and UDP protocols 

are ready to support any improved security mechanisms 

that may be used in future in-terms of emphasizing the 

integrity, security and authority of the data 

communication. 
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