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Abstract 

In the article, we consider an approach allowing 

excluding the procedure of key transfer from the 

sender to the recipient in the synchronous stream 

encryption scheme. We propose to form two 

identical correspondence tables between the key 

information K, determining the logic of operation of 

the pseudorandom number generator (PRNG), and 

the time of sending an e-mail or a phone call. The 

format of the key information in the simplest case 

includes the PRNG key itself, which determines the 

logic of operation of the PRNG nonlinear function, 

the code of the type of the used PRNG nonlinear 

function, and the PRNG design code. We describe 

the sequence of actions of the participants in 

information interaction: the sender and the 

recipient of information. 

Keywords: symmetric cipher, one-time 

pad, synchronous stream encryption, 

pseudorandom number generator.  

 

1 Introduction  
In 1917, Gilbert Sandford Vernam invented, and in 

1919 patented the system of automatic encryption of 

telegraph messages: a stream cipher, for which 

absolute cryptographic robustness was proved [1]. In 

1918, Joseph Mauborgne introduced the random key 

concept and proposed the idea of a one-time cipher pad 
[2]. Cipher pads, in essence implementing Vernam’s 

idea, were widely used in the 20th century by 

intelligence operatives, military men and diplomats 

from various countries of the world. 

 

2 Completely unbreakable cipher  
The scheme of a completely unbreakable cipher is 

shown in Fig. 1; in this case, the superposition of the 

key sequence k over the initial sequence m is not 

necessarily carried out using the XOR operation. The 

length of the key k is equal to the length of the 

plaintext (| k |= | m |). The one-time key k is 

randomly generated. 

 
Fig. 1: Vernam’s single-use band. 

 

Vernam's cipher is theoretically perfect, but the 

attempts of its practical use run into fundamental 

problems, because of which this cipher is extremely 

rarely used in practice. 

 

3 Synchronous stream encryption  
Fig. 2 shows an encryption scheme closest to that of 

a completely unbreakable cipher [3-4]. At the input, the 

PRNG receives a relatively short key, which does not 

depend on the length of the original sequence, and, 

using it as an "embryo", forms a key information 

stream. In addition, each element of the source text is 

encrypted on its element of the key sequence. The 

feedback functions or the output functions of PRNG 

are constructed by an iterative principle, which 

involves multiple repetitions of the operations of 

replacement, permutation and addition with the key. 

It is in this case that the most important property of a 

quality cipher is ensured, namely, intensive diffusion 

and confusion of information. Taking into account that 
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the main requirement for a synchronous stream cipher 

is a high speed of operation, the PRNG must have the 

property of arbitrary access to individual elements of 

the output sequence. This property is possessed by a  

 

two-stage PRNG, specified in GOST 28147-89 [5], and a 

generator having the SPONGE construction [6]. Only 

in this case it is possible to parallelize the process of 

calculating the key flow. As a non-linear function of 

PRNG, one can use, for example, the transformations 

specified in the cryptographic protection standards [5, 

7]. 

 

 
Fig. 2: Scheme of a synchronous stream cipher. 

 

4 The encryption scheme without the 

procedure of the key transfer to the 

sender 
Let us think whether one needs to transfer the key. 

In what follows, we consider an approach that 

allows excluding the procedure for transferring the 

key from the sender A to the recipient B. 

We propose to form two identical correspondence 

tables between the key information K, determining the 

logic of operation of the PRNG, and the time of 

sending an e-mail or a phone call. To each piece of K, a 

certain time interval is assigned, for example, several 

minutes. Note that it is the time of sending an email or 

the time of connection in the case of a phone call that is 

important. In this case, the text of the letter may be 

absent and there can be no conversations. Only the fact 

of sending a letter or a call at a certain time from A to B 

is important. At the same time, the actual text of the 

letter and the actual conversation can also be useful. It 

can be an ordinary text or conversation about anything, 

about health, about weather, etc. Moreover, A does not 

have to send a letter or call him/herself, it can be friends, 

relatives, children who understandably do not know 

about the true purpose of the letter or the call. The main 

thing is that the letter was sent or the call was made at 

the "right" time. 

The possible structure of the table with key 

information is shown in Fig. 3. 

 
Month Day Time of sending 

the letter or the 

time of the call  

Key information  

    

Fig. 3:Possible structure of the key table. 

 

The order of actions of the sender A.  

 The information part of the message of length n is 

formed (Fig. 2). In essence, the initial sequence is 

divided into blocks of the length of n bits. If there 

remains a "piece" of shorter length, then it is 

complemented to become of the length n.  

 The time of sending the letter or the time of the 

call is set. 

 From the table (Fig. 3), the key information is 

extracted that determines the logic of operation of 

the PRNG. 

 The PRNG is started, a pseudorandom sequence is 

formed and encryption is carried out according to 

the formula ,iii rmc   where im  is the bit of 

the original message, ir  is the bit of the sequence 

from the output of the PRNG, ic  is the bit of the 

cipher text, i = 0, 1, 2, ..., (L – 1), L is the length of 

the message. 
 At the appropriate time, a letter is sent or a call to 

the recipient B is made. 
 If the letter has been sent or the call has been 

successfully made, the transmission is carried out. 
 The row with key information in the table is reset 

to zero. 
The order of actions of the recipient B: 

 An encrypted message is received. 

 The time of sending the letter or the time of the 

call is fixed. 

 The key information K is extracted from the table, 

and the corresponding row in the table is reset to 

zero.  

 The PRNG is started, a pseudorandom sequence is 

formed and decryption is carried out according to 

the formula .iii rcm   

 Fig. 4 shows the format of the key information, 

which in the simplest case includes the PRNG key 

itself, the code of the type of the nonlinear function of 

the PRNG, the design code of the PRNG. In [8-10], 

various nonlinear transformations are considered, 

which can be used to realize the PRNG set. Fig. 5 

shows the entire encryption scheme. 
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Output 

Function
Key PRNG

Constructure PRNG(Counter Mode, 

Galois Counter Mode, Sponge, ...)
 

Fig. 4: The format of the key information, defining the logic of operation of PRNG. 

 

 
Fig. 5: Encryption scheme using an additional channel to set the key. 

 

5 Conclusion  
 The described approach has one drawback: one 

needs to engage an additional communication channel 

(e-mail or phone), which is not reliable; besides, there 

is no guarantee that the sending of a letter or a call 

will take place exactly at the time that the 

transmitting party is counting on. 

If the additional channel is organized on the basis 

of e-mail, then one can use the overhead information 

inserted into each transmitted message by the mailer. 

At the beginning of each letter, the client's mail 

program generates a header indicating the local time 

for sending the message with an accuracy of a second. 

Using the table described earlier, the sender can 

select a future time interval for sending the message 

and then start the PRNG with the appropriate setting 

for this time interval and obtain the key sequence of 

the required length (equal to the length of the 

message); encrypt the message, then send the 

encrypted message in the designated time interval 

(either manually, by pressing the "SEND" button, or 

instruct the program to send it at the specified time). 

Moreover, it does not matter what time interval has 

been chosen to form the key and send the message. 

The only important thing is that the time indicated in 

the header should correspond to the preselected 

interval. 

On the receiving side, when getting the message, it 

is necessary to select the time interval, corresponding 

to the time specified in the header, in the same table 

as the sender’s one, to start the PRNG and decrypt the 

message. 

For practical use of the proposed technology, one 

needs: 

 to choose the value of the time interval when 

forming the table, which, in turn, will be 

determined by the possible spread of the real time 

values when sending the message; 

 to determine the memory size for storing the table; 

 to estimate the time of searching in the table of 

the row containing the sought-for time interval; 

 to select various schemes of unpredictable PRNG; 

 to estimate the running time of the PRNG to 

generate a key sequence (based on the maximum 

allowed length of transmitted messages). 
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