
 

 

 

 

Abstract— The goal of this paper is to propose a dual domain 

embedding to achieve high embedding capacity, high payload, 

high Peak Signal to Noise Ratio (PSNR) and low Root Mean 

Square Error (RMSE) values and recover the secret image 

without loss. In order to achieve such an objective the proposed 

method make use of reversible contrast mapping method and 

discrete wavelet transform for embedding. In the initial phase 

mosaic image is created and embedded with Reversible Contrast 

Mapping Method and Discrete Wavelet Transform. In the second 

phase mosaic image encrypted and decrypted with Advanced 

Encryption Standard. High Peak Signal To Noise Ratio and Low 

Root Mean Square Error indicates high security because it 

indicates minimum difference between the original and stegno 

values. So no one can suspect the hidden information. 

 
Index Terms—PSNR, RMSE, AES, RCM, DWT 

 

I. INTRODUCTION 

ata hiding is an age old technique and has been gaining 

wide spread attention and significance with increasing 

threat of insecure data transmission and reception and also 

data hacking. Data hiding are of great significance as they are 

multipurpose based like copyright protection, reduction of 

bandwidth.Data hiding also frequently termed 

“steganography” is closely related to cryptography. The 

purpose of cryptography is to make messages unintelligible so 

that those who do not possess secret keys cannot recover the 

messages. Sometimes, it may be desirable to achieve security 

and privacy by masking the very presence of communication 

instead of exchanging encrypted messages. This problem is 

 
 

 

 

 

 

addressed by steganography [1]-[7] 

 In steganography, the possible cover carriers are innocent 

looking carriers (images, audio, video, text, or some other 

digitally representative code) which will hold the hidden 

information. A message is the information hidden and may be 

plaintext, cipher text, images, or anything that can be 

embedded into a bit stream. Together the cover carrier and the 

embedded  message create a stegno-carrier .Hiding 

information may require a stego key which is additional secret 

information,  

 

Such as a password, required for embedding the information. 

For example, when a secret message is hidden within a cover 

image, the resulting product is a stegno-image.  

A possible formula of the process may be represented as: 

cover medium + embedded message + stegno key = stegno-

medium. 

 
Fig.1 Basic Steganographic Model 

The most important requirement is that a Steganographic 

algorithm has to be imperceptible. Below criteria has been 

Proposed for imperceptibility of an algorithm: 

1) Invisibility- The invisibility of a Steganographic algorithm 

is most important requirement. Strength of Steganography lies 

in its ability to be unnoticed by human eye. The moment that 

one can see that an image has been tampered with, the 

algorithm is compromised. 

2) Payload capacity- Watermarking, needs to embed only a 
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small amount of copyright information, in other hand 

Steganography requires sufficient embedding capacity. 

3) Robustness against statistical attacks – Statistical 

Steganalysis is the practice of detecting hidden information by 

Applying statistical tests on image data. Many Steganographic 

algorithms leave a “signature” when embedding information 

that can be easily detected through statistical analysis. 

4) Robustness against image manipulation –While being 

transmitted the image may undergo changes by an active 

attacker in an attempt to remove hidden Information. Image 

manipulation, such as cropping or rotating, can be performed 

On the image. This may destroy the hidden message. It is 

required for Steganographic algorithms to be robust against 

malicious changes to the image. 

5) Independent of file format – The most powerful 

Steganographic algorithms thus possess the ability to embed 

Information in any type of file. 

6) Unsuspicious files – This requirement includes all 

characteristics of a Steganographic algorithm that may result in 

images that are not used normally and may cause suspicion. 

Abnormal file size, for example, is one property of an image 

That can result in further investigation of the image by a 

warden. 

In this paper, a new technique for secure image transmission 

is proposed. The first step involves transforming secret image 

into mosaic image. The transformation process is controlled by 

a secret key. This technique is applied both in spatial and 

transform domains. In Spatial domain, reversible contrast 

mapping method is used for embedding and 

encrypted/decrypted using   advanced encryption standard. In 

Frequency domain, Haar wavelet is used for embedding and 

encrypted/decrypted using advanced encryption standard. 

In the remainder of this paper, literature Survey is described in 

Section II. Details of proposed method is described in Section 

III. In Section IV, Experimental results are presented to show 

the feasibility of proposed method, followed by conclusion in 

Section V. 

II. LITERATURE SURVEY 

In   spatial   domain   scheme,   the secret messages are 

Embedded   directly.  In   this,   the   most   common and 

simplest Steganography method is the least significant bits  

(LSB) insertion method.  

In LSB technique, least significant bits of the pixels are 

replaced by the message bits which are permuted before 

embedding. 

i) Least Significant Bit Technique 

Least significant bit (LSB) Replacement is a common, 

simple approach to embedding information in a cover image. 

The Least significant bit (8 bit) of some or all of the bytes 

inside an image is replaced with a bit of the hidden message. 

When using a 24-bit image, a bit of each of the red, green and 

blue color can be used, since they are each represented by a 

byte. That is one can store 3 bits in each pixel. The image of 

800 X 600 pixel, can thus store a total amount of 1,440,000 

bits or 180,000 bytes of embedded data.  

The disadvantage of LSB technique is less robust, the 

hidden data can be lost with image manipulation and Hidden 

data can be easily destroyed by simple attacks. 

ii)  Pixel Value Differencing 

The pixel-value differencing (PVD) scheme uses the 

difference value between two consecutive pixels in a block to 

determine how many secret bits should be embedded. There 

are two types of the quantization range table in Wu and Tasi's 

method. The first was based on selecting the range widths of 

[8, 8, 16, 32, 64, 128], to provide large capacity. The second 

was based on selecting the range widths of [2, 2, 4, 4, 4, 8, 8, 

16, 16, 32, 32, 64, 64], to provide high imperceptibility. Most 

of the related studies focus on increasing the capacity using 

LSB and the readjustment process, so their approach is too 

conformable to the LSB approach.  

The pixel-value differencing (PVD)  scheme provides high 

imperceptibility to the stegno image by selecting two 

consecutive pixels and designs a quantization range table to 

determine the payload by the difference value between the 

consecutive pixels. Besides, it offers the advantage of 

conveying a large number of payloads, while still maintaining 

the consistency of an image characteristic after data 

embedding. 

iii) Edge based data embedding method 

In   the   Least Significant Bit   embedding   algorithm 

(LSB) and   Random Least Significant Bit embedding 

algorithm   (RLSB) an   attacker   can   easily   detect   the 

presence of hidden image. To overcome these problems  a  

new algorithm  is  proposed based  on  least  significant  bit 

embedding  algorithm(LSB) For  hiding secret messages in the 

edges of the image. The algorithm ELSB hides data in edge 

pixel.  

iv) Pixel Connectivity 

A   morphological   processing   starts at the peaks in the 

marker image and spreads throughout the rest of the image 

based on the connectivity of the pixels. Connectivity defines 

which pixels are connected to other pixels. A   group   of   

pixels   that   connected   based   on Connectivity types called 

an Object. 

v)  Pixel Intensity or GLV 

Technique which is used to map data by modifying the gray 

level of the image pixels. Modification Steganography is a 

technique to map data (not   embed or hide it) by modifying 

the gray level values of the image pixels.  This   technique uses   

the   concept    of odd and even numbers to map data within an 

image. It is a one-to-one mapping between the binary data and 

the selected pixels in an image. From a given image a set of 

pixels are selected based on a mathematical function. The gray 

level values of those pixels are examined and compared with 

the bit stream that is to be mapped in the image. 

vi) Texture Based 

 In this technique the secret and host images are divided into 

blocks of specific size and each block in secret image is taken 

as a texture pattern for which the most similar  block  is  found  

among  the  blocks  of  the  host  image. The embedding 

procedure is carried on by replacing these small blocks of the 

secret image with blocks in host image in such a way that least 

distortion would be imposed on it. 
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vii) Histogram Based 

In histogram based data hiding   technique the crucial 

information    is    embedded into    the image histogram.  Pairs 

of peak points and zero points are  used  to  achieve  low  

embedding  distortion  with  respect  to  providing  low  data 

hiding  capacity. 

TRANSFORM DOMAIN METHOD 

The   transform   based   techniques   utilizes   the   domain  

Specific characteristics of image to embed data on it and for  

Performing it the image firstly transformed to that domain like  

Frequency domain (DCT, DFT), wavelet domain (DWT),  

Curvelet domain etc.  

In these techniques the data is embedded on the transformed 

image instead of direct pixels (as in spatial domain)  and  then  

the  image  is  retransformed  to  spatial domain the advantage 

of the algorithm is that the information can be embedded in 

areas of the image that are less exposed to compression,  

cropping,  and  image  processing  also  the information in one 

component of transformed domain spreads over  larger  

number  of  pixels  or  even  in  whole  image.  This reduces 

the possibility of removal of information by any attack or 

operation. Although this is a more complex way of hiding 

information in an image.  

Transform domain techniques are broadly classified into: 

i) Discrete Cosine transform (DCT) based technique 

ii) Discrete Fourier transform (DFT) based technique.  

iii) Discrete Wavelet Transform (DWT) based technique.  

iv) Integer Wavelet Transform (IWT) based technique. 

v) Discrete     Curvelet     Transform     (DCVT)     Based  

            Techniques. 

i) Discrete   Cosine Transform (DCT) Based Technique: 

DCT  is  a  general  orthogonal  transform  for  digital    

image    processing    and    signal    processing    with 

advantages  such  as  high  compression  ratio,  small  bit  error 

rate, good information integration ability and good synthetic 

effect of calculation complexity. 

 DCT allows an image to be broken  up  into  different  

frequency  bands  namely  the  high, middle  and  low  

frequency  bands  thus  making  it  easier  to choose the band 

in which the watermark is to be inserted. 

ii)  Discrete   Fourier Transform (DFT) Based   Technique: 

The  DFT  based  technique  is  similar  to  the  DCT  based  

technique  but  it  utilizes  the  Fourier  transform instead  of  

cosine  which  makes  it  lack  resistance  to  strong geometric   

distortions.   Although   it   increases   the overall complexity 

Of the process. 

iii ) IWT Based: 

Since the discrete wavelet transform allows independent 

processing of the resulting components without significant 

 perceptible interaction  between  them,  hence  it  is expected  

to  make  the  process  of  imperceptible  embedding more  

effective.  However, the used wavelet filters (and also  

The   other   filters   like   DCT,   FFT)   have   floating   point  

Coefficients. Thus, when the input data consist of sequences of  

integers  (as  in  the  case  for  images),  the  resulting  filtered  

Outputs no longer consist of integers, which doesn’t allow 

perfect reconstruction of the original image.   

iv) DCVT Based: 

Curvelet transform is the new member of the evolving 

family of multistage geometric transforms. Since   it represents 

edges better than Wavelet, Curvelet transform   offers   an   

effective   solution   to   the   problems associated with image 

steganography using Wavelets and DCT (Discrete Cosine 

Transform).General advantages of transform domain technique 

are: 

1. There is less chance for removal or loss of the hidden data.  

2. Information is distributed over all whole image. 

3. Provides much higher flexibility for hiding data.  

4. Typically independent of the image format. 

Disadvantages of transform technique are:  

1. Greater   understanding   of   the   embedding   domain  

Required. 

2. Careful selection of embedding coefficients required  

Otherwise it can cause degradation of image. 

3. Higher Mathematical Complexity. 

4. Relatively Low embedding capacity. 

 

 

vi) Reversible Contrast Mapping Method: 

Unlike the classical LSB replacement methods, which 

substitute LSBs with message bits directly, the reversible 

contrast mapping method applies simple integer 

transformations to pairs of pixel values. Specifically, the 

method conducts forward and backward integer 

transformations as follows, respectively, in which (x, y) are a 

pair of pixel values and (x’, y’) are the transformed ones 

x’=2x-y, y’=2y-x                                            (1) 

x= (2/3x’+1/3y’), y= (1/3x’+2/3y’)                (2) 

The method yields high data embedding capacities close to 

highest bit rates and has the lowest complexity reported so far. 

We briefly summaries the marking steps of the RCM as 

follows  

1) Divide the host image into multiple pairs of pixels. 

2) For each pixel pair (x, y), conduct one of the following 

Three marking choices: 

a) If (x, y) € RCM and their LSBs are not (1, 1), 

Transform the pair using Equation (1), set the LSB 

Of   x ’to “1,”and embed secret bit into the LSB of 

y’. 

b) If (x, y) € RCM and their LSBs are (1, 1), 

Transform the pair using Equation (1), set the LSB 

of x’ to “0,”and embed secret bit into the LSB of 

y’. 

c) If   (x, y) € RCM, set the LSB of a to “0,”the 

Original LSB bit of a is treated as a secret bit and 

Embed in the image. 

vii) DWT  Based: 

A wavelet is a small wave which oscillates and decays in the 

time domain. The Discrete Wavelet Transform (DWT) is a 

relatively recent and computationally efficient technique in 

computer science. Wavelet analysis is advantageous as it 

performs local analysis and multi-resolution analysis. To 

analyze a signal at different frequencies with different 

resolutions is called multi-resolution analysis (MRA). This 

method transforms the object in wavelet domain, processes the 
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coefficients and then performs inverse wavelet transform to 

represent the original format of the stegno object.   

III. IDEAS OF THE PROPOSED METHOD 

The proposed method includes two phases 1) In Spatial 

domain: Reversible contrast mapping method for embedding 

and 2) In frequency domain: Haar based DWT for embedding. 

In the first phase, a mosaic image is yielded, which consists 

of fragments of secret image.  

The phase includes six stages:  

 1) Fitting the tile images of the secret image into target image. 

 2) Transforming the color characteristics of each tile image in 

the secret image to become the corresponding target image. 

3) Rotating the tile image with minimum RMSE. 

4) Embedding the information into the mosaic image by 

Reversible Contrast Mapping Method 

5) Encrypt the mosaic image by Advanced Encryption 

Standard. 

6) Decrypt the image using Advanced Encryption Standard. 

 

 

 

In the Second phase, DWT with encryption algorithm is used. 

1) The 2D-DWT is applied to the secret image. 

2) The mosaic image is created and embedded 

3) The mosaic image is encrypted using AES 

4) The inverse 2D-DWT is applied to the mosaic image 

5) The secret information is retrieved using AES 

Encryption and Decryption. 

 

A. Flow Diagram Of The Proposed Method 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 3(a) Flow Diagram of proposed method 

B.  Algorithm For Mosaic Image Creation 

i) Input: A secret image S, A target image T, and A secret 

key K. 

ii) Output: A secret-fragment-visible mosaic image F 

iii)  Fitting the tile image into target blocks 

iv) Divide: The secret image S into n tile images {T1, 

T2…}  

v) The target image T into n target blocks {B1, B2, …..} 

vi) Find the Means and the standard deviations: T and B 

vii) Embedding real numbers: Mean  8 bits -0 to 255 

viii) Standard Deviation 7 bits-0.1 to 12.8 

ix) Standard Deviation quotient  cannot be zero 

x) Performing color conversions between the tile images 

and target blocks 

xi) Rotate the tile images 𝜃=0,90,180,270 with smallest 

RMSE values 

xii)  Embedding information for secret image recovery 

C. Reversible Contrast Mapping Method 

i) Simple integer transformations to pair of pixel values 

ii) It performs forward and backward integer 

transformations 

iii) The method yields high data embedding capacities and 

low      complexity 

D. Embedding Mosaic Image 

     Message M contains: Index of B, The optimal rotation 

angle of T, The truncated means of T and B, 

Overflow/underflow residuals 

       
E. Recovering Secret Image 

Input: A mosaic image F with n tile images and secret key K 

Output: The secret image S 

Stage 1 : Extracting the secret image recovery information 

i) Extract the message M 

ii) Decrypt the message M using key 

iii) Decode the message M 

iv)  Recover the secret message 

Stage 2: Compose all final tile image to Secret image S 

F. Flow Diagram For DWT Encryption 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                         

 

 

 

 

                      Fig 3(b) Flow Diagram of DWT Encryption 
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G. Flow Diagram For DWT Decryption 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                        Fig.3 (c) Flow Diagram of DWT Decryption 

 

IV   EXPERIMENTAL RESULTS 

A Series of experiments have been conducted to test the  

Proposed method using many secret and target images with 

Sizes 1024x768 or 768x1024.To show that the created mosaic 

image looks like preselected target image, the quality metric of 

root mean square error (RMSE) is utilized , which is defined 

as the square root of the mean square difference between the 

pixel values of the two images. In order to increase the security 

of the proposed method embedded information for later 

recovery is encrypted with a secret key. Only the receiver who 

has the key can decode the secret image. Consequently, only 

authorized users with the key can know the correct secret 

image while an attacker cannot. 

An example of the experimental results is shown in Fig. 4; 

Fig. 4© shows the created mosaic image using Fig 4(a) as the 

secret image and Fig. 4(b) as the target image. The tile image 

size is 8x8.The recovered secret image using a correct key is 

shown in Fig. 4(d) with RMSE=0.5882 with respect to the 

secret image. It is noted by the way that all the other 

experimental results shown in this paper have small RMSE 

value and high PSNR value as well, as   seen. 

 

TABLE I.  RESULTS OBTAINED BY SPATIAL 

DOMAIN EMBEDDING USING REVERSIBLE 

CONTRAST MAPPING METHOD 

           PSNR           RMSE 

         50.704           0.7434 

         53.733           0.5882 

         51.159           0.7052 

         44.420           1.5322 

                         
Fig. 4(a) Secret image 

                                

 

                              
                                 Fig. 4(b) Target image 

 

 

                                 
                                   

                               Fig. 4(c) Mosaic image after Embedding 

                           

                           

                                                  
 

Fig. 4(d) Recovered Secret image with       PSNR= 53.733, 

RMSE=0.588 
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Data retrieval 
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AES decryption 
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TABLE II. RESULTS OBTAINED BY FREQUENCY 

DOMAIN EMBEDDING USING DISCRETE WAVELET 

TRANSFORM 

          PSNR        RMSE 

        28.2567        9.8561 

        28.6441        9.4262 

        28.1723        9.9524 

 

 
Fig. 5 Recovered Secret image with PSNR=28.2567 and 

RMSE=9.8561 

 

 
  Fig.6   Recovered Secret image with PSNR= 28.6441 and 

RMSE= 9.4262 

 

 

 
Fig. 7 Recovered Secret image with PSNR=28.1723 and 

RMSE=9.9524 

V.  CONCLUSION 

In this paper, we got into dual domain data hiding    

Principles and techniques. This approach results in high 

quality of the stegno-image having high PSNR and low 

RMSE values compared to other     methods. High PSNR 

value indicates high security because it indicates minimum 

difference between the original and stegno values .So no 

one can suspect the hidden information. Compared with 

current algorithms, the proposed algorithm often has better 

embedding capacity versus image quality performance. 

Further studies may be directed to applying the proposed 

method to images of color models other than the RGB. 
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