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ABSTRACT—The Electronic Health Records
(EHR) system is used to computerize the
medical information’s of the patient. These
records are kept by doctor, other health care
provider, medical office staffs or a hospital. It
will facilitate a patient to create his own health
information in one hospital and manage or
share the information with others in other
hospitals.. We implement multiple Hospital
records integrated in the Cloud server. Mongo
lab is used as Database storage cloud server by
applying timing enable proxy re-encryption
searchable encryption model to electronic health
records (EHR) to formally proved secure
against chosen-keyword chosen-time attack.
Personal details is anonymized, Re-encrypted
and stored in the main cloud server. Data is
transferred / retrieved from cloud server after
verifying the OTP. Big Data is used.

Keywords— EHR (Electronic Health Record),
EMR(Electronic Medical Record), mongo lab,
proxy re-encrption, anonymization.
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l. INTRODUCTION

The critical information allows the providers to
avoid readmission and medical errors so that there
by decreasing duplicate details. The health care
centres are antipathetic to share data because of
privacy and malware concerns because they fear
that information shared might give others a
competitive edge. The technical infrastructure that
supports privacy concerns are usually missing. The
most critical issue arises when a party fails to
secure the patient data, which leads to legal issues.

Il. LITERATURE SURVEY

Many vehicles are progressively associated with
Web, gadgets and incorporate increasingly
electronic segments. Something other than
guaranteeing their travellers’ wellbeing, autos need
to manage private data and experiences a similar
security issues as conventional PCs [1]. Car
advances permitted next to no space for security,
yet the progress towards full Ethernet-in view of
board system will change this circumstance. It
presents answers for decentralized data stream
control with a specific end goal to upgrade the
security and protection level of the auto
information  administration. It portrays the
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execution of these instruments in a car middleware
and proposes its assessment. This current issue's
"Cloud Goody" centers around compartment
innovation and how it's developing as a vital piece
of the distributed computing infrastructure[2]. It
takes a gander at Decker, an open source venture
that computerizes the speedier arrangement of
Linux applications, and Cabernets, an open source
group administrator for Decker compartments. [4]
To deflect mixture vulnerabilities, we exhibit PHP
Aspis: a source code change contraption that
applies fragmentary ruin following at the
vernacular level. PHP Aspis grows values with
contaminate meta-data  to  track  their
commencement remembering the true objective to
recognize implantation vulnerabilities.

I1l. PROPOSED SYSTEM

In this proposed system, it will facilitate a patient to
create his own health information in one hospital
and manage or share the information with others in
other hospitals. We implement multiple Hospital
records integrated in the Cloud server. Mongo lab
is used as Database storage cloud server by
applying timing enable proxy re-encryption
searchable encryption model to electronic health
records (EHR) to formally proved secure against
chosen-keyword chosen-time attack. Data is
transferred / retrieved from cloud server after
verifying the OTP.

IV.SYSTEM IMPLEMENTATION
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Figure 1: System Architecture
V. PROXY RE-ENCRYPTION

Intermediary re-encryption is an attainable
cryptographic  arrangement, both from the
utilitarian and productivity perspectives .Proxy re-
encryption is an extraordinary sort of open key
encryption that allows an intermediary to change
encryption starting with one open key then onto the
next ,without the intermediary having the capacity
to take in any data about the first message.delegate
re-encryption (PRE) licenses a semi-trusted middle
person to change a figure message at first expected
for Alice into one scrambling an undifferentiated
from decoded for Bounce. The go-between best
needs a re-encryption key inured by Alice, and
can't get the hang of anything about the plaintext
encrypted.This incorporates versatility in various
applications, for instance, mystery information
development, automated dependability supervision
and dispersed amassing. Middle person re-scramble
molecule empowers a delegate tosignificantly
change a figure content enrolled over inferred
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different characteristics into one that can be known
by Weave's private key. There are various valuable
applications with respect to this issue rough. It
engages data proprietor to encode basic data in
cloud under its own specific open key, which is
nearly changed by a semi trusted cloud server into
an encryption expected for the best possible
beneficiary for get to control.

ATTRIBUTE BASED ENCRYPTION (ABE)
Distributed computing is the key dynamic
administration in numerous minor, Major and huge
measured organizations and the same number of
cloud clients search for the items and
administrations of distributed computing, the real
concern is the security of their information in the
cloud. Securing information is frequently huge and
because of the basic idea of distributed computing
and the a lot of complex data it conveys, the need is
much more essential. Subsequently forward,
concerns with respect to information protection and
security are turned out to be a boundary to the more
extensive take-up of distributed computing
administrations and item.As a significant number
organizations move their information to the cloud
the information experiences various changes and
there are really a few difficulties to overcome. To
determine, cloud information security relies upon
more than basically applying important information
security systems and counter measures. PC based
safety efforts generally contribute client approval
and confirmation property based encryption (PBE)
is a similarly new perceived of open key encryption
for information driven security arrangements. The
client encodes the information under the
beneficiary's open key to such an extent that lone
the correct beneficiary value the coordinating
private key can decode it. it is basic that we offer
access and offer information privately and in a
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depended on way in venture with a given strategy
without presentiment of who the beneficiary is. In
an PBE framework, a client's keys and figure
writings are marked with sets of expressive traits
and a one of a kind key can unscramble an
extraordinary figure message just if there is a match
encased by the properties of the figure content and
the client's critical. It diminishes continuing of key
utilized and hence influence encryption and
decoding to process speedier.

In the figure content arrangement quality based
encryption technique, each and every client's
private key (unscrambling key) is betroth an
arrangement of traits representing that client's
consents. At the point when a figure content is
encoded, an arrangement of traits is assigned for
the encryption, and just clients fixing to the
appropriate ascribes are prepared to unscramble the
figure content. in CP-ABE framework, a client's
private key is connected to an arrangement of traits.
At the point when a gathering encodes a message in
this framework, they indicate a related access
structure over characteristics and partner this
entrance structure with the figure content. A client
may be prepared to decode a figure content if that
client's qualities experience the figure content's
entrance structure In CP-ABE, the encryptor must
have the capacity to sensibly choose who need to or
need to not approach the information that she
encodes. CP-ABE comprise of another kind of
scrambled access control where client's private
keys are laid out in an arrangement of properties
and a gathering encoding information can show an
approach over the specific traits determining which
clients are prepared to unscramble.

A figure content strategy trait based encryption plot
comprise of four crucial calculation
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claimbingup: The setup calculation takes no info
other than the understood security parameter. It
yields the general population parameters PK and a
private key MK.
Key Generation(MK,S): the key age calculation
takes as info the ace key MK and s set of properties
S that depict the key. It yields a private ley SK.

PLAINTEXT:(PK,A,M): The encryption
calculation takes as info general society parameters
PK, a message M and an entrance structure A. It
will encode (M) and create a figure content CT
with the end goal that it will ready to decode the
message.

CYPERTEXT:(PK,CT,SK):  he unscrambling
calculation takes as information general society
parameter PK, a figure content CT, which contains
an entrance arrangement An ,and a private key SK,
which is a private key for a set S of traits. On the
off chance that it fulfills the entrance structure A
then the calculation will - unscramble the figure
content and restore a message M.ABE in this way
allows to achieve inert approval i.e, approval. play
a part towards the encrypted data and most
effective those who accomplish the associated
policy can decrypt data.. Neither fine element is
clients can pick up their private keys after
information ha s been scrambled regarding
strategies. So data may be well encrypted past
knowledge of the actual set of users that will be
ready to decrypt, but only specifying the policy
which allows to interpret. Any future users will be
inclined a key with respect to attributes such that
the policy can be fulfilled will be then able to
decrypt the data.

SHA-256
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A hash is not encryption. It can't be decrypted rear
to the unique text (it is a one-way cryptographic
function, and is a precise amount for any size of
origin text). Hash functions are not relevant for
storing encrypted passwords, as they are designed
to be stable to compute, and thus would be
candidates for brute-force attacks. SHA-256 is
definitely one of the successor hash functions to
SHA-1 and is probably the most powerful hash
functions available. SHA-256 is not so much
complex to code than SHA-1, and has not yet been
compromised in any way.

From a security perspective, SHA 256 is just as
reliable as SHA-384 or SHA-512. SHA-256
outputs are more concise, and it saves bandwidth.
The simplest real advantage that SHA-512 might
have over SHA-256 is collision resistance. It
involves lass bandwidth to store and transmit, less
memory and in lot of cases less processing power
to compute.

VI.ANONYMIZATION

Information anonymization is a kind of data
disinfection whose plan is security insurance. It is
the procedure of either scrambling or expelling by
and by identifiable data from informational indexes
with the goal that individuals whom the
information portray stays unknown. Singular
patient information sharing for wellbeing research
reason guarantees responsibility in comes about
and that revealed think about outcomes are
substantial, it permits scientists. to expand on
crafted by others all the more effectively and to
perform singular patient information meta-
examinations to abridge proof, and it diminishes
the weight on look into subjects through the reuse
of existing information. In numerous occurrences,
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in any case, persistent protection concerns have
been seen as a key hindrance for making singular
patient information accessible .there is a desire that
the anonymized information will be utilized just for
purposes that are genuine, in a way that would not
astonish the patients, and not in an oppressive or
slandering way. When patient information sharing
it is essential to know about patient trust. When
sharing patient information it is crucial to know
about patient trust. Though patients region unit
subordinate of the work of their insight for inquire
about, normally there's a desire that that
information can be sufficiently anonymize. Trust is
fundamental because of confirmation patients
embrace security ensuring practices, such as lying
And not looking for mind, once they have issues
with respect to however their wellbeing data could
likewise be shared. Meanings of anonymity in
protection laws and guidelines don't give an
operational strategy to take after for anonymising
wellbeing data. Indeed, even the possibility of
mysterious or non-identifiable information is
uncertain. individual information' should mean any
data with reference to a known or acknowledment
common individual ('information subject’); an
acknowled. individual is one  (World Health
Organization)

Most mainstream anonymization systems are
Generalization . There are number of qualities in
each record which can be as 1) Identifiers, for
example, Name or Social Security Number are the
properties that can be extraordinarily distinguish
the people. 2) a few traits might be Sensitive
Attributes (SAs, for example, sickness and pay and
3) some might be Quasi-Identifiers(QIl, for
example, stick code, age, and sex whose esteems,
when taken together, can possibly distinguish a
person. Information anonymization empowers the
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exchange of data over a limit, for example, between
two offices with in an organization or between two
offices, while decreasing the danger of unintended
exposure, and in certain condition in a way that
empowers assessment and examination post-
anonymization.

VII.CONCLUSION

This paper, we have implemented data security to
the patient medical records. . Authorized person
such as doctors, nurse, lab assistant, pharmacist are
allowed to view and modify the data of the patient
after their login. Admin controls the registration
process of privileged persons of the hospital and
patients. When a patient moves from one hospital
to another hospital his/her medical information is
automatically retrieved since the hospitals are
integrated

VIIL.FUTURE WORK

As a future work, this can be brought into smart
phones as an android application where all the user
can get instant information about the hospital and
availability of the doctors which will eliminate the
need of carrying report during every hospital visit
and also reduces time and cost.
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