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Abstract 
Internet of Things (IoT) introduces the concept of information flow 

between embedded computing devices via internet connectivity. IoT 

facilitates virtual communication between the human and sensor enabled 

devices and the amount of sensitive information transmitted over the 

Internet of Things environment is huge. An encryption algorithm in 

cryptography plays an important role in data protection and security. 

Elliptic Curve Cryptography (ECC) is suitable for data security in IoT 

environment due to fast computation and smaller key size. To support the 

resource constrained devices, compressing the data after encoding it to a 

point on elliptic curve then encrypt without degrading the performance of 

IoT mobile devices. Compression and encryption keep away the 

cryptanalyst, identified analysis is not possible and this hybrid approach 

offers more reliability. 

Keywords: Internet of Things, Elliptic Curve Cryptography, 

Compression, Dynamic encoding. 
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1. Introduction 

In this era of wireless sensor network, when almost all the organizations 

implement message services to improve user friendliness, they depend on 

sensor enabled devices for instant communication. The things connected by 

internet are susceptible to various security issues and privacy violations [1] 

which occur during message transmission through connected base stations, short 

message service centres and mobile switching centers. Almost all security 

issues in IoT are caused by devices and technology used in this environment. 

The security issues seen in a mobile IoT environment are attacked on 

Confidentiality, Authentication, Integrity and Availability and the messaging 

subject to replay attack, message interception, sniffing and data origin 

impersonation. The authentication by ZKP approach was already proposed and 

implemented [2] for ensuring secure access of restricted resources. 

Sensor enabled devices are used to control real time systems for handling 

critical situations. Such systems control human life requires appropriate 

monitoring in terms of security and privacy. So confidentiality in 

communication between devices is very important. Now researchers are 

thinking about replacing private key systems and the widely used RSA with 

ECC to incorporate resource constrained devices [3]. RSA systems lead to 

degradation of performance in IoT though its load and processing overhead. 

ECC is a public key approach comparable with RSA and offer similar security 

with smaller key size for text encryption[4]. Current researches proved that, the 

public key cryptography is an excellent medium to ensure all the objectives of 

security and is a trusted candidate for applications running on wireless sensor 

devices. Public key cryptosystem security relies on a mathematical trap door 

functions and is more secure than private key systems and the security function 

of ECC is discrete logarithmic problem [1]. 

1.1 Elliptic Curve Cryptography (ECC) 

The general form of Elliptic Curve is  

Y
2
 = x

3
 +ax

2
+bxy+cx+dy+e   --------- (1), 

where a,b,c,d, and e are discriminant of the curve . The curve arithmetic can be 

defined on big numbers and modular arithmetic. A restricted form of Elliptic 

Curve is considered normally for cryptographic applications over finite field 

arithmetic [5]. The simplified form of the Weierstrans equation given above is  

Y
2
 = x

3
 +ax+b over the field Zp={0,1,2,3,……………………..p-1}---------(2). 

 The curve is represented by  Ep(a,b) = (x,y)/ x and y belongs to Zp  and 

4a
3
+27b

2
 not equal to 0 for a curve having three distinct roots, so that the curve 

has no singular point and it is not safe to use a curve with singular point for 

cryptographic operations. 
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The operations supported by Elliptic Curve Cryptography are point addition, 

point doubling and scalar multiplication (Repeated addition) .The code and 

tangent rule for adding any two points on the curve is geometrically given as 

Let P(X1,Y1) and Q(X2,Y2) be any two distinct point on the curve  

Then P  + Q = ( X3, Y3) is  

X3 = L
2
 – X1-X2 (mod P) and Y3 = L(X1-X3) – Y1 (mod p) 

Where L is Y2-Y1/X2-X1 

The point doubled is obtained by the following calculation for a single point P = 

(X1,Y1) 

P +  P = 2P = (X3,Y3) is  

X3 = L
2
 – 2X1 (mod P) and Y3 = L(X1-X3) – Y1 (mod p) 

Where L is 3X1
2
 + a/ 2Y1 ( mod p) 

Cryptography based on Elliptic Curve depends on the points on Elliptic Curve 

which are defined in terms of prime field operations. Determining the point 

count on the curve is hard and Hasse’s theorem bounds the number of points to 

the interval [P+1-2√p, P+1+2√p] and never exceeds p2. 

1.2 Elliptic Curve Encryption and Decryption 

The initial requirement for a public key system is a method for key generation. 

Since ECC is a public key algorithm depending on discrete logarithm on elliptic 

curve, the study has mechanism for key generation. Each participant is required 

to agree with a common curve by sharing the parameters a,b and p. Then choose 

a secure generator point G and find the order of that point n and publish these 

domain parameters. 

By knowing the values of n and G, each entity can select a private key and 

compute the public key. The private key should be a random number less than 

the order of communication and public key is the result of scalar multiplication 

of generator with secret which is also a point on the curve. The user who wish 

to initiate the communication then compute a session key for forthcoming 

session by collecting other entity’s public key which is the result of the point 

multiplication of public key of the receiver and his own secret key. 

For encryption the message is mapped to a point on the curve and added with 

the scalar multiplication result of public key of recipient with a random number 

k. So to obtain a pair of the cipher text points are the message + k*public key of 

recipient, k* Generator and this will complicate any cryptanalysis on the cipher 

text [5][6]. ECC will encrypt a point on an elliptic curve and hence it is to map 

the text messages to a point on the curve.  
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Different encoding mechanisms are available to map message character to a 

point on the curve automatically. Two types of encoding are found in literature, 

static encoding and dynamic encoding. In static approach, the alphabets are 

mapped to a point and the assignment is same like conventional encryption 

algorithms. In dynamic encoding, the alphabet series are mapped dynamically, 

based on the users. Different encoding methods are available including ASCII 

based mapping, Matrix mapping and Koblitz dynamic mapping. Among these 

methods, Koblitz encoding is the most suitable for constrained devices[8] 

[9][10]and most used and secure. One identified drawback of Koblitz method is 

mono alphabetic nature of encoding and vulnerable to statistical analysis. 

The study proposed a combined scheme of ECC encryption and Compression to 

provide additional security. Compression after encryption makes the recognition 

more difficult [11]. For implementing the proposal, wireless users in IoT 

environment are required to agree with a curve and generator point and order 

based on selected curve. 

Our work aims to develop a secure method for data transfer in IoT environment 

with encoding, encryption and compression. The text encrypted by using ECC 

is mono alphabetic in nature, and statistical analysis is possible. To hide the 

letter frequencies and to support low bandwidth the study incorporate a simple 

poly alphabetic ciphering before mapping points to elliptic curve. 

2. Methodology 

For applying the proposed method, both the users are required to agree with a 

curve defined over the prime field denoted by Ep(a,b) and a generator point G 

and its order point n. It is possible to apply ECC on three different types of 

fields such as Prime field, Binary field and Galois field, but prime field is more 

suitable for software implementations. If G is any point then the point n is said 

to be its order if nG = 0. By agreeing with the curve, generator and order, each 

user can generate their Public key and Private Key. Private Key should be a 

number less than order and public key is the result of scalar multiplication of 

private key with generator point. For message encryption each users can 

calculate the session keys using the public key of the intended recipient. 

ECC algorithm only encrypt the points that lies on an elliptic curve,  in order to 

apply the algorithm, first to convert the message character to a point on the 

curve. To overcome the frequency iteration present in Koblitz method, here the 

study proposes a substitution method before our encoding offering poly 

alphabetic nature in encoding. Encoded points correspond to each message 

character and then encrypted to a point on the elliptic curve.  

The size of the resultant cipher point is doubled. Each character is mapped to a 

pair of values ie the result of scalar multiplication of session key and generator 

and the result of addition operation of encoded point and product of session key 

and recipient public key. For example if it has 10 characters after substitution 
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approach, then it is encoded and encrypted to 10[kG, Pm + kPb] points. This 

increases the usage of communication resources, especially bandwidth, during 

transmission. To overcome this problem, can be used a compression method for 

points in the curve to reduce the size and bandwidth. Mainly it has two forms of 

compression, compression with and without loss. For handling text messages it 

is needed to avoid any sort of data loss and recover original message by 

decryption. In ECC, first point of encryption is same for all the characters and it 

is needed to send once for the entire message, hence it can be reduced the size 

by 50 percentages [12]. Second part of the encryption is also a point on the 

curve and include (x,y) values for each character mapping. It is possible to 

recover what is the resulting pair from the x co-ordinate and the least significant 

bit value of y co-ordinate unambiguously. It can be recovered y2 from x and can 

obtain the roots as +/-y, since +y and –y differ only in least significant positions 

except 0. Here it is chosen a prime curve for our operations and for a prime 

curve there do not exist a point  y=0 and transmitted the cipher text as a stream 

of data including one kG and x values of all second point along with least 

significant bit positions of y in the encrypted result. 

2.1 Proposed Algorithm for Mobile IoT 
2.1.1 Sender Side Operations 

Step 1: Read plain text message 

Step 2: Apply an initial polyalphabetic substitution 

             Auto key ciphering is applied to obtain a substitute before encoding. 

Step 3: Set up elliptic curve parameters for Encoding, Encryption and 

Decryption, 

 3.1 Users agree to elliptic curve parameters a,b and p. 

3.2 find the points on the agreed curve with base point and its generator. 

Generator        point selection is a prime step for ensuring security. 

Step 4: Encode the output of step 2 to a point on selected elliptic curve 

dynamically. 

4.1 Select a random point R from the Curve 

4.2 First character in the alphabet series is mapped to base point R, second 

one to 2R, third one to 3R and soon. 

4.2 Encode each character to corresponding points on the curve. 

Step 5: Perform encryption on elliptic curve points 

 5.1 First encrypt the point R then all the points corresponding to 

message.  
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Step 6: Apply compression to incorporate available bandwidth. 

6.1 The same point k*G is there for each cipher text point. Include only one 

in the message. 

6.2 Remove y coordinate value of each point, if it is known the curve and x 

value, then it is easy to reproduce corresponding y 

6.3 Hence it is reduced the size of cipher text to ¼ th of the original and no 

extra computations are required from server side for applying this 

compression. 

Step 7: A stream of bits as message is transmitted. 

2.1.2. Receiver Side Operations 

Receiver performs the operations in reverse order of encoding and encryption. 

Step 1: From the bit stream remove the kG and find the y values 

corresponding to each x. 

Step 2: Decrypt and obtain the point R and find 2R, 3R,.….. to obtain the 

corresponding character, mapping depending on the arrived bit stream. 

Step 3: Recover the plain text by applying the inverse of this initial 

substitution to recover the secret message [13]. 

3. Flow Diagram 

 

Figure 1: Flow diagram of proposed architecture 
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4. Implementation details of Proposed 
Algorithm 

The algorithm is implemented using SAGE, an open sourced alternative for 

cryptographic implementations. It is registered with cloud.sagemth.com and 

perform the coding and execution online without downloading the software 

package. Initially it is generated all the points on the curve and plot it after 

passing the parameters a,b and p seeing our requirements. The generator point 

and its order, selected from the points are generated by the python 

implementation using SAGE math cloud. After reading the input text and 

perform initial substitution by auto key ciphering, it is implemented the 

encoding mechanism by point multiplication with selected base point. The 

encoded points are encrypted then applied to the compression procedure by 

removal of repeated points and y co-ordinate except the least significant bit. The 

output of the procedure is a sequence of bits with reduced size. Performance 

analysis based on Encoding time, Encryption time and Compression ratio is 

given in Table1 and Performance of algorithm depends on efficiency in 

Arithmetic curves. The performance measures are evaluated on a machine with 

4 GB RAM and 2.7 GHz processor with Windows 7 Operating System. 

5. Performance Analysis 

Table1: The results of complexity analysis based on time and size 
Size 

of 

Plain Text (bits) 

Encoding Time Encryption Time Size 

of 

Cipher 

Text 

(bits) 

Size 

After 

Compressio

n 

(bits) 

Ratio 

40  5 ms 9ms 192 70 0.369 

160  20ms 38ms 672 205 0.305 

640 38 ms 65ms 2592 745 0.287 

1024 140 ms 276ms 4113 1160 0.283 

6. Security Analysis 

Key Space: Normally, security of a cryptosystem depends on the key size , and 

as key size is increased security increases. But ECC is a promising candidate for 

security with smaller key value to support battery and memory constrained IoT 

devices in wireless network. 

Key Search Analysis: Public key systems are depending on mathematical trap 

door functions. Here the ECC is based on discrete logarithmic problem and 

offer adequate security. Brute force is not practical within the time limit. 

Frequency Analysis: Our proposed encoding scheme map characters to a point 

on the elliptic curve after one substitution ciphering without any regularities and 

frequency of analysis is not possible with this. 
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Statistical Analysis: In this approach, the data is compressed after encryption 

and make harder from any form of statistical attack. Pollard Rho method and 

Pollard Lambda method are impractical because of compression after 

encryption and initial transposition. 

Moreover, the system based on ECC is computationally more efficient than 

other public key systems [14]. 

7. Conclusion 

 In this study a light weight attack resistant approach is implemented to 

ensure confidentiality in text communication between sensors enabled mobile 

devices in IoT. Here to combine public key system ECC with compression and 

to introduce a new dynamic way for mapping the characters into a point on the 

Elliptic Curve with positive results and also to help in enhancing  the security.  

The method analysed for security and performance is based on the 

computational time and storage.  The algorithm and implementation defy 

statistical analysis and key search analysis efficiently. ECC is comparable with 

RSA standard and a solution for wireless sensor environment and other 

supporting devices. The resultant smaller sized cipher text is suitable for 

resource constrained devices and also preserves the limited bandwidth. 
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