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ABSTRACT 
 
Cloud computing is an emerging economic and computing paradigm with the development of Internet 

technology. Various application services can be provided to satisfy user‟s requirements by the cloud 
computing. One of cloud computing application services commonly used is data storage, and users can 
outsource their storage and store their sensitive data in the cloud. In this paper, we propose an Elliptic 

Curve Cryptography (ECC) scheme with Session mediator and Key Generation Center. The session 
mediator provides the validation of any decryption key for both the user and data owner respectively. 
The time fraction is being set for the decrypting the data by a single key for any user. The Key 

Generation Center is playing a vital role for generating the Encryption and Decryption key for the data 
owner and user encrypt and decrypt the data before uploading in the cloud and downloading from the 
cloud.  This will bring vulnerabilities in the secure key generation. A new method is discovered to 

implement the key generation centre as independent center and share keys independently. This method 
will provide an efficient and secure key generation between the user, data owner and the cloud 
environment. 

. 
Keywords: Session Mediator, Key Generation Center, Elliptic Curve Cryptography.
 
 
1. INTRODUCTION 

 
          Cloud computing is a model for enabling 

ubiquitous, convenient, on-demand network 

access to the shared pool of configurable 

computing resources  networks, storage ,servers, 

applications, and services that can be rapidly 

provisioned and released with minimal 

management effort or service provider 

interaction[1-6]. A public cloud is one based on 

the standard cloud computing paradigm, where a 
cloud service provider makes numerous 

resources like servers and storage, available 

globally over the web. Data sharing is becoming 

increasingly important for many users and 

sometimes a crucial requirement, especially for 

businesses and organizations hoping to gain 

profit. People love to share information with one 

another. Due to all these advantages of the 

public cloud many of the organizations are now 

use the pubic cloud to store the data. But there 

are some problems with this public cloud. The 

most challenging problem faced by the public 
cloud is the confidentiality of its sensitive data. 

But the major drawback of this system is the key 

management. In order to avoid this drawback 

this system introduced a mediated certificate less 

encryption method for the secure data sharing. 

But this system doesn't assure the confidentiality 

of the data. It only guarantees the protocol will 

work properly. So here a new approach is 

introduced to assure the confidentiality of the 

sensitive data in the cloud. In order to assure 

confidentiality of sensitive data stored in public 
clouds, a commonly adopted approach is to 

encrypt the data before uploading it to the cloud. 

Since the cloud does not know the keys used to 

encrypt the data, the confidentiality of the data 

from the cloud is assured[7-9].  

                                  Certificate less Public Key 

Encryption scheme reduces the key 

management. In this scheme, user‟s private key 

consists of a secret value chosen by the user and 

a partial private key generated by the Key 

Generation Center (KGC). If any user 

compromised the cloud, using its private key 
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attempts to access the data in the cloud[10-16]. 

The scheme was found to be insecure. Cloud 

service meaning that stored data should not 

result to any clear data to the cloud service 

provider. This is possible through symmetrically 

encrypting the data before storing the data in 

cloud itself, enforcing the data security in cloud 

by not exposing the symmetric key to the cloud. 

Key management is another tedious issue that 

we come across. Data access control in the cloud 

leads to an security concerns which is provide an 
main research goal to the researchers and 

developer of cloud computing. The main goal of 

the project is to provide a privacy and security 

concern for the cloud storage data owner when 

they are outsourcing their confidential data to the 

public cloud.. Proposed technique Elliptic Curve 

Cryptography (ECC) is providing the better 

enhancement in compare to the existing 

technique. The ECC (Elliptic curve 

cryptography) is an approach to public-key 

cryptography based on the algebraic structure 

of elliptic curves over finite fields. The proposed 

technique is generating the encryption and 

decryption key for both user and Data owner 

respectively by the key generation center. Key 

generation is an important part where we have to 

generate both public key and private key. The 

sender will be encrypting the data 
with public key and the user will decrypt its 

private key. The session mediator is proving the 

intermediate key for the encrypting and 

decrypting the data over the cloud and doing a 

perfect management for validating the key 

validation time within the side of data owner and 

user[17-21].

2. RELATED WORK

                  Bhavesh Rahulkar and Praveen 

Shende prposed „A Two Layer Encryption 

Approach to Secure Data Sharing in Cloud 

Computing‟[22-26]. In this scheme Two Layer 

Encryption means Double Encryption for 

securely outsourcing the data in cloud. This 

scheme solves key escrow problem and Data 
Reveal problem by RSA algorithm of 

asymmetric key approach. In existing mCL-PKE 

scheme there is Certificate-less Encryption and 

also single encryption and it is half decrypted by 

the „CLOUD‟ and remaining half is decrypted 

by the „USER but in my scheme there will be 

certification for the User and two layer 

encryptions. The outer layer encryption will be 

decrypted by the „CLOUD‟ and Inner layer 

encryption will be fully decrypted by the „USER 

only, By this manner the data/information will 

be highly secured. My Aim is “To Secure the 
„TEXT Data Items of the Data-Owner by 

Double Encryption in Cloud Computing”. this 

project conclude, The scheme of double 

encryption and certification of the users provide 

high security to the data, and asymmetric key 

approach (RSA) is very easy in key distribution. 

The future enhancement of this scheme is that 

RSA can also be used for performing digital 

signature and it will be helpful for improving the               

security in future. 

                Seung-Hyun Seo Mohamed Nabeel 
Xiaoyu Ding  Elisa Bertino, Fellow proposed 

„An Efficient Certificateless Encryption for 

Secure Data Sharing in Public Clouds‟.This 

paper  propose a mediated certificateless 

encryption scheme without pairing operations 

for securely sharing sensitive information in 

public clouds. Mediated certificateless public 

key encryption (mCL-PKE) solves the key 

escrow problem in identity based encryption and 

certificate revocation problem in public key 

cryptography. However, existing mCL-PKE 

schemes are either inefficient because of the use 

of expensive pairing operations or vulnerable 
against partial decryption attacks. In order to 

address the performance and security issues, in 

this paper, we first propose a mCL-PKE scheme 

without using pairing operations. We apply our 

mCL-PKE scheme to construct a practical 

solution to the problem of sharing sensitive 

information in public clouds. The cloud is 

employed as a secure storage as well as a key 

generation center. In our system, the data owner 

encrypts the sensitive data using the cloud 

generated users‟ public keys based on its access 

control policies and uploads the encrypted data 
to the cloud. Upon successful authorization, the 

cloud partially decrypts the encrypted data for 

the users. The users subsequently fully decrypt 

the partially decrypted data using their private 

keys. The confidentiality of the content and the 

keys is preserved with respect to the cloud, 

because the cloud cannot fully decrypt the 

information[27-30].  

 

3. PROPOSED METHODOLOGY 
                   The popularity and widespread use 
of Cloud have brought great convenience for 

data sharing and collection. Data sharing with a 

large number of participants must take into 

account several issues, including efficiency[31-

35], data integrity and privacy of data owner. 

The shared data must be strongly secured from 
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unauthorized accesses.  

               The common approach to ensure 

confidentiality is to encrypt the data before 

uploading it to the cloud. Many encryption 

mechanisms support fine-grained encryption 

based access control. In our proposed scheme, 

first data owner register on cloud. Then data 

owner upload data on cloud[36-41]. Cloud 

receives the data and put ECC encryption on 

data. Elliptic Curve Cryptography (ECC) is 

providing the better enhancement in compare to 
the existing technique. Protection of data is 

achieved by this step. After successful 

encryption key generation center sent the 

decrypt key to Data Owner. Now the user 

process will start. In that first user register on 

cloud and request the cloud to access data. Once 

cloud gets the request from user it validates the 

user by the user information. If user is valid 

person, key generation center sends decrypt key 

to user at the same time it send decryption key 

information and data information to Session 
Mediator (SEM Keys). Session Mediator is 

responsible for maintaining the user session and 

provides the security on data. Users can decrypt 

the data using the decryption key. Users can use 

the data depend on the type of data. Because 

session mediator gives the accessibility to users 

depend on the data. If user time limit is exceeds 

session mediator close the connection of user 

session. In this proposed system we achieve the 

data security and validation of users[42-45].  

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

    3.1 Data Owner Registration and User  

          Registration 

 
The Data Owner registers with the 

cloud to upload the data in the cloud 

storage system. User registers with the 

cloud to access data. 

3.2 Data Encryption  
Before uploading the data in the cloud 

the data is encrypted using Elliptic 

Curve Cryptography (ECC) algorithm. 

The encrypted data is stored in the 

cloud. The Key Generation Center 

(KGC) generates the decryption key 

for data owner and sends it to the data 

owner. 
3.3 Session Mediator (SEM) and Key 

Generation Center (KGC)  

           The users request to access the 

data from the cloud. If user is valid 
person, key generation center sends 

decrypt key to user at the same time it 

send decryption key information and 

data information to Session Mediator 

(SEM Keys). Session Mediator is 

responsible for maintaining the user 

session and provides the security on 

data. If user time limit  exceeds session 

mediator close the connection of user 

session .The Session Mediator 

validates the decryption key session 
validity 

3.4 Data Access  by user 

The users request the cloud for 

accessing the stored data. In order to 

giving the request to the cloud the user 

need to register his/her name and 

password. After getting the decryption 

key by the KGC and validation by 

SEM the user can access the data from 

the cloud. Users can decrypt the data 

using the decryption key. Users can 

use the data depend on the type of data. 
Because session mediator gives the 

accessibility to users depend on the  

data . 

 

            

 
Figure 1: Architecture of the system 
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