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1.Abstract 

           Nowadays Cloud disaster recovery is getting significant in the domain of cloud computing 

due to the frequent applications obtained for the society. However the research community finds 

the difficulty in tackling problem of disaster recovery. The main aim (objective, goal, result of 

this paper is to achieve a simple layout for the knowledge structure for an effective class room 

(learning platform) in order to meet the learning outcome of cloud disaster recovery. The 

construction is carefully made after surveys & reviews throughout the branches of bharath 

university and obtained the knowledge structural model .this model is finally evaluated for its 

performance and result are presented. 

Keywords: cloud, recovery, disaster 

1.Introduction 

The leading Cloud Service Providers (CSPs) uses the cloud DR zerto parteners from 

around the globe to offer a cloud based business continuity and disaster recovery (DR) service, 

enabling businesses of all sizes to protect production applications both to the cloud and in the 

cloud. Each of the more than 350 Zerto Cloud DR Ecosystem partners[4] offers disaster recovery 

services powered by Zerto Virtual Replication (ZVR) — a platform for secure, non-intrusive, 

cloud-based BC DR for private, hybrid and public clouds[1-6]. 
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Fig 1: Cost Effective of Cloud Disaster Recovery 

 

 

With disaster recovery services in the cloud, provides the primary and secondary[6] data centers 

and also gives the cloud automation and flexibility when they using solid DR assurance. Until 

recently, cloud based disaster recovery solutions have been ineffective, complex and cost-

prohibitive. Due to limitations with legacy array-based replication, CSPs were once required to 

have exactly the same storage type as their customers, increasing their overall costs. Further 

driving up cost was the complexity of managing cloud-based DR offerings, which were 

inflexible, labor-intensive and difficult to scale. The CSPs, Zerto enables CSPs to provide 

enterprise customers with tight SLAs and assurance will solve these types of problems, yet still 

offer a cost-effective solution for their disaster recovery plan needs[7-10]. 

2. Related Works 

 Cloud computing – a long held dream of computing as a utility – is a promising technique 

which shifts data and computational services from individual devices to distributed architectures. 

The content of cloud was initially created to describe sets of complex on-demand services 

offered by commercial providers. Based on the advancement in network topology with high 

speed bandwidth and Smart phones, people can upload their information using the Internet 

anytime. Cloud computing denotes Internet-based distributed computing[8] platforms which are 

highly scalable and flexible. Their features can change the fashion of conventional information 

processes. Cloud computing allocates IT resources, such as computational power, storage, 

software, hardware platforms and applications to a wide range of consumers, possessing a wide 

range of devices. 

Cloud providers including -public, private or hybrid clouds- are able to offer seamless on-

demand services as a pay-as-you-go model[11-14]. Therefore, consumers can easily use the 

services without a need to install or worrying about the underlying infrastructure[10]. So, they 

can focus on their applications and can scale and retrieve the allocated resources directly by 

interacting with Cloud Service Providers. Virtualization is the key enabling technology in which 

cloud computing can change the system's view from a piece of hardware to a dynamic and 

flexible entity Cloud-based services can be divided into three levels: Infrastructure as a Service 

(IaaS), Software as a Service (SaaS) and Platform as a Service (PaaS) According to the NIST  

the essential features of cloud can be defined as: On demand. 

3. Disaster Recovery 

 A disaster is an unexpected event in a system lifetime. It can be made by nature (like the 

tsunami and earthquake), hardware/software failures (e.g. , VMs' failure of Heroku hosted on 
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Amazon EC2 on 2011) or even human (human error or sabotage). It can lead to serious financial 

loss or even can put human lives at risk (Kashiwazaki., 2012). Hence, between 2% and 4% of IT 

budget in huge companies is expended for DR every year (Prakash et al., 2012). Cloud-based DR 

solution is an increasing trend because of its ability to tolerate disasters and to achieve the 

reliability and availability. It can be even more useful in small and medium 

enterprises (SMEs), because they do not have much resources as big companies do. As shown in 

Table1 includes Data level, System level and Application level[15-19]. These three DR levels 

which are defined in terms of system requirements. 

 

Table 1. DR levels 

 

          DR level        Description 

          Data level       Security of application data 

          System level      Reducing recovery time as short as possible 

         Application level        Application continuity 

Five requirements for an DR efficient performance 

 Minimize RPO and RTO 

 Minimal effect on the normal system operation 

 It should be geographically separated 

 Application should be restored to a consistent state. 
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Fig 1. General Knowledge structure  

 

Antology Diagram 

 

 

 

 

 

 

 

 

 

 

Fig 2: Antology diagram for Cloud Disaster Partitions 

 

The above diagram represents the cloud disaster types. Which types consists of cloud changes, 

critical path in disaster recovery. Then includes the virtualization, Entire server, planning, 

scalability[20-24]. 

 

There are currently two popular approaches to cloud data backup: Software-as-a-Service (SaaS) 

and cloud storage services. As an alternative to on-premise software[42-25] and secondary 

storage, backup SaaS is a Web-native application hosted and operated at a central location and 

accessed via a browser-based interface. It is typically characterized as having a multi-tenant 

architecture (i.e., a shared, scalable infrastructure that keeps data virtually separated) and a utility 

pricing model. Lightweight agents residing on the systems to be protected pass data at the 

primary site to the cloud. 
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Cloud storage services are a hybrid of on- and off-premise components. For backup, the IT 

organization has on-premise control of software and, optionally, hardware, coupled with 

leveraging off-premise[8] services or infrastructure (massive data centers housing powerful 

computer, network and storage resources). Cloud backup services are charged back to the 

customer on a consumption basis -- based on capacity, bandwidth or seat[25-31]. 

 

Cloud backup considerations 

 

 

Fig3: Overview of Conceptual Elements 

4. Experimental Setup 

 The experiments based on our selection of topic in the domain of interest were carried 

out. This had been implemented with appropriate approvals from authorities in the university. 

Since the knowledge structure are part of activities of the teacher’s pedagogy style, getting 

permissions happened to be cleared quickly  as well automatically. Few classes were selected for 

internal assessment and these tools were applied to check the feasibility and the correctness of 

the approaches. The following table shows the difference in the performance[32-37]. 
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 Table 2.Comparison of KS –(N) with Non KS approaches 

S.No Class Branch with 

KS 

Without 

KS 

1   II A IT 94% 85% 

2   II B IT 69% 73% 

3 III A CSE 86% 75% 

4 III B CSE 85% 77% 

5 III C CSE 70% 65% 

6 IIA CSE 58% 54% 

7 IIB CSE 57% 53% 

8 IV A IT 83% 80% 

9 IV B IT 86% 74% 

10 IV C IT 83% 79% 

 

The above table clearly makes us to understand the following observations. The foremost 

observation is the KS approach demonstrates the other approaches. The last row values are 

inferior due to the learning style of the students in the class as well as difficulty level inherently 

hidden in the some of the parts of cloud disaster recovery[38-41]. 

  

  

  Fig 4: chart Comparison of KS –(N) with Non KS approaches 

 

Table 3:Efficiency of knolodge structure  
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Class with KS Without KS 
  II A 98%  83% 
  II B 92% 80% 
III A 90% 75% 
III B 83% 73% 
III C 70% 65% 
IIA 58% 51% 
IIB 56% 52% 
IIIC 83% 79% 

 

 

   

Fig 5: Efficiency of KS 

 

In fig.5 the efficiency of depicted by the difference in the approaches and it demonstrate the 

performance appreciably. The maximum efficiency is found for approach in the range of 50% to 

55% 

5. Conclusion 

 In this paper, we have provided an in depth analysis of the state of the art for DR in cloud 

computing. First, we briefly introduced cloud computing, including cloud disaster, properties, 

types of disaster through antology diagram and cloud images. Then, we discussed the details of 

cloud-based disaster recovery and compared it with traditional approaches. In addition, we also 

derived the cloud disaster experimental results. Furthermore, the main DR platforms are 
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discussed, followed by open issues and future direction in the field of cloud-based DR 

mechanisms. Finally, a DR procedure is proposed which can effectively utilized by any DR 

mechanism. 
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