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ABSTRACT 

 In Smart Grid, the demand  management 

consist of the planning, implementing, and 

monitoring activities of electric utilities. Load 

dispatch centre is playing major role by  

matching the power demand with system 

integrity , reliability and security of generation 

and transmission facilities. It also regulates the 

grid frequency to balance the demand and the 

generation of power with  optimum utilization 

of resources. To control the frequency the load 

despatch centres communicate with other 

power plants through communication network. 

The data communication should be well 

secured.  

 In this paper a security system is 

proposed using intelligent authentication 

code, to avoid participation of unauthorized 

person with an intension of creating attacks 

Load dispatch centre generates dynamic 

secret authentication code at the end of  each 

communication to power plants. 

When the load dispatch centre is sending data 

(instruction) to power plant, it uses a secret 

code. The secret code vary from one  power 

plant to another  power plant. The code is 

known only by the load dispatch centre and the 

respective  power plant. After carrying out the 

assignment, the power plant acknowledge the 

load dispatch centre. Finally the load dispatch 

centre generates new code  and send to power 

plant . Load dispatch centre and  power plants 

should store the last communicated code   to 

utilize  for  next communication.  Either load 

dispatch centre or power plant wanted further  

communication, they should compare and use 

the code which was stored at the end of lost 

conversation.  

 The scheme is simulated using HTML and 

PHP.  The simulation result proves that the 

proposed scheme is suitable for blocking 

unauthorised entry[1-5]. The scheme is  

protected from spoofing, dictionary attack, 

sniffing and man in the middle attack. 

I. INTRODUCTION 

 Load dispatch centre is an important 

link between generation and transmission 

stations. Load despatch centre is characterized 

by two- way communication between the sub-

stations and  generating stations. The load 

dispatch centre monitor supervise and 

control the grid  system[6-11]. It provides 

integrity, reliability and security of generation 

and transmission facilities. Also carry out 

scheduling and dispatch of load within the 

region. 

It maintains system frequency almost between  

49.5 Hzs to 50.5 Hzs range by  regulating the 

generation Load as per the demand. 

Communication between load dispatch centre 

and the generation station should maintain 

confidentiality and integrity through message 

authentication code (MAC) services.  

Attila Altay Yavuz, [12-17]developed a Rapid 

Authentication (RA) method followed to 

command and control messages in large and 

distributed systems. In this scheme there is 

fast signature generation and verification, 

constant size public key, highly secured 

without  time synchronization requirement 

were developed. Mostafa M. Fouda et al[2] 

proposed a lightweight message 
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authentication scheme features as a basic yet 

crucial component for secure communication 

framework. Specifically, in the proposed 

scheme, the smart meters which are 

distributed at different hierarchical networks 

can first achieve mutual authentication and 

establish the shared session key with Diffie-

Hellman exchange protocol. Then, with the 

shared session key between smart meters and 

hash-based authentication code technique, the 

subsequent messages can be authenticated in 

a lightweight way. Yining Liu et al [18-

23]proposed  a lightweight authenticated 

communication scheme for the smart grid, 

which ensures a secure two-way 

communication between the smart meters and 

the neighbourhood gateway and carried out   

security analysis. Göran N .Ericsson 

[24]discussed  cyber security issues, and it 

highlighted the  access points in a substation. 

Also, information security domain modeling 

was treated. VelinKounevetal[25]proposed 

secure communication architecture to support 

microgrid operation and control. A security 

model, including network, data, and attack 

models, was defined and a security protocol 

to address the real-time communication needs 

of microgrids. Yutaro 

Yamaguchietal[26].presented exact solution 

methods for analysing vulnerability of electric 

power networks to a certain kind of 

undetectable attacks known as false data 

injection attacks. They have shown that the 

problems of finding the minimum number of 

measurement points to be attacked 

undetectably reduce to minimum cut 

problems on hypergraphs, which admit 

efficient combinatorial algorithms. Danda 

Betal[27]ei al. investigated Chi-square 

detector and cosine similarity matching 

approaches for attack detection in smart grids 

where Kalman filter estimation was used to 

measure any deviation from actual 

measurements. The cosine similarity 

matching approach is found to be robust for 

detecting false data injection attacks as well 

as other attacks in the smart grids. Once the 

attack is detected, system can take preventive 

action and alarm the manager to take 

preventative action to limit the risk. 

KebinaManandharetal[28] presented a 

mathematical model of the system to study 

these pitfalls and propose a robust security 

framework for the smart grid. The framework 

adopts the Kalman filter to estimate the 

variables of a wide range of state processes in 

the model. The estimates from the 

Kalmanfilter and the system readings are then 

fed into the χ2-detector or the proposed 

Euclidean detector[29-33]. The χ2-detector is 

a proven effective exploratory method used 

with the Kalman filter for the measurement of 

the relationship between dependent variables 

and a series of predictor variables. The χ2-

detector can detect system faults/attacks, such 

as DoS attack, short-term, and long-term 

random attacks. Jiankun Hu,etal[9],surved 

and discuss new findings and developments in 

the existing big energy data analytics and 

security. Several taxonomies have been 

proposed to express the intriguing 

relationships of various variables in the field. 

Bin Huetal[34-40],introduced a dynamically 

updating key distribution strategy to enhance 

mesh network security against cyber attack. 

The scheme has been applied to two security 

protocol known as simultaneous 

authentication of equals (SAE) and efficient 

mesh security association (EMSA). Since 

both protocols utilize 4-way handshaking, 

they proposed a Merkle-tree based 

handshaking scheme, which is capable of 

improving the resiliency of the network in a 

situation where an intruder carries a denial of 

service attack. Finally, by developing a denial 

of service attack model, they evaluated the 

security of the proposed schemes against 
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cyber attack, as well as network performance 

in terms of delay and overhead.  

 

The load dispatch centre  offers secure and 

intelligent load  distribution from power 

plants using communication technologies to 

control the demand . Increased 

interconnectivity of power plants with load 

dispatch centre  over the grid systems 

generate new challenges for security and its 

management.  

On order to give more importance to the 

security, an Intelligent massage authentication 

code is proposed in this paper. 

This paper is organized as follows: Section 1 

presents the introduction and the prose of the 

previous research, Section 2 describes 

existing method. Section 3 describes the 

proposed method. Section 4 describes 

implementation of the scheme and Section 5 

deals with results & conclusion[41-45].  

 

2. Existing system 

The  message from  LDC goes through a 

MAC algorithm to produce a MAC data tag. 

The message and the MAC tag are then sent 

to the power plant . The power plant  in turn 

runs the message through the same MAC 

algorithm using the same key, producing a 

second MAC data tag. The power plant  then 

compares the first MAC tag received in the 

transmission to the second generated MAC 

tag. 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1. The existing authentication system 

The block diagram of the existing system is 

shown in Fig.1. 

If they are identical, the power plant  can 

safely assume that message was not changed 

by any attacker during transmission. Same 

procedure is followed  whenever data    

communicated from power plant to Load 

centre. 

3. THE PROPOSED SYSTEM  

 

The load despatch centre communicates with 

several power plants. The confidentiality of 

data is to be maintained and the data 

communication must be in a secured manner. 

 

Authentication is concerned with 

protecting the integrity of a message and  

validating identity of originator.  

When the load despatch centre is 

sending data (instruction) to power plant, the 

load despatch centre uses a secret code. The 

secret code vary from one  power plant to 

another  power plant. The code is known only 

by the load despatch centre and the respective  

power plant. General communication network 

is shown in Fig.2. 
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Fig.2. Communication network of LDC &PP 

The communication block diagram 

between load dispatch centre (LDC) & Power 

plant (PP) is shown in  Fig.3. For example, 

(shown in Fig.2) when the load despatch 

server required to instruct the  power plant to 

increase  the load to 30MW, it sends a 

message "INCREASE 30 MW" with a secret 

code attached before and after the message as 

"AA  INCREASE 30 MW BB".  

 

 

 

 

 

 

 

 

 

 

 

 

Fig.3. Communication between LDC & PP 

The power plant (receiver server) 

receives message  and reply new the message 

to load despatch canter (sender) with secrete 

key in a  reversed order  as "BB INCREASE 

30 MW" AA. The load despatch centre 

(sender) identifies  the authenticity of  

message received  and send “ok” message 

with secret code attached before and after as 

"PQ OK RS" to power plant. The power plant 

increases the load to 30 MW. Also the power 

ant  and LDC saves the last transaction code 

for future communication. ("PQ OK RS") 

After some time delay, if the  

LDC required to send data to Power plant 

uses the previously saved secret code,              

( PQCC INCREASE 40MW  RSDD) then 

Power plant compares the last corresponded 

secret code and send reply to LDC ,(DDRS 

INCREASE 40MW  CCPQ) 

LDC identifies the correct 

message received by the power plant and send 

a newly generated code to power plant (VV 

OK WW). This new code will be saved for 

the next communication by both LDC and PP. 

This concept is to prove the 

authenticity of the intruder. It is an 

interactive method for one party  to prove 

to another party (the verifier) for  a 

validity.By implementing this concept, the 

hackers cannot get access to the data either 

from LDS or from Power plants.   

 

4. Implementation Of Proposed Method 

Implementation was carried out using 

HTML and PHP  with a focus on high 

security. When a message is sent by load 

dispatch centre , an application program will  

generate an authentication adder  in the form 

of secret code, mathematical manipulation , 

graphics etc 

 

Data base "msgdb" was created in php 

MyAdmin as shown in Fig 4 

 

RSCC-INC 40-PQDD 

 

PQ-OK-RS 

DD-INC  40 MW -CC 

BB-INC30MW BB 

AA-INC  30 MW -BB AA-INC  30 MW -BB 

RSCC-INC 40-PQDD 

SAVE PQ&RS 

BB-INC 30MW -AA 

PQ-OK-RS 

SAVE PQ&RS 

VV-OK -XX 

DD-INC  40 MW -CC 

 
VV-OK -XX 

SAVE VV&XX SAVE VV&XX 
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Fig 4. Creation of  new data base msgdb 

Table was created to save the communication  

in the database as shown in Fig. 5.  

 

 Fig.5.Table creation for database 

The LDC starts communication with PP using 

authentication code as shown in Fig.6.The 

load dispatch sends instruction using 

authentication code will be verified  by the 

power plants. Same way, when Power plants 

sends  the data with authentication code to the 

load dispatch will be verified  by the LDC.                                                    

 

Fig.6. Communication with secret code.  

After completing the authentication process, 

Power plants will carry out the instruction and 

gives  acknowledgement with new 

authentication code to the load dispatch. New 

authentication code will be stored with time 

stamp and will be used in the next transaction 

by both LDC & PP. 

Each communication between power plant 

and load dispatch centre is stored in the data 

base for verification as shown in Fig. 7. 

 

 
Fig.7. Event recording  

 

If any unauthorized person sends instruction 

without proper authentication code will not be 

accepted and the error message will be 

displayed as shown in     Fig. 8. 

 

 
Fig.8. Error Message for attackers. 

 

5. Conclusions 

The intelligent MAC system gives efficient 

security solution  to  protect  from attackers. 

The authentication system  is made dynamic. 

When the power plant gets the message with 

secret code,  an application program calls 

verification service and verifies the code  by 

comparing it with the code received during  

the last message. If the two codes are the 

same, further processing will be continued 

otherwise the communication will be rejected 

with a warning message. 

This protocol is an interactive method  to verify 

the intelligent code  for the authentication of the 

load dispatch centre and  the power plants. So 

the hackers are not able to respond to the 

conversations initiated by the server. The data 

International Journal of Pure and Applied Mathematics Special Issue

447



6 
 

transmitted over the transaction is not usable by 

the hacker to fake an identity. The use of secret 

code   sent and receive  is only valid once and 

within a time limit. Thus, it will not be usable by 

attackers who intercept the information. Intruder 

if any cannot be interacted easily 

The communications are protected from 

spoofing, dictionary attack, credential stealing 

attack, sniffing and man in the middle attack.  
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