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Abstract

In the digital world, almost every sector of the society is highly dependent on software
systems. The tradeoffs between development time and the cost are difficult to balance. In this
paper, we introduce fault dependency and various time lags, to predict and quantify the
reliability of software in an effective manner. Model parameters are estimated by least square
estimation (LSE) method, and the measure of accuracy namely SSE, R-square, Adjusted R-
square and RMSE are calculated using a valid dataset. The comparison with previous existing
models in literature has also been done.

Keywords: Software reliability, non-homogeneous Poisson process, open source software,
fault dependency.

1. Introduction

Software is an important part of numerous basic applications and the size and complexity has
been growing dramatically. There has been an exponential increase in the previous couple of
decades and the pattern is expected to proceed in future too. This increment in software
complexity and size has made it very hard to attain high reliability. One of the real issues
today, faced by software industry, is to build reliable software. Software reliability is the
likelihood of failure-free programming operation for a predefined period of time in a
predetermined situation.

Software reliability growth model (SRGM) is one such part of Software reliability that has
gotten the most consideration. According to Software reliability growth models failures are
described as random process. SRGM helps in assessing the quantity of initial defects. It also
helps the software managers in measuring the level of reliability in testing stage. SRGMs are
developed over the time and estimating the reliability of software’s [1-8].

Open Source Software (OSS) is a new paradigm to develop software by community, in which
group of peoples collaborate each other to develop software. These activities are often called
OSS projects. The products of OSS projects include source code, documents of software, and
test results. In many OSS projects, their products are published under open-license. Anyone
can freely access these OSS products [16]. The usage of open source software has increased
rapidly. The role of OSS is becoming great in various domains from research to commercial
to educational.

2. Related research

i.  Optimal version update time for OSS:
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OSS involves much more testers in the testing process and most of these testers are
volunteers. More specifically, each release of OSS can attract increasing number of
volunteers in the early phase since more and more people know it and use it. After the
number of volunteers reaches at the peak, it will decrease since the software is losing its
attractiveness over time. Fault-detection rate in OSS follows a hump-shaped curve. So, the
Weibull-type fault detection rate function can also capture the property of the hump-shaped
curve with fairly good flexibility. The total expected cost including both testing cost and
operation cost is a crucial factor for such determination [14].

The cost is no longer an important consideration for the OSS community to decide the release
time. For OSS development, there are two important factors for management to determine the
optimal version-update time in the testing phase. On one hand, a sufficient number of
volunteers are expected to be involved in the development of OSS. On the other hand,
reliability is the most important aspect of OSS quality [17]. Since reliability is an increasing
function over time, reliable software requires a delay of the release to ensure that there is
sufficient time for testing.

ii.  Various type of fault assumption in software

Ohba[10] considered that there were two sorts of faults to be specific mutually independent
and mutually dependent faults. Mutually independent faults can be identified and remedied
instantly. There is no time defer between detection and rectification process. Mutually
dependent flaws are not possible to remove immediately. By the bug report information of
open source software, it has been inferred that conventional software reliability growth
models are not suitable for accessing the reliability growth of open source projects due to the
fact that the design and development of open source is not the same as that of closed source
[9].

Hung and Lin [18] joined flaw dependencies and time lag while debugging into the exiting
SRGM. They studied the problem of suitable release time and update time for software
projects based on cost criterion and reliability. The soul of open source programming is the
free right of utilizing, replicating, conveying and altering the product, which makes an
effective, practical, and profitable. Because of substantial scale platform of Open source
software, it is troublesome for a software manager to survey the reliability and quality of
software. Keeping up vast variety of software and timely version upgrades is a challenge to
many product administrators and managers.

3. Modification in previous models:

i.  Considering failure dependency in software fault modeling:

There are two potential kinds of faults one being the dependent fault and the other being the
independent fault. The dependent defect detected may not be uprooted promptly and lags the
defect detection procedure by a delay or time-lag factor ¢(t). So, ¢(t) is the time gap between
the independent and dependent fault removal. Also it is assumed that no new defects are
created in the defect removal process.

When the quantity of recognized independent defects is related to the proportion of number
of independent defects left in the system, and then the following differential equation is
obtained:

dm(t)
dt

= r[a; —my(t)]

Where a; is the total number of initial defects, and r is the defect detection rate.
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For the removal of dependent defects, it is necessary to remove the independent faults
perfectly first.

ii. Failure dependency model with time lag:

All the above models will be integrated to make a model which is more correct and fits to
most software. Additionally the dependency of faults will be considered and the rate of
removal will be proportional not only to the remaining errors in the system but also to the
debugged error so as to provide a clear picture. When a failure (i.e. an unexpected and
incorrect behavior of the system) occurs during testing, it is counted with a time tag.
Cumulative failures are counted with corresponding cumulative time. SRM is fitted to the
collected data and the fitted models are then used to predict the total number of expected
defects (i.e. fault on the execution of which failure occur) in the software [18].

On the basis of the above assumptions when we include time delay ¢(t). The equation can be
modified as:

moriginal(t) =a(l- e—rt)
m(t) = moriginal(t - ¢(t)) = 3(1 - e(—rt)er¢>(t))

On the basis of taking three type of ¢(t), m(t) will be

. 41 =0.
m(t) =a(l —e™™)

In(1+rt)

. (o = o
m(t) = a(l — (1 +rt)e™™)

e d()=t+ae P —q

m(t) = a[l — e_m(l_e_ﬁty)]

Instinctively, the rectification procedure can be seen as a learning methodology since the
software testing groups will become acquainted with the debugging environment. These
groups' skills can be continuously enhanced and accordingly the measure of time slack will
be lesser. Now consider the dependency between the dependent faults and independent faults.
So m(t) can be written as summation of m(t) of dependent and independent faults [15]. So,

m(t) = my (D) + m,(t)

The recognized defect flaw may not be uprooted promptly and it slacks the defect detection
procedure by a time delay factor ¢(t). Thus ¢(t) is the time postpone between the evacuation
of the main flaw and the evacuation of the ward fault(s).

dm,(t) m, (t— ¢ (1)
20 _ pla, - my(e)) x TP

Where, 0 is the dependent fault removal rate.
Now including delay with dependency, the equation can be modified according to ¢(t).
So when

* $0=0
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_ eIt
) _ by —my (e B

[ale(l—e_rt)—ralet]
m,(t) = a, [1 —e ar ]

Let P is the percentage of leading faults. So a; = Pa (where a; is independent faults) &
a, = (1 — P)a (where a, is dependent faults).

m() =a [1 —Pe "t —(1- P)e[P—f(l‘e'”)‘Pte]]

o d)(t) _ ln(1r+rt)
]
dm,(t) a,(1— (1 +tr)e™)
d—2t=3[az_mz(t)]x : p
[—ale(tr+2e_rt+rte_rt—2)
m,(t) = a, [1 —e ar ]

m(t) =a [1 —Pe Tt — (1 - p)e[@(Pe‘”)—pte(“e—rt)]]

e dp()=t+ae P —q

a, (1 - e(_m(l_e_ﬁty))>
2O _ g, —my(®)] x
dt a

When y = 1 for Yamada’s Weibull-type testing-effort function model.

[—alee_m(tBer“—([raHZ[e_tBra])]
my(t) =a,|1—e a

Pee_ra ro _
m(t) =a [1 - Pe[_r“(l_e_ﬁt)] — (1 — P)e[_ B (e"*Bt—q[rae Bt])]]

Wheny =2
e ) )]
| —1+rae 2 —1+rae 2 |
|—j)f PO(-1+e Ydy+ - [ PO(-1+e )dy|
my(t) = ay[1—el |
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—1l+rae 2 —-1l+rae 2
!—f)?PB(—1+e Ydy+ - S PO(-1+e )dy!
[

— (1 -P)e J

o et
Where ( is {[z] = 'f—zeT dt
Now taking the case of imperfect debugging with TEF

dm(t) 1
PR v rla(t) — m(t)]
and
dm(t) da(t)
FTEAT:
m(t) = —— [er@-DW®O _ 1]

n—1

4. Parameter Estimation:
Most important part of the software reliability prediction is parameter estimation. After
determining the logical solution for m(t) for a given model, it is needed to determine the
parameters. There are some techniques, which are used for parameter estimation such as least
squared estimation (LSE), maximum likelihood estimation (MSE), and Bayesian methods.
The most important and broadly used technique for is MSE. In several cases, as the sample
size increases, the maximum likelihood estimators are reliable and asymptotically normally

distributed.

(0] P a r 0

dt)=0 0.961 472.6 0.0183 2.494

®() = In(1+r0)/r 0.9425 4285 0.03265 3.558
o) = t+ae P —q | 08332 [23L5 0.3246 2478
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Fig 2: Proposed model 2.

Evaluation Criteria:

The result obtained after the parameter estimation are
When ¢(t) = 0.

SSE: 4.086e+04

R-square: 0.6153

Adjusted R- square: 0.5603

RMSE: 44.11

When ¢(t) =
SSE: 5121
R-square: 0.9518

Adjusted R- square: 0.94449
RMSE: 15.62

In(1+rt)

When ¢(t) = t+ ae P — ¢
SSE: 1483

R-square: 0.986

Adjusted R- square: 0.984
RMSE: 8.405

6. Optimal software update policy:

Software release-time based on reliability criteria

When reliability of the software is at its peak for a specified time then
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Data-set
Weak Cumula
time tive

faults

1 44

2 75

3 75

4 75

5 75

6 75

7 75

8 100
9 124
10 130
11 130
12 159
13 175
14 181
15 197
16 205
17 214
18 215
19 225
20 227
21 228
22 230
23 230
24 230
25 230
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that moment of time software to be delivered. Let w(t) is defined as the current testing
effort and W(t) describes the cumulative testing effort. Relation between w(t) and W(t) is:

1
W) = f w(t)dt
0

W) =« [1 - e_Btmes_l]

On the basis of reliability criteria, the optimal update time of the open source software is
given below:

S.No. 1 2 3 4 5 6 7
Reliability | 80 85 88 90 91 92 93
Time 11 15 20 24 28 33 43

For At=0.1 we getR =0.93 at T =43.1 weeks.
7. Conclusion

This work would help in correctly predicting the reliability of various softwares. It will help
in the testing process and would make the process more efficient. Bug severity and imperfect
debugging would help in correctly analyzing the likelihood of system failure. Time between
the bug detection and removal would be considered and the total testing effort would be
minimized. Also the fault dependency which is usually ignored will help in achieving a more
practical estimation of product failure. The work would see the analysis of old models and on
how can the existing models could be made more efficient and appropriate.
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