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Abstract: In today’s world, storing and sharing expensive operations to generate full medical record of

information on internet is becoming common on trusted
third party servers known as Cloud Servers. Users
retrieving and sharing their secret data possess a certain
risk of getting their information leaked by some third-
party authority. In order to maintain the data integrity and
confidentiality, many cryptographic algorithms are
implemented to solve the issue. In Health Care System,
patients and doctors share their major details to the
hospital management by storing it online on the Cloud
(internet) . Important health details such as Blood Group,
disease, etc. can be accessed by illegal users. Key Escrow
is one of the major risks in data sharing over the cloud
servers as the third-party key authority can also misuse
their data. In our paper, we introduce an enhanced two-
party key distributing system so that either of admin and
cloud authority could access the data of the client. Both
costs and encryption quality for a ciphertext are
minimized. With the implementation of Attribute-based
encryption in cloud computing, we are able to achieve
secure and improved data sharing in Health Care System.

Keywords: Key Escrow problem, Data Sharing, Cloud
Computing, Health Care System, Cipher Text-Attribute
based Encryption, Data Confidentiality.

1. Introduction

Cloud Computing is an information model that allows
universal access of computing services such as servers,
databases, networking, referred as "Cloud". It is a type of
computing that relies upon sharing of computing data
over a large network instead of having a local server to
handle the services. In order to access cloud application,
the user must have the web supported device. Cloud
computing applications are platform independent and can
be accessible anytime and anyplace.

In Health care system, there is a need for an
application which minimizes time and efforts as well as
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patient and combine the cluster of health details to
deliver it to the healthcare professionals(eg: Doctor,
Surgeons). Online health records have been widely used
by big organizations such as hospitals, help the patients
to generate, access, control and update health-related
data. Patient health care are improved by using cloud
computing as it provides secure, fast and better services
which reduces the cost and time.

Though cloud computing provides us with many
advantage, it own a major risk of data security. The major
risk in cloud computing is presuming security to the
online data shared online from unsanctioned access. The
security issues are faced by both data owners and cloud
service providers. In order to solve this security issue,
many Encryption techniques have been performed. All
the algorithms, which are proposed, provide better
security to the information. Hence, providing a secure
information is one of the hardest problems in cloud
computing. Our work in this field is based on the use of
Attribute-based Encryption.

Attribute-based encryption is a encryption in which
the ciphertext and user’s unique key are based upon the
attributes (e.g.: Contact number, blood group) of the user.
The decryption of a encrypted data is possible only if the
attributes of the user matches the attributes of the
encrypted information.

Attribute-Based Encryption is an important
technique that provides cryptographic-based fine-grained
information access control for harmful storage. Attribute-
based encryption can be classified into two types —
Ciphertext-Policy Attribute-based Encryption and Key
Policy Attribute-based Encryption . CP-ABE has proved
as an important encrypting process for secure data
sharing. Using this encryption method, we need not data
server to check data from unauthorized user access.

All the patient’s data need to be decrypted by the
admin or the key provided by a completely trusted Cloud
authority (CA).



International Journal of Pure and Applied Mathematics

Key escrow problem can occur due to this. By
getting unique key of Admin, Doctor can decipher all the
user’s encrypted text and can misuse it.

The scheme of this system will occur in the
following steps —
1.System Setup
2. Key Generation
3. Information Encryption
4. Information Re-encryption
5. Update Key
6. Information Decryption

The data storing as well as the key generation
system are accountable for the issuing of the Admin key.
After the Doctor contacts the two parties, the key
generation system helps in doctor and user verify and
issuing of attribute keys to the user if he/she is entitled to
the attributes. Accordingly, security and efficiency of the
patient’s information is one of the hardest problem faced
in cloud computing [1], [11],

2. Proposed Method

In order to solve the Key Escrow problem, we propose
the Ciphertext-Policy Attribute-based Encryption in
Cloud Computing.

We propose a Key generation protocol to resolve the
Key Escrow problem in Cloud Computing.

This algorithm can restrict the Admin and cloud
authority from getting to know each other’s unique key
so that none of them can decrypt the data of users
individually. Hence, data confidentiality can be
maintained.

3. Algorithms Used

RSA Algorithm - This algorithm is used for secure
transmission of information and can be done in four steps
— Creation of the Key, Encryption, Key delivery,
Decryption. It includes a Public and Private key. The
Public Key is used for encrypting the data and know to
everyone.
KeyGen Algorithm - This algorithm is used for
encrypting/decrypting the data. There are two types of
encryption algorithms - Symmetric key and Public key.
Symmetric Key - This algorithm uses a single shared
key which is used to keep the data secret.
Public Key Algorithm - This algorithm uses a Public
and Private Key. The Public key is available to every
user and admin by means of the digital certificate. The
sender uses the public key to encrypt the data. User those
have a private key can decode the information.

In this, we put forward double encryption technique
on the basis of two-party key generation, Here, the admin
can only see the patient data in encrypted form and a
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unique attribute is taken as a key to decrypt the data
when the doctor wants to access the patient’s data.

When the doctor wants to decrypt the data of the
patient, he requests the key from admin. When he gets
the original admin key, he sends this Key to CA(cloud
authority) for another key with which he can be able to
send a response to the patient particularly.(2,8,9)

Through this, admin and cloud authority are
restricted to see the data of patient and key escrow
problem is resolved.

4. System Architecture

The system architecture of our proposed model consists
of four different modules — Admin, Doctor, Patient and
Cloud Authority. Below we have given a detailed
representation of our proposed model.

Cloud Autharity

Admin - They will store and upload the personal health
records of the patient. They respond to the doctors with
the key and also request to the Cloud authority for the
secret key.

Patients - Patients are the users who will register and can
see their data and response from the doctors. They will
send a key request to the doctors for accessing their
encrypted details.

Doctor — Doctors will respond to the patient by
requesting the secret key from the Admin and Cloud
Authority. They will have the health records of the
patients in encrypted form.

Cloud Authority — They are a semi-trusted party which
has the secret key in the database and responds to the
Admin with the key. When the Cloud Authority responds
with the key to the Admin, the decryption operation takes
place.

The proposed system contains several phases:
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1) Initial System State- This phase contain admin
page where admin login and enter the patient details,
2) Data encryption- Here, the data which admin

enters is encrypted using Cipher encryption technique
and only a single unique attribute is in decrypted form,
which is not visible to admin as well as doctor,

3) Key Generation- now, the unique attribute of
patient detail is used as a key which admin provides to
the doctor.

4) Data Decryption- when the doctor needs to see
the data of patient, the log in and sends request to admin
for key to decrypt the data, also if he needs to respond to
patient, he sends the admin key to CA and when he gets
the CA response he send response to the patient.(4,5,6).
CA verifies if the admin key is correct, and then only he
sends the KEY to the doctor. patients also need to log in
and send a request to admin to get his details and doctor
name.

5. Conclusion

In our paper, we implement Cipher text Attribute-based
Encryption (CP-ABE) to make health care data secure in
cloud. Our proposed system issues a key that eliminates
the Key Escrow problem. The user keys are generated by
calculation such that the key generation cannot obtain the
private key. The improved key issuing protocol enhances
the data privacy and authenticity in cloud computing
against Admin and Cloud authority as well as illegal
users (3). Cost of ciphertext for storing and computing
can be depreciated. The proposed system is scalable and
systematic to securely manage the patient’s data in
healthcare system in cloud computing.
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