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Abstract: In today’s everlasting technological world, 

information and data communication create more 

devices stay connected to the internet. This lead to 

achieving development for building different 

software and internet connection very inexpensive 

this affected privacy and security. Security today 

became of the most important issue because day-by-

day new technologies are put forward for different 

purposes of study while these come with a lot of 

vulnerabilities which makes the exploitation of the 

data. IoT is also such kind technology which is 

available for exploiting. For preserving information 

from such type of attacks here are how blockchain is 

used to preserve the privacy of IoT devices from 

being attacked and maintain an open-access 

Distributed cloud for IoT Devices. 

Introduction: With the rapid growth of data 

processing and information technology in past few 

decades one of the biggest innovation in this century 

is Internet of Things termed as IoT which the 

combination of two words i.e Internet and physical 

things or objects is i.e. where each physical object is 

connected to the internet using the RFID tags, 

sensors, actuators etc. which allows transferring 

information between the computing devices without 

the intervention of mankind. The rapid growth of the 

internet has been increased during this century which 

enabled the growth of internet of things a lot which is 

connected through a network with a wired or wireless 

technology. In-depth research for the origination of 

IoT in the late 1960’s communication between the 

two computing devices is done through the computer 

network. Later in the early 80’s TCP/IP was 

introduced which led the invention of WWW in early 

90’s which made internet more circulation with a 

rapid growth for people and Internet of Things started 

increasing from late 90’s. The term IoT is originated 

by Kevin Ashton, executive director of the AutoID 

center in Massachusetts Institute of Technology 

(MIT) in the year 1999. 

As an enormous growth of internet helped the growth 

of IoT applications in various fields which induced 

into human day-to-day life. As IoT applications are 

build using internet security became an important 

obstruct for IoT applications where data from the 

user/organization is breached and been vulnerable to 

malicious attacks performed by the attacker. There 

are several attacks that can be performed to make IoT 

system more vulnerable such as Man-In-The-Middle 

(MITM), Sniffing, Denial of Service (DoS), 

Cryptographical attacks, Botnet attacks, Denial of 

Service (Dos) and Distributed Denial of Service 

(DDoS). This paper mainly deals when an IoT device 

is been attacked by above attacks and in order to 

control such type of attacks this paper also provides a 

solution on IoT system/network/application by 

introducing blockchain technology which handles 

better security for IoT. 

The initial work on a cryptographically secured chain 

of blocks was outlined in 1991 by Stuart Haber and 

W. Scott Stornetta with a design of Merkle trees, 

which improved efficiency by providing various 

documents to be stored into a single block. A 

blockchain is decentralized and distributed digital 

ledger for cryptocurrency and stores a list of 

transactions from many computers such that past 

records cannot be changed without changing of 

succeeding blocks and collusion of the network. This 

provides various participants to verify and examine 

transactions without central recordkeeping. The 

blockchain database is shared by all nodes 

participating in a system where each node gets a copy 

of the chain and can be downloaded automatically 

using peer-to-peer connections. Each block contains a 

hash of the preceding block and computationally 

impractical to modify once it has been in the chain 

for a while because every block after it would also 

have to be regenerated. The blockchain is a main 

innovation of bitcoin. The blockchain based 

exchange of value can be completed more rapid, with 

a low cost and provides high protection with respect 

to traditional systems. In August 2008 Satoshi 

Nakamoto linked a paper Peer-to-peer Electronic 

Cash System which described as a system that 

transmits electronic transactions without trust and in 

the later year, January 2009 first open source Bitcoin 

client was initialized. In the year 2013 bitcoin 

fraudulent has been found after a hacker illegally 

transferred a large number of bitcoins from Mt. Gox 

auditor by compromising the computer. After two 

years of vivid research, thus researchers found 

blockchain technology for protecting and privacy of 

bitcoins, digital currency, IoT and a lot more things 

that can be done using Blockchain. 
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 Fig 1: Block chain working 

Literature Survey: [13] Nir Kshetri provides an 

information on securing Internet of Things(IoT) 

using a blockchain protecting and privacy 

technologies where some specific measures are 

needed to be taken care at various levels to integrate 

blockchain in IoT and it provides an information 

based on user identity and access management 

systems using a centralized and decentralized 

blockchain cloud model in IoT.[1] Seyoung Huh, 

Sangrae Cho, and Soohyung Kim provided 

information on Managing IoT Devices Using 

Ethereum concept where a user sets the network 

configuration via a smartphone network thus 

concurrently executing three different processes and 

this also builds IoT system to withstand against many 

denial of service and forgery attacks.[2] Ali Dorri, 

Salil S.Kanhere, Raja Jurdak and Praveen 

Gauravaram illustrated a local ledger of the BC and 

also implemented the blockchain technology in smart 

home which involves transaction handling, storing of 

transaction with evaluation of packet overhead, time 

overhead and energy consumption with other peoples 

and also provides an overlay of different types of 

attacks that are been performed during the 

analysis.[3] Bayu Adhi Tama, Bruno Joachim 

Kweka, Youngho Park and Kyung-Hyune Rhee 

illustrated the implementation of blockchain in 

different applications rather than in the field of 

technology. 

Types of Attacks: 

A port scan is a passive attack where it can’t harm 

any system or server, but it is a simple probe which 

retrieves the complete details of victim machine or 

severs and vulnerabilities to the attacker. Port scan is 

a procedure that sends requests to a client that are in a 

range of server port addresses on a host with an aim 

of finding any active port. There are different types 

of port scans among them TCP Connect, SYN scan, 

UDP scan, XMAS scan, ACK scan and FIN scan are 

most scans used by an attacker. 

Man-In-The-Middle also knew as MITM attack is a 

typical type of attack in which attacker tries to 

intercept communication between two parties. In 

other words, we can say this attack as a Janus attack 

(or) active eavesdropping because the attacker frames 

a reliable connection between the two parties and 

relays messages on either side such that to make a 

belief they are in a private conversation, but the 

entire communication is managed by the attacker. 

Denial of Service attack is one of a type of attack 

which is used to shut down machine (or) network (or) 

application for a period such that it user can’t use the 

system/network. It is done through pinging the 

network/system with heavy spam requests such that 

system/network can’t able to handle those many 

requests which will lead the system to crash because 

it has a limited capability. Mostly attacker tries to 

attack using botnet and buffer overflow vulnerability 

and common victims of this attacks are high profile 

organizations like banking and government sectors 

which lead them the loss of important data and time 

to fix back the system/network.                

Distributed Denial of Service attack is like Denial of 

service attack but here attacker doesn’t involve 

directly rather than he uses several systems to take 

down the machine/network such that it causes a 

temporary denial of service for users in the 

organization. A typical DDoS attack consists of 

master and zombie where master is referred to the 

attacker who initially start the attack by exploiting a 

vulnerability in the system and identifies other 

vulnerable systems and attain command over them 

either by infecting systems through malware or 

bypassing the general authentication access which are 

used commonly while the zombie is the list of 

systems or network components that are under the 

control of master. It is also called as Bot. 

Sniffing attack is a common type of attack that can be 

performed over the wired and wireless networks 

which will help the attacker to get access over the 

device such that attacker can obtain, collect and 

modify information from the device (or) machine. 

The main purpose of using sniffing attack is to obtain 

access over a network and then later attacker access 
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the internet without any restriction. There are two 

most important methods that are used by the attacker 

during sniffing that includes ARP poisoning and TCP 

session stealing methods. ARP poisoning is a method 

in sniffing attack where it is used to attack the 

network with packet-spoofing attacks and router-

based vulnerabilities while TCP session stealing 

method is used to catch the source and destination IP 

address packets in promiscuous mode. 

The most common widely used and successful 

Cryptographical attacks are Social engineering for 

key discovery, Dictionary attack, Reverse 

engineering, Brute-force attack and Implementation 

attacks where social engineering for key discovery 

depends upon humans to implement and operate the 

intellectual property illegal while dictionary attack is 

used for retrieving password files when the user 

chooses a common detectable password by using 

simple and natural words. There is a software which 

encrypts all the words in the dictionary and checks 

the hash result that matches the encrypted password 

which is stored in the password file. Implementation 

attacks are also called as the algorithmic attack 

because these are implemented by the elements 

outside the system. There are three main 

implementation types of attacks which comprise of 

side-channel attack, probing attack and fault analysis. 

Proposed model: 

An appealing methodology for answering the issue of 

the high computational power that is required so as to 

communicate with the Blockchain technology is to 

organize an incorporated decentralized combined 

architecture i.e to establish intermediate servers 

between IoT device and the Blockchain. Privacy 

control confronts enormous difficulties in IoT. 

Unluckily, it is difficult to execute current privacy 

control norms on small things because of its coerce 

nature while the presentation of effective and trusted 

a third party to deal with privacy control rationale 

could harm clients security. In this work, we 

demonstrate how blockchain technology, the 

promising innovation behind Bitcoin, can be 

fascinating to confront those emerging challenges. 

We along these lines propose FairAccess as another 

decentralized pseudonymous what's more, security 

safeguarding approval administration structure that 

influences the consistency of blockchain technology 

to manage privacy control on constrained IoT 

devices. 

 The implementation of IoT devices which 

relate to the connectivity problems of open access 

IoT networks which are in today has several concerns 

regarding the security, cost, and privacy of the 

Internet of Things where most of them are connected 

to the Centralized cloud with a single connection. 

The below diagram shows how different things are 

connected to a centralized cloud through an internet 

connection. Due to this if any security issues arise all 

the IoT devices that are connected can be 

disconnected this may lead to the data breach and 

privacy of the user. When all the devices stop 

working without the connection to the internet most 

of the IoT devices are useless and it makes a heavy 

burden for the user to replace the devices which cost 

him a lot. 

 

Fig 2: Centralized Cloud Connected IoT Device  

But when a blockchain technology is implemented to 

the Internet of things that are inter-connected without 

centralized cloud internet connection they are 

connected to blocks of things which are interlinked 

with blocks of the internet. Thus, it reduces the 

centralized cloud connectivity by decentralizing and 

protects with highly secure connectivity with the user 

privacy which integrates all things/devices with a 

single authentication and eliminates counterfeits. The 

future of the Internet of things will mainly depend on 

the blockchains with an open Registry for each 

device that is connected to the internet. There are 
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some more important aspects when we implement 

blockchain on the Internet of Things (IoT) devices 

which reduce infrastructure cost and increases smart 

contracts which are used to buy, sell, rent and lease 

devices readily without any delay. 

 

Fig 3: Implementation of blockchain in IoT device 

Future Work and Conclusion:  

The main objective of this work is to make the 

possibility of using blockchain technology in the field 

of security in the Internet of Things. IoT security is 

acquiring a great attentiveness nowadays from both 

scholarly communities and in industry. Existing 

security measures are not really suited for IoT 

because of high energy utilization and preparing 

overhead. For this purpose, we implemented 

blockchain in IoT. Apart from the field of technology 

blockchain can be implemented in different fields 

such as commodities, healthcare, digital identity & 

authentication, gaming & gambling, network 

infrastructure, real estate, social networks and in 

supply chain certification in the food industry.  
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