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 ABSTRACT 

         The primary objective of this 

project to create web based application for 

digital forensic investigation on fingerprints. 

This system centralized for all over the 

nation, so it very easy to identify the right 

person at right time (victim) involved in the 

crime. This paper provides the 

comprehensive implementation of 

fingerprint matching using the SIFT 

algorithm under the Open CV. This makes 

identification of the fingerprints in un 

cleared states also.  

      Keywords: cloud computing, Image 

processing, and SIFT, Open CV. 

I.INDRODUCTION 

    Fingerprints are  the unique 

pattern to identify the particular among the 

numerus amount of people in the world 

.Among the all biometrics fingerprints are 

the most widely used as parameter for the 

identification. Fingerprint matching is 

commonly employed in forensic science to 

aid criminal investigation .To searching of 

fingerprints among the scattered fingerprints 

all over the nation is very difficult but it is 

achieved easy through the cloud computing 

and web application. Cloud computing[1] is 

a complete new technology . 

   It is based on the 

development of parallel computing , 

distributed computing , grid computing and 

is the total combination and the evolution of 

the Virtualization , Utility computing , 

including with Software-as-a-Service 

(SasS), Infrastructure-as-a-Service (IaaS),   

and Platform-as-a-service(PaaS). Cloud is a 

technical term to describe web as a space 

where computing has been per installed 

software and exist as a service ; operating 

system, data, storage, applications and 

processing power exist on the web ready to 

be share to the users . This shared IT 

resources can be access through the Internet. 

Where the IT resources includes this all 

network, server, storage, application , 

service and so on etc. and they can be easily 
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deployed with much quick  manner and it 

need least management and also interactions 

with service providers is very easy. 

II.LITERATURE SURVEY 

                    Thinned images are often used 

for carrying minutiae extraction .Thinning is 

a process which consumes time and ends 

with undesired spikes and breaks. 

Here,thinning process is not used for 

minutiae-extracting method presented by 

en- coding run-length code from binary 

images. Ridges in fingerprint images are 

represented as a cascade of runs, and 

minutiae detection has been accomplished 

by searching for starting or ending runs and 

merging or splitting runs. The fingerprint 

have various types of minutiae, ridge ending 

and a ridge bifurcation are widely restricted 

fingerprint features. The well extracted 

minutiae play a vital role in performance of 

automatic fingerprint identification system. 

The two steps of the preprocessing are 

applied to improve the clarity of the ridge 

structure and to reduce the poor quality of 

fingerprint images often affected by 

variations in impression conditions, 

acquisition devices, skin conditions, 

etc.Run-Length Encoding 

                             The reduction of memory 

space and speed up image processing time is 

carried by run-length encoding process. In a 

run-length encoding, list of contiguous runs 

of black pixels along the scan line are 

defined as a run. 

 

Binarization 

                  The flow of ridge or 

valley varies slowly in a local sub block. 

Binarization to convert gray scale image 

into binary image by fixing the threshold 

value is the preprocessing stage of FRMSM. 

The pixel values above and below the 

thresholare  set to „1‟ and „0‟ respectively. 

 

 

 

 

 

 

 

 

 

          

 

Fig 1.1: Gray Scale Image into Binary 

                                       Image 

 

Minutiae Extraction 

                   Minutiae extraction[2] is 

used for derivations of minutiae locations 

and minutiae angles. The crossing number is 

used to locate the minutiae points in 

fingerprint image neglecting the termination 

which lie at the outer boundaries. Minutiae 
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matching Finger print data compared to the 

minutiae matching. It is efficient for 

matching process. The extracted data are 

stored in the matrix format. 

 

 

Fig1.2: Binarized image to minutiae 

Point 

 

III.ARCHITECTURAL 

COMPONENTS OF CLOUD 

COMPUTING  

                        The following figure used 

to easily under stand the architectural 

components old the cloud computing. 

 

 Fig 2.1: The cloud computing reference 

Architecture  

In above figure the separate division for 

the software services, platform services 

and Infrastructure services; this are 

perform properly their work as per the 

ethics of computer science without any 

logical and security issues. 

  The remaining sections of the paper 

will discuss about the working 

functionality of the image processing 

algorithm to match the fingerprints in 

cloud and the data shared within the 

private network under the government of 

the nation.  

  The Fingerprint matching system 

under the cloud computing based on the 

image processing .In the department 

forensic they can  match the fingerprint 

with the image taken from the crime 

incident place . The entire system is 

based on the two tire authentication. 

Authentication Process 

  The state level forensic or cyber 

crime  department officer who that have 

position to process the verification part 

can have the rights access the national 

level Bio-Metric database , that person 

must give request to access the database 

and done the fingerprint verification 

process. 

The national level Bio-metric database 

administrator who have the rights to 

authenticate  the   request   from   the   
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lower level officer. That  person  must  

verify  the request  person  is  details  to  

grant  the access  for  the  national  level  

bio-metric database  and  fingerprint  

verification  tool.   

ARCHITECTURE OF PROJECT 

 

 

Fig 2.2:Architecture diagram  of  the  

working model 

IV.FINGERPRINT 

MATCHING  

                      In the web server has full 

back end processing for fingerprint 

detecting (matching) , the  fingerprint 

matching is fully processed by the image 

processing algorithm and the following 

algorithms are Histogram 

Equalization[3][4], Edge Detection , 

SIFT(Scale Invariant Feature Transform). 

                      In our process of preparing 

the image to match the given image . 

Before the image process it has been 

cropped for certain size because , we 

must focusing the particular image 

location.  we must first equalize the 

image color contraction , the image color 

equalization has been processed by the 

algorithm is called Histogram 

equalization . 

                      Histogram Equalization is 

used to enhance the contrast of the colour 

image. It is one of the 

Simplest and less complex methods for 

enhancing the quality of the colour 

image. It distributes the pixels of the 

image on the dynamic range for 

enhancing the contrast of the image. It is 

the process that remaps the pixels of the 

image.  Due this process the image has 

been converted in to grey scale image.   

 

 

Fig 3.1: Histogram of an image before 

and after equalization . 

The image of the fingerprint gone under 

this  process is given below . 
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Fig 3.2: This is fingerprint image before 

the histogram equalization process and 

after the process . 

 

     Edge Detection  

 Edge detection includes a variety of 

mathematical methods that aim at 

identifying points in a digital image at 

which the image brightness changes 

sharply or, more formally, has 

discontinuities. In an image a set of 

continues and discontinues curved line 

segments are termed as edges. Edge 

detection is a fundamental tool in image 

processing, machine vision and computer 

vision, particularly in the areas of feature 

detection and feature extraction.[5] 

Edge detection techniques to perform the 

transform images to edge image 

benefiting from the changes of the grey 

scale tones in the images. Edges are the 

sign of lack of continuity and ending in 

the image . As per the result of this 

transformation ,image is obtained with 

there edges and without encountering any 

changes in the physical qualities of the 

main images[6][7].   Objects in the 

images consist of numerous parts of 

different color levels.  An  image in 

different grey levels, according to the 

change in the different levels of grey 

images had different  types of edges that 

can be distinguished in below Figure.[8] 

 

   Fig 3.3: Types of Edges 

Type of Edges (a)Step Edge (b) Ramp 

Edge (c) Line Edge (d) Roof Edge 

After performing the Edge Detection the 

image has been changed into edge 

obtained image of the original image that 

we had given the histogram equalized 

image , that processed image we can 

easily identify the edge . 

 

Fig 3.4 : Edge Detected Fingerprint 

Image 

Above image was the processed image of 

fingerprint who‟s already processed 
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under the Histogram Equalization , the 

fingerprint image was clearly showed the 

edge in above image and the other places 

were color changed for highlighting the 

edge point in the image .  

    Image Matching  

   After that all preprocessed 

the image has going to match with the 

given image captured from the crime 

place through the image processing 

algorithm called SIFT[9] (Scale Invariant 

Feature Transform).Below that we have 

going to see the process of the SIFT 

algorithm works . 

We are going to use the OpenCV (open 

Computer Vision) for the SIFT image 

matching , because the image is going to 

match by the object recognition 

methodology . basically SIFT have the 

process of there algorithms following are 

Scale-space Extrema Detection, key 

point Localization, Orientation 

Assignment , Key point Descriptor, 

finally Key point Matching . we are 

going see one by one .  

1. Scale-space Extrema Detection 

From the image above, it is obvious that we 

can‟t use the same window to detect key 

points with different scale. It is OK with 

small corner. But to detect larger corners we 

need larger windows. For this, scale-space 

filtering is used. In it, Laplacian of Gaussian 

is found for the image with various values. 

LOG acts as a blob detector which detects 

blobs in various sizes due to change in . In 

short,  acts as a scaling parameter. For 

e.g., in the above image, gaussian kernel 

with low  gives high value for small corner 

while Gaussian kernel with high  fits well 

for larger corner. So, we can find the local 

maxima across the scale and space which 

gives us a list of  values which 

means there is a potential keypoint at (x, y) 

at  scale. 

    But this LOG is a little costly, so SIFT 

algorithm uses Difference of Gaussians 

which is an                 approximation of 

LOG. Difference of Gaussian is obtained as 

the difference of Gaussian blurring of an 

image with two different , let it be 

 and . This process is done for different 

octaves of the image in Gaussian Pyramid. 

It is represented in below image: 

 

Fig 3.5: Gaussian operation 

Once this LOG is found, images are 

searched for local extrema over scale and 
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space. For e.g. one pixel in an image is 

compared with its 8 neighbours as well as 9 

pixels in next scale and 9 pixels in previous 

scales. If it is a local extrema, it is a 

potential key point. It basically means that 

key point is best represented in that scale. It 

is shown in below image: 

 

I. FIG 3.6: SCALE LOCAL EXTREME KEY 

POINT DIAGRAM 

Regarding different parameters, the paper 

gives some empirical data which can be 

summarized as, number of octaves = 4, 

number of scale levels = 5, initial

,  etc as optimal values. 

 2. Keypoint Localization 

Once potential key points locations are 

found, they have to be refined to get more 

accurate results. They used Taylor series 

expansion of scale space to get more 

accurate location of extrema, and if the 

intensity at this extrema is less than a 

threshold value (0.03 as per the paper), it is 

rejected. This threshold is called contrast 

Threshold in OpenCV 

LOG has higher response for edges, so 

edges also need to be removed. For this, a 

concept similar to Harris corner detector is 

used. They used a 2x2 Hessian matrix (H) to 

compute the principal curvature. We know 

from Harris corner detector that  

 

For edges, one Eigen value is larger than 

the other. So here they used a simple 

function, If this ratio is greater than a 

threshold, called edge Threshold in 

OpenCV, that key point is discarded. It is 

given as 10 in paper. So it eliminates any 

low-contrast key points and edge key points 

and what remain is strong interest points. 

3. Orientation Assignment 

Now an orientation is assigned to each key 

point to achieve invariance to image 

rotation. A neighbourhood is taken around 

the key point location depending on the 

scale, and the gradient magnitude and 

direction is calculated in that region. An 

orientation histogram with 36 bins covering 

360 degrees is created. (It is weighted by 

gradient magnitude  and  Gaussian –

weighted  circular window  with    equal  

to  1.5  times  the  scale   of key  point. The  
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highest  peak  in  the  histogram  is taken  

and  any  peak  above  80%  of  it  is  also 

considered to calculate the orientation. It 

creates key points with same location and 

scale, but different directions. It contributes 

to stability of 

matching.

 

4. Keypoint Descriptor 

Now key point descriptor[10] is created. A 

16x16 neighbourhood around the key point 

is taken. It is divided into 16 sub-blocks of 

4x4 sizes. For each sub-block, 8bin 

orientation histogram is created. So a total 

of 128 bin values are available. It is 

represented as a vector to form key point 

descriptor. In addition to this, several 

measures are taken to achieve robustness 

against illumination changes, rotation etc. 

5. Keypoint Matching 

Key points between two images are matched 

by identifying their nearest neighbours. But 

in some cases, the second closest-match 

may be very near to the first. It may happen 

due to noise or some other reasons. In that 

case, ratio of closest-distance to second-

closest distance is taken. If it is greater than 

0.8, they are rejected. It eliminators around 

90% of false matches while discards only 

5% correct matches, as per the paper. So 

this is a summary of SIFT algorithm. For 

more details and understanding, reading the 

original paper is highly recommended. 

Remember one thing, this algorithm is 

patented. So this algorithm is included in 

Non-free module in OpenCV. 

 

 

 

CONCLUSION 

The proposed system gives easy 

environment for the forensic and 

cybercrime department  who want to 

identify the fingerprint image taken from 

the incident occurred (crime)place and 

there details stored in the centralized data 

center that must under control of the 

national level authority (government)  ,  

searching of data for a fingerprint is very 

difficult because it is scattered all over 

the nation so we centralized and store the 

data of all in same place so searching and 

identification is easier then before the 

scattered of data in all over the nation . 

            There is no misuse of data 

because it will accessed by the right and 

provide accessibility by the model of two 
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tire authentication by manually so it is 

secured. 
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