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ABSTRACT- Nowadays, telemedicine is an 

emerging healthcare service where the healthcare 

professionals can diagnose, evaluate, and treat a patient 

using telecommunication technology. To diagnose and 
evaluate a patient, the healthcare professionals need to 

access the electronic medical record (EMR) of the 

patient, which might contain huge multimedia big data 

including X-rays, ultrasounds, CT scans, and MRI 

reports. For efficient access and supporting mobility for 
both the healthcare professionals as well as the patients, 

the EMR needs to be kept in big data storage in the 

healthcare cloud. In spite of the popularity of the 

healthcare cloud, it faces different security issues; for 

instance, data theft attacks are considered to be one of 
the most serious security breaches of healthcare data in 

the cloud. In this paper, the main focus has been given to 

secure healthcare private data in the cloud using a fog 

computing facility. To this end, a tri-party one-round 

authenticated key agreement protocol has been proposed 
based on the ear pairing cryptography that can generate 

a session key among the participants and communicate 

among them securely. Finally, the private healthcare 

data are accessed and stored securely by implementing a 

decoy technique. 

     

   I .INTRODUCTION 

Big data in healthcare refers to sets of electronic 

medical health data that are large and complex. Due to their 

huge volume and complexity, it is difficult to manage those 

data sets using traditional software and/or hardware . The 
diversity and volume of multimedia medical big data 

(MBD) and efficient accessibility of these datasets make it. 

MBD in the healthcare industry includes patient data in 

electronic patient records (EPRs); clinical data from 
computerized physician order entries (CPOEs); machine 

generated/sensor data, such as from monitoring vital signs; 

clinical decision support systems (medical imaging, 

physician‟s written notes and prescriptions, insurance, 

laboratory, pharmacy, and non-patient-specific information, 
including emergency care data, news feeds, and articles in 

medical journals. Telemedicine is one of the emerging 

fields for e-health research.  In the telemedicine service, 

EMR including MBD, images, and multimedia medical 

data are transmitted on the fly over insecure internet 
connections as they are required by the remote doctors. The 

healthcare cloud infrastructure would make it much easier 

to pull all different healthcare information together for a 

patient while the patient over from one hospital another; as 

a result ,the patients‟ information can be managed and 
tracked easily. The health care cloud is a cloud computing 

infrastructure where all the healthcare service providers and 

stakeholders can communicate with each other through the 

cloud servers, a started . Healthcare cloud computing offers  

the benefit of both the Internet. Cloud computing is defined 
by the NIST (2009) as „„a model for enabling ubiquitous, 

convenient, on-demand network access to a shared pool of 

configurable computing resources (e.g., networks, servers, 

storage, applications, and services) that can be rapidly 

provisioned and the most important of which are: legal and 
policy issues, data protection, , absence of security 

standards, and software licensing [14]. Each of these issues 

has different challenges that can be briefly discussed as 

follows. The challenges related to cloud computing‟s legal 

and policy issues are: liability, applicable law, compliance, 
copyright, data portability, and data protection. Speaking 

about protection, privacy protection means to p rotect the 

personally identifiable information (PII), by making it clear 

to the consumer how it is used and where itis stored. 

Usually, privacy issues are all about three things, which are 
trust, uncertainty, and compliance. Also, another issue 

related to the consumer is lack of transparency On the other 

hand, another cloud security issue is cyber security. Cyber 

security challenges are related to four factors which are: (1) 

information input, (2) information and commands output, 
(3) shared tenancy, and (4) physical infrastructure example 

information input challenges are categorized into three 

areas:(1)challenge related to the way of collecting and 

delivering the information to cloud computing applications, 

(2) challenges related to the mechanism used to transport 
the information from utility to cloud computing facility, 

and (3)challenges related to information storage facility. 

So, each cloud computing issue or challenge has different 

staff we need to know more about. At the end, to define the 

relations between consumers, utilities, and third parties in 

the cloud. 
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a proper policy is needed in order to make sure that the 

cloud computing is secure [15]. It serves as a second 

gallery to contain decoy MBD (DMBD) that appear to the 
attacker as if it is the original MBD (OMBD).Unlike other 

methods, where the decoy files are called when an attacker 

is detected as accessing the system, in our proposed 

methodology the decoy files are retrieved from the 

beginning to ensure better security. Additionally, it uses a 
double security technique by encrypting the original file 

when an attacker recognizes that he/she is dealing with a 

decoy gallery; he/she would need to figure out how to 

decode the original gallery. As a result, our methodology 

ensures that the users‟ MBD are 100% secure and shortens 
the process. There is no need to worry if the user is an 

attacker, since by default it offers the decoy big data gallery 

directly to any user keeps the original one successful 

verification. Organization of The Paper: Section II and its 

subsections describe the background and preliminaries of 
the proposed technique. Section III describes the existing 

literature on similar topics. The proposed system and 

methodology are described in Section IV; the justification 

for selecting cryptographic techniques have been described 

in Section V;  

II .RELATED WORK 

This section presents a comprehensive study on the use of a 

decoy technique to secure cloud data. According to Vikas  

et al. [34], there are different security issues in mobile 

cloud computing. These can be divided into five categories: 

(1)physical threats, which include mobile possession and 

lost or stolen devices; 

 

 

 

 

 

 

 

 

 

 

 

 

 

 (2)application-based threats, such as those involving 

malware, spyware, privacy, and vulnerable applications; (3) 

network-based mobile security threats, including Wi-Fi 

sniffing, denial of service, and address impersonation; (4) 
web-based threats, such as phishing scams, drive-by 

downloads, browser exploits, and jail broken devices; and 

(5) other active attacks, including Internet protocol 

vulnerabilities, information recovery vulnerability, and 

unauthorized access to management interface 

III .PROPOSED SYSTEM 

       In the E-MEDICAL REPORT, we can done a three 
modules, (1) FILE STORAGE- The File storage is used to 

update the reports in the cloud , (2) FILE ENCRYPTION 

AND DECRYPTION- This can used to  the encrypt and 

decrypt is used for report safety purpose, 

 

 

 

 

 

 

 

 

 

 

 (3)FILE SEARCH AND VIEW can be used for search 

data in the cloud and view it  . For the above listed modules  

can only used in our project. And our project save the time 

and secure the data.      

Description: 

The provide a practical reference to help enterprise 

information technology (IT) and business (i.e., 

administrative, clinical, research and teaching) decision 

makers of the healthcare industry as they analyze and 
consider the implications of cloud computing for their  

organizations. The paper includes guidance and strategies  

designed to help decision makers, who may be new to 

cloud computing, evaluate and compare cloud services  

offered by commercial cloud service providers (CSPs); 
taking into account different requirements from patients, 

medical practices, hospitals, research facilities, insurance 
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companies, governmental/regulatory bodies, and various 

other professional and organizational actors. This paper 

serves as a foundation upon which additional, more 
detailed whitepapers on specific healthcare and cloud 

computing topics can be developed in the future. 

 

When considering whether to use cloud computing, 

healthcare actors must have a clear understanding of the 

unique benefits and risks relative to the purpose and scop e 

of medical practice and healthcare delivery: optimizing 

case outcomes while maximizing patient safety and the 
economy, efficiency and effectiveness of care and 

treatment.  

 

 

 

 

 

 

 

 

 

 

 

 

 

Then they must establish appropriate contractual 

relationships with the CSPs by means of cloud service 

agreements and service level agreements (SLAs). 
Consideration also must be given to the different models of 

service delivery: Infrastructure as a Service (IaaS), 

Platform as a Service (PaaS) and Software as a Service 

(SaaS); because each model includes different 

requirements and responsibilities. Cloud deployment 
models – private, public, and hybrid – also impact strategic 

decisions; so they must be considered carefully. 

ApplicationArchitecture :

 

 
 

Our first application is called „Cloud-based Medical 

Practice Management System‟ and the second is called 

„Cloud-based Telemedicine Practice System‟. Figure 1 

shows the Windows Azure-based system architecture for 
deploying the proposed e-Health applications. From the 

figure, we can see that there are three layers in our cloud-

based e-Health application architecture, IaaS, PaaS and 

SaaS. At the IaaS layer, Windows Azure provides the 

infrastructure services such as virtual machines, storage 

unit and high speed network. 

Our application components are deployed on the 
virtual machines to provide web services as well as to store 

the huge health data on the Azure‟s Blob storage, which is  

a service for storing large amounts of unstructured data that 

can be accessed via HTTP or HTTPS. A single blob can be 

very big in size (Gigabytes), and a single storage account  
can contain up to 100TB of blobs which can be used for 

distributed access 

Windows Azure provides two different kinds of blobs; 

first one is block blob and second one is page blob. Hence, 

Azure can support different data formats based on type and 

mix of e-Health applications. Our applications leverage 
blob storage to save the patients‟ image files, X-ray data, 

EHR documents, video and audio data. Assuring secur ity 

[29] and privacy [33] of e-Health data on public cloud 
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storage services is beyond the scope of this paper. 

However, in future we intend to integrate our e-Health 

applications with TrustStore system [29] developed by 
CSIRO. TrustStore is a service-oriented solution for 

provisioning hybrid (including both private and public) 

data centre resources with strong guarantees on data 

security and privacy. 

 
 

Population Health Management 

 

Analysis of larger data sets across industries and deep 

learning are yielding important insights not previously 

available. Healthcare is no exception. Cloud and big data 
services can be used to track diseases; map them 

geospatially and inform the population where risk exists. 

Healthcare organizations can implement the services and 

infrastructure required to support these services for a 

fraction of the cost by utilizing cloud computing 

 

Care Management Support 

 

Hospitals and physicians are more and more utilizing cloud 

based practice management, medical records and medical 

image archiving solutions. These solutions provide cost 

effective implementations offloading tasks from hospital IT 
departments allowing them to focus on supporting other 

operational and clinical support systems  

 

Diagnostic Support 

 

Organizations are developing new SaaS products and 

services to both concentrate the expertise required and 

lower the cost of operations for healthcare providers. 

 

Image Handling Services 

 

Image handling services are at the forefront of the high 

value services for healthcare providers utilizing cloud 
based services and/or infrastructure. These services allow 

healthcare organizations to scale storage services at a 

fraction of the cost that would be required to implement 

them internally by minimizing the overall TCO.   

 

Medical Practitioner Assistance 

 

The opportunities for cognitive assistance abound with the 

introduction of machine learning, natural language 
processing and advanced analytics. Cloud services allow 

medical practitioners to search vast amounts of data to 

produce more reasoned treatment plans. Patients can utilize 

these services to explore their medical issues and 

collaborate with their treatment provider. 

 

Patient Connectivity 

 

Services which address patient connectivity  enable patients 

to connect to the health services of providers 

 

Data Distribution Services 

 

Data distribution services enable the exchange of key 
health-related data between organizations, such as  

electronic health records, patient images, and so on. 

 

Laboratory Services 

 

Laboratory services support clinical laboratories in their 

work 

Clinical research 

 

Many pharmacology vendors are delivering PaaS 

and SaaS solutions to improve research and drug 
development. The „explosion of data‟ from next 

generation sequencing as well as the growing 

importance of biologics in the research process is 

making cloud computing an increasingly important 

aspect of R&D. Pharma firms no longer are 
required to implement the capacity to handle large 

datasets in their computing facilities lowering the 

barrier to entry and increasing the velocity of 

change. 
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Intelligent Business Process Management and 

Case Management Low/No-Code Services 

 

Gartner defines business process as a service 

(BPaaS) as the delivery of business process 

outsourcing (BPO) services that are sourced from 

the cloud and constructed for multitenancy. 
Services are often automated, and where human 

process actors are required, there is no overtly 

dedicated labor pool per client. The pricing models 

are consumption-based or subscription-based 

commercial terms. As a cloud service, the BPaaS 

model is accessed via Internet-based technologies 

 

 

Electronic Health Records 

 

EHR is now used to a certain degree in various parts of 
the world and there is a general movement towards 

adopting them. The following characteristics of EHRs 

pose specific management concerns in a hybrid cloud 

environment: 

 

1. Retrieving and transmitting health data 

for patients to/from external sources 

which have security, privacy and 
provenance issues. 

 

2. Managing the privacy and security of patient 

health data generally. 

 

3. Ensuring availability of patient health data. 

 

4. Ensuring timely synchronization of patient health 

data 

 

All of these concerns listed above, require the cloud 
environment to be supportive of the specific function 

listed. Systems need to be available, connected, secured 

and appropriately monitored and logged for proper 

implementation of regulatory, compliance and internal 

security and privacy controls. 

 

 

Internet of Things 

 

Patients equipped with connected devices for 

automated monitoring require unique cloud service 
management support. These healthcare devices 

support a wide range of capabilities including: 

 

1. Fall detection for elderly patients 

2. Health monitoring for patients with chronic 

disorders such as diabetes and heart disease 

3. Detection of escalating symptoms for 

patients with mental disorders (such as 
Alzheimer‟s, schizophrenia, etc.) 

 

Devices of these types are typically connected to 

the internet and are capable of notifying / alerting a 

designated health care service center with data and 

other pertinent incident information. This will 

require the cloud environment to address systems 
availability, connectivity, privacy and security. The 

security challenge of any device connected to the 

internet is of particular concern and care must be 

taken to secure the endpoints concerned and ensure 

confidentiality of the patient information 
transmitted. Use of more specialized transmission 

protocols such as MQTT may be advisable, along 

with encryption of the data traffic. 

 

       V .CONCLUS ION 

Adoption of cloud computing in the healthcare 

industry will continue to evolve and accelerate in the 
coming years. Expanding usage of healthcare IoT 

devices and the need to store and analyze vast amounts 

of healthcare information to deliver both personal and 

population health management services  necessitates the 

need for cloud computing from both a business and 

technology perspective. 

As a part of securing the cloud data mission, this 
paper focuses on securing user‟s multimedia data 

within the cloud by using fog computing. To this end, 

two photo galleries are generated. The OMBD is kept 

secretly in the cloud and the DMBD is used as a 

honeypot and is kept in the fog. Therefore, instead of 
retrieving the DMBD only when any unauthorized 

access is discovered, the user, by default, accesses the 

DMBD. The OMBD is only accessible by a user after 

verifying the authenticity of the user.  

 

International Journal of Pure and Applied Mathematics Special Issue

1839



 
  6 
 
 

Thus, the original multimedia data become more 

secure by setting the default value of the DMBD, while 

the OMBD is kept in a hidden gallery. To facilitate the 
above process, an efficient tri-party authenticated key 

agreement protocol has been proposed among the user, 

the DPG and the OPG base don paring cryptography. 
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