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Abstract— Currently, Wireless network for controlling and 

monitoring industry are being gradually introduce on serval 

industry. So, ZigBee is one of the wireless to transceiver and 

receive data. ZigBee defined is low cost and low data rate, 

also over IEEE 802.15.4 technical standard. As well WPANs 
to support many devices to control and monitoring. So, in this 

project, using ZigBee as a medium for data transceiver in 

SCADA system in the oil and gas field. SCADA system is 

to control and monitoring the pipeline on the oil and gas field. 

In addition, ZigBee and SCADA has been used in serval 
industry as well PLC. Furthermore, fiber optic cable has 

used as medium for sending information to SCADA, so fiber 

optic cable requires high maintenance and high cost. 

 
Keywords— SCADA, ZigBee, Fiber Optic, Underground 

Wireless Sensor Network (UWSN), WPANs, PLCs and RTUs.  

I. INTRODUCTION 

          Wireless technology developed rapidly nowadays. 

Each industry wants to do remote operate the devices 

by using remote con tro l without using cables, also 

looking for low cost and avoiding risk. The aim of the 

wireless is to collect data and send to the controller. 

On the oil and gas industry, there are many risk which 

can cause huge damage on the industry, to avoid all 

these issues, wireless technology can control and 

monitoring from far distance. In middle east countries, 

oil and gas field located on the desert environment, 

and these industries using fiber optic cable which is 

require maintenance and high cost as well. Researcher 

came out with solution by using wireless technology to 

gather the data from pipeline on the oil and gas field 

rather to use fiber optic cable. The wireless 

technology is ZigBee wireless which can cover long 

area on the field with low cost and consumer low 

energies compare to other wireless. ZigBee wireles s  

can be locating on the pipeline and other ZigBee will 

be locate on the Supervisory control and  data acquisition 

(SCADA) system which will be install on the Computer 

(PC) on the Centre room for control and monitoring the 

pipeline by using ZigBee wireless to collect the data. 

In addition, ZigBee wireless has been using in many 

industries which approve the advantage of it. 

 

 

II.ANALYSIS OF PIPELINE FOR OIL AND GAS 

          Company of oil and gas in desert environment 

trying to get the data from the pipeline to know the 

Level, Flow, Pressure, and temperature.  Level which 

means, to let the industry to know how many amounts 

of the oil and gas can be storage in each tank in any 

time, in this situation company can know exactly how 

many dollars of material they have in the pipeline. Flow 

which means, to control and monitoring the flow of the 

oil and gas from start point to end in the pipeline. 

Pressure which means, company need to monitor the 

pressure in the pipeline to avoid the risk as well. 

Temperature that company care about it and control it 

in the pipeline because temperature is more important 

which might be cause the flammable oil and gas to 

catch fire in the field (OILFIELD 2017). 

 

Furthermore, to enable a single person to start the 

operation as well to shut down all operation in the oil 

and gas field also the pipeline. As well to monitoring 

and control oil and gas field to avoid the risk which 

can cost the company thousands of dollars as well 

human pane. The company of oil and gas welling to 

collect the data any time, when company need it. 

 
A. Fiber Optic as a Medium for Data Transformation 

 
      Presently using in oil and gas for the pipeline in 

desert industry is fiber optic cable as medium for data 

transformation.  Fiber optic cable is robust and real 

time to control and monitoring the pipeline that 

underground which is for gas and oil. The fiber optic 

distribution n e t wo r k , is safer and warran ty  the gas 

and oil through the pipeline. Furthermore, the fiber 

optic distributed temperature s ens ors  (DTS) has many 

advantage to achieve the work without issues at the oil 

and gas field, such as compactness, immunity to 

electromagnetic interface, as well response in real time 

to send the data any time in any condition. Also 

monitoring and control the pipeline. (Carlo Edoardo 

Campanella 2016).Fiber optic has ability to measure 

the temperature as well the strain in the pipeline of 

oil and gas in long distance up to thousands of points 

by using only single fiber optic. However, fiber optic 

can be use in any environment area, for example, 

underground, in the sea which means under water, also 
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can be use cross hazardous environment area such as 

landsides as well earthquakes. (Lumens, P.G.E 2014). 

In addition, pipeline is the best solution for oil and gas 

transportation, but to control the pipeline from leakages 

and so on, serval companies of oil and gas have 

implemented optical Fiber Bragg Gratings (FBG). T his 

type implementat ion  of fiber optic which call FBG, 

which is strong and has advantage for the oil and gas 

field such as low loss, light weight, and immunity to 

noise as well interference. In addition, oil and gas also 

implement “Distributed strain and temperature s ens ors  

(DSTS) use an optical sensing technology that is based 

on Brillouin optical time-domain reflectometry  

( BOTDR), or on Brillouin optical time -domain 

analysis (BOTDA) to perform pipeline leakage 

monitoring. DSTS technology uses an entire standard 

telecom optical fiber as the sensing element, thus 

achieving a true distributed sensing function. Due to the 

low fiber loss, the sensing range can be as high as 100 

km”. (Lufan Zou and Taha Landolsi 2014) 

 

B. Fault of fiber optic in oil and gas field in desert 

environment 
 

     Fiber optic is suitable only for some environment 

area. In Desert environment such as middle east 

countries that have field of oil and gas and fiber optic is 

not suitable. Based on research, the oil and gas field 

environment area is desert is not sea or jungle, which 

require fiber optic. However, fiber optic is so 

expensive and has more than enough bandwidth which 

up to 20Ghz. In addition, there are many solutions 

what can be used in this environment area which has 

low cost as well can send data on time with enough 

bandwidth such as ZigBee. Fiber optic limitations 

which need to be consider, such as cost, fiber op tic 

has high cost to the oil and gas field. As well 

installation is so difficult and require special team to 

maintain the installation to be success. Moreover, fiber 

optic requires spatial resolution als o connectivity 

because some type of fiber optic is sensitive for the 

connection to be used. T he data storage, transmission 

and interpretation, these cause by some fiber optic 

which has large amount of real time data sending 

because the fiber optic can several GB/s, which is not 

require for these huge amounts of GB and Bandwidth, 

it’s over for the oil and gas field (OGM 2015). 

 

III. TECHNOLOGICAL TO DRIVE SCADA SYSTEM 
 

       The major functions of Supervisory control and 

data acquisition (SCADA ) is to gain the information 

from remote devices like valves, pumps, and 

transmitters, etc. And can provide all these to the 

SCADA host software platform. As well can control 

these devices to turn On and Off on specific time 

without any issues. Furthermore, SCADA can 
monitoring the process as well the data storage on any 

industry such as Oil and Gas field, even monitoring the 

a l a r m .   In a d d i t io n , SCADA   provides   many   

solutions   for wide area network   to communicate the 

pipeline of the oil and gas field (Schneider Electric 

2012). 

Four level of structure f o r  SCADA system   

 Field instrumentation 

 Programmable Logic Controllers (PLCs) 

or Remote Telemetry Units (RTUs) 

 Communications network 

 SCADA host software 

 

 

Fig 1. SCADA system overview 

     Instrumentation is control system to allow user to 

control the pumps to close or open. So, 

instrumentation has sensor that’s provide connection to 

the wire devices into Programmable Logic Controllers 

(PLCs) or Remote Telemetry Units (RTUs) to send the 

data to SCADA host software. Instrumentation for oil 

and gas field, so the oil and gas field is too dangerous 

as well has a lot of risk, but by using instrument will 

provide safety for wide area in the industry, 

specifically for the area where the existence of 

explosive while normal operation.  (Schneider Electric 

2012). 

   A.  PLCs and RTUs 

           Programmable Logic Controllers (PLCs) and 

Remote Telemetry Units (RTUs) used to clear several 

devices, but during time because almost the same 
right now. RTU is just to relay the information from 

the instrument to the SCADA, also RTU control and 

process, which means work like PLC.  On the other 

side, PLC is to control program.  For oil and gas field 

has developed devices with PLC and RTU for 

monitoring, flow measurement as well control, which 

means PLC and RTU are asset to SCADA host. 

(Schneider Electric 2012). 

B. Remote Communications network  

     Remote communication network is important to relay 

the data from PLC and RTU which are located on field 

in the pipeline to the SCADA host which located in the 

field as well or in the central control. In addition, 
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SCADA system can manage communication at large 

area remotely. 

 

IV. SCADA HOST SOFTWARE 

 

       SCADA host software can view the graphical 

displays, alarms as well direction . Also, remote  

con tro l.   Furthermore, S C A D A  res pons ib ility  i s  

to monito r, ma in t a in , a n d  engineer processes. 

SCADA also access data on real time and 

accounting, maintenance the management. On other 

hand, SCADA has driver, this driver across operational 

safety for the SCADA host software on the oil and gas 

field.  (Schneider Electric 2012). 

 
 

 

 
 

 

 

 
 
 
 

 
 
 
 

 
 
 
Fig 2. SCADA System in Oil and Gas Field 

 

       Supervisory control and data acquisition (SCADA) 

is software application what can control and 

monitoring the oil and gas field also performs in four 

functions such as data acquisition, networked data 

communication, data presentation, and control. As well 

supporting the management in the industry which can 

also applied for upstream, midstream, and downstream 

at the oil and gas field. On other hand, the upstream field 

has one of the best role which can support remote control 

the data transmission. SCADA software application has 

many advantages for the oil and gas, can collect all the 

information and data remote without personnel visits, 

which means to reduce the man power on the 

company, as well SCADA can lead to route and 

optimizing the transmission.  SCADA today is platform 

which company used in many industries to be 

supervisory and controllers to handle the complexity of 

the process in the work as well optimizing the process 

in many business industries (CFE Media 2017). 

SCADA designed to be more reliability and flexibility 

as well high performance and relational database that is 

ten faster than SQL database. SCADA can use data in 

real time and speed the process as well integrate the data 

then speed the data to be update. As well require less 

memory than other traditional system.  SCADA system 

is scalable to cover very large areas in the oil and gas 

field. One of the advantage of the SCADA can 

support the recovery in real time to avoid losing data. 

In addition, SCADA system has high security to allow 

only authorized user to access, wh ic h  means  SCADA  

c a n  implement any  level of security such as firewall, 

encryption and VPN support, strong passwords and so 

on (ABB 2013). 
 

V.CONCLUSION 
 

In conclusion, there are many things discussed about 

ZigBee wireless come with huge merits. So, ZigBee is 

up to 10 KM, which means ZigBee has long distances. 

Moreover, 226 kb data transfers also ZigBee can allow 

64000 nodes/master which can access in same time. 

ZigBee latency is 30ms to 1s, the respond time to take 

till connected the devices. Furthermore, bandwidth of 

ZigBee is 256 k b. On other hand, SCADA system can 

connected with the ZigBee wireless device, by connecting 

the PC which has installed the SCADA system to the 

ZigBee device to have the ability to communicate with the 

pipeline on the field, which has also implement ZigBee 

wireless device. Which means, ZigBee can communicate 

between the control room which has the SCADA system 

and the pipeline which has ZigBee device, rather than 

using fiber optic to communicate between the SCADA 

and pipeline on the field. In addition, while SCADA 

connecting to the ZigBee wireless device then, SCADA 

system can communicate with the pipeline on the field to 

control it.  
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