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ABSTRACT:Cloud computing is meant for providing computing service through the internet and  access 

to a source of shared resources such as networks, servers, services and applications. It mainly focusses on 

saves managing cost and time instead of many organizations and services . The usage of cloud servers in 

database systems ,the  perceived entities cooperate to check the authorizations proof that are justified by 

gathering of trusted data. These proofs and trusted certain states facts may be evaluated and collected over 

extended time periods under the risk of having the underlying authorization policies or the user 

credentials being in inconsistent states. In concern with the paper, we concentrate on the effects of the 

problem. In the transaction propose several increasingly stringent levels of policy consistency constraints, 

and present different enforcement approaches to guarantee the trustworthiness of transactions executing 

on cloud servers.  The protocol that used is Two-Phase Validation Commit protocol which is mainly used 

for auto commitment process of data. In this research the different approaches presented using both 

analytical evaluation of the overheads and simulations to guide the decision makers to which approach to 

use. This paper mainly concentrate on the felt finding of the matter we tend to area unit defining the 

traditional understanding trusty group action after we are handling the proof of authorization in cloud 

computing and users will acquire there computation and storage to servers and it's additionally referred to 

as cloud. Cloud will create obtainable to be used different like application an oversized amount of 

knowledge keep in clouds it’s extremely fast to notice security and privacy. 
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INTRODUCTION: 

Cloud Computing is a computing mainly based on Internet, in which the resources, software, an 

information are provided to computers, like the electricity grid. It is define technically different from the 

traditional server-client model, grid computing, etc. The architecture of the software systems involved in 

the delivering features of cloud computing that involves multiple cloud components communicating with 

each other over application programming interfaces, usually web services. Conceptually speaking, there 

isn't that much difference with other server-server-client models. The web has made it easy to provide and 

consume content of any form. Building a web page, starting a blog, and making them both searchable for 

the public have become a commodity. Nonetheless, providing an own web application/web service still 

requires a lot of effort. One of the most crucial problems is the cost to operate a service with ideally 

availability and acceptable latency. In concern with overcome these difficulties, utility computing has 

been proposed as a new way to operate services on the internet. Some techniques trade off between the 

consistency and response times of a write request. The authors in develop models for transactional 

databases with eventual consistency, in which an updated data item becomes consistent eventually.Other 

approaches use data versioning to keep a reasonable amount of delay. However, data versioning and 

compromised consistency are not favourable for transactional databases. Some market available cloud-

based databases use the quorum-based protocol to maintain consistency, while other cloud based 

relational database solutions use pull-based consistency techniques .In a transactional database system 

that is deployed in a highly distributed and elastic system such as the cloud, policies would typically be 
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replicated very much like data among multiple sites, often following the same weak or eventual 

consistency model. It is possible for a policy based authorization system to make unsafe decisions using 

state policies. In addition to handling consistency issues among database replicas, we must also handle 

two types of security inconsistency conditions. The major models of cloud computing service area unit 
referred to as Software as a Service, Platform as a Service, and Infrastructure as a Service.  

 These cloud services is also offered in an exceedingly Public, personal or Hybrid network. 

Google, Inc. is one of the foremost well-known cloud vendors.This computing mainly put confidence on 
sharing of resources to attain coherence and economies of scale, kind of like a utility over a network.  

 The cloud additionally focuses on increasing the effectiveness of the shared resources deployed 

to the cloud. These proofs and credentials may be evaluated and collected over extended time. this will 

work for allocating resources to users. for instance, a cloud pc facility that serves European users 

throughout European  usiness hours with a selected application (e.g., email) could  assign the same 

resources to serve North yank users throughout North America's business hours with a unique application 

(e.g., an internet server). This approach ought to maximize the utilization of computing powers therefore 

reducing environmental harm as well since less power, aircon, rack space is required for a spread of 

functions .It allows enterprises to induce their applications up and running effectively with improved 

manageability, and allows IT to a lot of rapidly alter resources to fulfill unsteady and unpredictable 
business demand. Cloud computing presents variety of management challenges.  

LITERATURE SURVEY 

At present, Cloud Computing is established to be deployed at a fast pace. Cloud computing is a new 
technology which has unlimited potential for several application areas including IT, education, military, 
transportation, entertainment, homeland defense and smart spaces. One fundamental advantage of using 
cloud computing is that where customers pay only according to their usage of the services. Cloud security 

is one of the active research areas and extensive research work has been carried out in   recent years. This 
chapter discusses several works done by various researchers that deal with cloud data centric security. 
Before choosing different types of encryption techniques, it is important to choose methods for generating 
keys. There is various types of key generation techniques and key management. In addition to this ,the 

author also examines the fundamental issue of distributed computing information security. With the 
examination of HDFS architecture the author gets the information security necessity of distributed 
computing and sets up a numerical information model for distributed computing. At long last, the author 
assembles an information security model for cloud computing. The author depicts three levels of security 

structure which incorporates confirmation, encryption and quick recuperation of information. Also this 
work comprises of numerical model for information security. Hashizume et al., present an arrangement of 
security issues for cloud computing centered in the SPI model. The author identify the primary 

vulnerabilities and imperative dangers found in the region of cloud computing and its domain. The 
creators likewise investigate the relationship between the vulnerabilities, dangers and countermeasures. 
At last the authors conclude with some present results and proposals. The author present productive 
information in secret calculation for securing the distributed information in the cloud. Information in 

disguise is the system for securing the distributed information in any cloud environment to ensure the 
delicate key data recognizable proof. In this system, the properties are part into three sorts. What's more a 
few undercover strategies are connected to that information, so that the touchy qualities distributed in the 
cloud environment will be secured. The creators authors probes the information identified with notepad, 

Word and Excel. The author divides the cloud management system into four layers, the Resources & 
Network Layer, Services Layer, Access Layer, and User Layer. Each layer includes a set of functions and 
all layers should be responsible in security perspective. And the author concludes that based on Cloud 
Security threats, the following items are important for Cloud Security standardization:  

• Security Architecture/Model and Framework  

• Security Management and Audit Technology  
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• Business Continuity Planning (BCP) and Disaster Recovery  

• Storage Security  

• Data and Privacy Protection  

• Account/Identity Management  

• Network Monitoring and Incident Response  

• Network Security Management  

• Interoperability and Portability Security  

• Virtualization Security  

• Obligatory Predicates  

 Limitations and Opportunities: 

     Cloud computing seems to be little more than a marketing umbrella, encompassing topics such as 

distributed computing, grid computing, utility computing, and software-as-aservice, that have already 
received significant research focus and commercial implementation. This article discussed the limitations 
and opportunities of deploying data management issues on these emerging cloud computing platforms 
(e.g., Amazon Web Services). It present a list of features that a DBMS designed for large scale data 

analysis tasks running on an Amazon style offering should contain. It discuss some currently available 
open source and commercial database options that can be used to perform such analysis tasks, and 
conclude that none of these options, as presently architected, match the requisite features. It expressed the 
need for a new DBMS, designed specifically for cloud computing environments. 

To protect user access patterns from a cloud data store, Williams et al. introduce a mechanism by which 

cloud storage userscan issue encrypted reads,writes, and inserts. Further, Williams et al. propose a 
mechanism that enables un trusted service providers to support transaction serialization, backup, and 
recovery with full data confidentialityand correctness. 

A dynamic consistency rationing mechanism that automatically adapts the levelof consistency at runtime. 
Both of these works focus on data consistency, while our work focuses on attaining both data and policy 

consistency. Proofs of data possession have been proposed as a means for clients to ensure that service 
providers actually maintain copies of the data that they are contracted to host. In other works, data 
replications have been combined 
withproofsofretrieveabilitytoprovideuserswithintegrityandconsistencyguaranteeswhenusing cloud storage. 

Cloud transaction is primarily concerned with providing 
consistencyandisolationupondatawithoutregardtoconsider of authorization policies. 

This work proactively ensures that data stored at a particular site conforms to the policy stored at that site. 
If the policy is updated, these rver will scan the data items and throw out any that would be denied based 
on the revised policy. The consistency of distributed proofs of authorization has previously been studied, 

though not in a dynamic cloud environment. This workhighlights the 
inconsistencyissuesthatcanariseinthecasewhereauthorization policies are static, but the credentials used to 
satisfy these policies may be revoked or altered. The authors develop protocols that enable various 

consistency guarantees to be enforced during the proofconstructionprocesstominimizethesetypesof 
security issues. 

MATERIALS AND METHODS 

 
 It defines the belief of trusted transactions dealing with proofs of authorization. Accordingly, it 
propose several increasingly stringent levels of policy consistency constraints, and 

presentdifferentenforcement approaches to guarantee the trustworthiness of transactions executing 
on cloud servers. It suggested a Two-Phase Validation Commit protocol asaprotocol 
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thatisamodified versionofthebasic Two-Phase Validation Commit protocols. 
It finally analyse the different approaches presented using both analytical evaluation of the 

overheads and simulations to guide the decision makers to which approach to use. 
In this paper address this confluence of data, policy, and credential inconsistency problems that 
can emerge as transactional database systems are deployed to the 

cloud.Thispaperformalizedtheconceptoftrustedtransactions.Trustedtransactions are those 
transactions that do not violatecredential orpolicyinconsistencies over the lifetime of the 
transaction. 

It present a more general term, safe transactions, thatidentifies transactionsthatarebothtrustedand 
conforms totheACIDpropertiesofdistributeddatabase systems. 
 

It defines several different levels of policy consistency constraints and corresponding enforcement 
approaches that guarantee the trustworthiness of transactions executing on cloud servers. 

   
The usage of Two-PhaseValidation Commit protocol ensures that a transaction is safe by checking 
policy, credential, and data consistency and mainly concentrates on auto commit process during 

transaction process. 

Advantages of Proposed System:  
 Identifies transactions that are both trusted and conform to the ACID properties of distributed 

database systems.  

Guarantee the trustworthiness of transactions executing on cloud servers.  

 A transaction is safe by checking policy, credential, and data consistency during transaction 

execution. Most suitable in various situations. 
  The main purpose of the survey is to analyze and research in the authorization primarily based secure 
knowledge dealing in cloud computing we have a tendency to issues that the 2 part validate commit 

protocol to retrieve the info from master policy and set the data within the default policy. The advantages 
for building applications in the cloud are compelling, they come with certain limitations. Although some 
cloud providers offer best practice guidelines on building applications in the cloud, the new trade-offs 

especially for applications which may require stronger consistency guarantees are not addressed at all.  By 
today, there exists no consensus on cloud services. Thus, different providers offer different functionality 
and interfaces, which makes it hard to port applications from one provider to another. To change the 
protective the info in cloud computing authorization primarily based manner they're access the data when 

giving the authority by the transaction manager. The dealing manager provides the services to explicit 
users who will register within the information. In  that time the user access the services within the cloud 
computing. A number of the challenges for the authorization primarily based secure knowledge dealing in  
cloud computing the user should have the certificate authority for the transaction manager and also the 

hacker can modification the user knowledge the 2pvc protocol can determine the hacker info in which 
server by hacked and victimization time and version range. To provide this mechanism involves 
complicated security problems nonetheless to be achieved.  

 SYSTEM DESIGN: 

We are proposing totally different expend levels of policy agreement especially a legal one and gift many 
act of approaches to formal assurance that sure condition are consummated within the confidence of 

dealing run within the cloud server within the place forward plan the cloud computing verify 
authentication is that the server within the absence of sharing the shopper identification.We put forward a 
2 part validation commit protocol may be a result which transform style of the essential 2 part commit 
protocol. They are finalized the analyze of many given approaches victimization each analytical evolution 

of the expenses and enactment to pattern the actual conclusion creator to the proposal of use. we have a 
tendency to ar presenting the new idea during this future technique the authorization the person cannot 
able to access the policy of certification within the consistency. Our scheme is safe and secures dealings 
that acknowledge transaction that are each trustworthy and adapt within the acid properties of the 
distributed database system.  
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SYSTEM ARCHITECTURE: 

 

 

 

 

 

IMPLEMENTATION: 

 Cloud Formation:-  
  First create a cloud infrastructure. It consisting of a set of S servers, where each server is 

responsible for hosting a subset of all data items belonging to a specific application domain. Users 
interact with the system by submitting queries or update requests encapsulated in ACID transactions. A 
transaction is submitted to a Transaction Manager (TM) that coordinates its execution.  Multiple TMs 

could be invoked as the system workload increases for load balancing, but each transaction is handled by 
only one TM. It denote by the set of all credentials, which are issued by the Certificate Authorities (CAs) 
within the system. Here each CA offers an online method that allows any server to check the current 

status of credentials.  

Two-Phase Commit (2PC) Algorithm:  
  The 2-phase commit protocol is a distributed algorithm to ensure the consistent termination of a 

transaction in a distributed environment. It mainly works  among multiple participating servers whether to 
commit or abort a given transaction, there by guaranteeing atomicity. The protocol proceeds in two 
phases, namely the prepare and the commit phase, which explains the protocol’s name.The protocol is 

executed by a coordinator process, while the participating servers are called participants. When the 
transaction’s initiator issues a request to commit the transaction, the coordinator starts the first phase of 
the 2PCprotocol by querying via prepare messages, participantswhether to abort or to commit the 

transaction. It is a chance that participants vote to commit then in the second phase the coordinator 
informs all participants to commit their share of the transaction by sending a commit message. Otherwise, 
the coordinator instructs all participants to abort their share of the transaction by sending an abort 

message.  

 Appropriate log entries arewritten by coordinator as well as participants to enable restart 
procedures in case of failures. As long as a transaction is still executing ordinary operations, coordinators 
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as well as all participants operate in the Initial state. When the coordinator is requested to commit the 
transaction, it initiates the first phase of the 2PC protocol: To capture the state of the protocol’s execution 

(which needs to be available in case of protocol restarts as explained below),the coordinator first forces a 
begin log entry, which includes a transaction identifier as well as a list of the transaction’s participants, to 
a stable log. 

 

AUTHORIZATION POLICIES: 
 Next Data Owner Registered with authorization policies, valid date from and valid date to in 

desirable Trusted Third Party or CA. 

 This Trusted Third Party or CA allows any server to check the current status of credentials.  

 Then the CA creates secret keys for each data owner and end user. Because this Secret Keys are 

used to Authentication Purpose. 

 A Data Owner wants to upload his file and end user wants to download a file, both are used this 
secret key for encryption and decryption. 

UPLOADING FILE:-  

  Data Owner wants to upload a file. So he encrypted this file using TA’s secret Key.  

  First he sends a key request to Trusted Third Party.   

  Trusted Third Party creates a secret key and provide to Data Owner.  

  Then the data owner encrypts his file using this secret key 

SECURE TRANSACTION:-  

  A safe transaction is a transaction that is both trusted (i.e., satisfies the correctness properties of 

proofs of authorization) and database correct (i.e., satisfies the data integrity constraints).  

  It first describes an algorithm that enforces trusted transactions (2PV), and then expands this 
algorithm to enforce safe transactions (2PVC).  

 2PV algorithm operates in two phases: collection and validation. In the first phase,the TM first 
sends a Prepare-to-Validate message to each participant server.  

 In response to this message, each participant 1) evaluates the proofs for each query of the 

transaction using the latest policies it has available and 2) sends a reply  to the TM containing the truth 
value of those proofs along with the version number and policy identifier for each policy used.  

  Further, each participant keeps track of its reply (i.e., the state of each query) which includes the 

id of the TM, the id of the transaction to which the query belongs, and a set of policy versions used in the 
query’s authorization.  

  Once the TM receives the replies from all the participants, it moves on to the validation phase. If 

all polices are consistent, then the protocol honors the truth value where any FALSE causes an ABORT 
decision and all TRUE cause a CONTINUE decision.  

  In this case, the participants 1) update their policies, 2) re evaluate the proofs and, 3) send a new 
reply to the TM.  

  2PVC can be used to ensure the data and policy consistency requirements of safe transactions.  

  Specifically, 2PVC will evaluate the policies and authorizations within the first, voting phase. 
That is, when the TM sends out a Prepare to Commit message for a transaction, the participant server has 
three values to report 1) the YES or NO reply for the satisfaction of integrity constraints as in 2PC, 2) the 

TRUE or FALSE reply for the satisfaction of the proofs of authorizations as in 2PV, and 3) the version 
number of the policies used to build the proofs as in 2PV.  

 The process for the TM under view consistency. It is similar to that of 2PV with the exception of 

handling the YES or NO reply for integrity constraint validation and having a decision of COMMIT 
rather than CONTINUE. The TM enforces the same behavior as 2PV in identifying policies 
inconsistencies and sending the Update messages. The same changes to 2PV can be made here to provide 

global consistency by consulting the master policies server for the latest policy version.  

DOWNLOAD FILE: 

 An end User wants to access this upload file, he give the download request to particular DB’s 
Server. 

 This request contains filename, data owner and so on. 
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 The particular Server match this request to its database then retrieve the result and provide output 
to the user. 

 Finally, the end users decrypt this file with data owner’s secret key and access this file.  

CONCLUSION: 

 In spite of the state clouds service and also the wide reality of adaptingthe enterprises and 

governments the cloud offer now lack services that assurance each knowledge and access management 
policy consistency from one aspect to the opposite aspect of many data center during this paper we tend to 

establish multiple consistencies issue that may emerge throughout cloud host dealing method by using 
week consistency model particularly that policy primarily based authority systems are use to access 
management we tend to elaborated a modification of light-weight proof social control and consistency 

model defer, punctual, incremental and continue proofs with the read are world consistency then will 
apply increase the sturdy protection with the minimum run time overheads we tend to ar victimisation the 
stimulation work of experiment is evaluated implements of the projected consistency model comparative3 

core metrics dealing processing performance ,accuracy to the world wise read consistency and policies 
used preciseness the extent of conformation among the dealing participantswe tend to are finding the high 
performance comes the value defer and punctual proof of the minimum overhead however it'll fail to 

fixed bound forms of consistency problems on the opposite aspect high accuracy model with progressive 
and continuous it needs maximum code guilt to execute properly and it's solely average performance once 
the distinction between to the lower accuracy schemes to smart explore compared this approaches we tend 

to also are remove a trade analyses of this schemes. 
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