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ABSTRACT 

This study aimed to design an ad-blocker which would run widely on the whole network and block the 

ads from the web pages of any web site. To define it properly, a small computer with a SoC (System on Chip) 

which is widely regarded as Raspberry Pi is used and it is connected to the home network, the network for 

which we have to block the ads. Software called Pi Hole is used to filter the web pages with ads on the home 

network. So, after this all the devices say, smartphones, laptops, PCs are connected to this home network. Then 

these devices are pointed to the Pi and the Network Traffic through devices now go through the Pi. So, 

eventually the ads get filtered out in the Raspberry Pi even before reaching the use r’s devices. This setup will 

only work when your devices are connected to the network on which the Raspberry Pi is running. This 

decreases the latency and increase the browsing speed of any browser by cutting out the extra data these ads 

take up while loading a web page. Also the user can add a set of websites or a bunch of web pages to be 

whitelisted on the Pi Hole software, disabling the ad block over these particular websites or web pages.  

Keywords: Raspberry pi, ad-blocker, Pi Hole, network traffic, whole network, home network, Raspbian 

,browsing speed, web page. 

 

1. INTRODUCTION 

The most annoying element present in a webpage 

might probably be the ads. People don’t want to waste their 

time watching ads while checking their daily News feed on 

Facebook or while watching a web series on Netflix. Ads 

have become the key to make money for a website owner 

and people would always want to get rid of those ads. So, 

rather than using a third party ad blocker from an unknown 

source a project have been designed on an ad blocker which 

would run widely on the whole network and block the ads 

from the web pages of any web site. 

  Based on the way the landscape is evolving, the 

future of online advertising is growing day by day. It’s been 

a wonder: is there a way that content producers and ad 

publishers can make money without creating a hugely 

disruptive and annoying ad experience. A previous Hub 

Spot study revealed people really vent their ire on specific 

types of ads (think pop-ups and auto playing videos), so it is 

to be set out to find out more. To figure out what to ask, a 

study with Ad Block Plus, one of the most widely used ad 

blocking extensions in the world, to create the study 

questions and secure survey responses through SSI, an 

independent survey panel provider. 

  With the use of Ad Block Plus and responses got 

through the Server Side Include, an idea of how and why 

should the ads have to be blocked that occurs in the 

webpages that work through in times. Additionally, now-a-

days hackers publish ads in webpages which gives link to 

their gateway, where at the times when the ad is clicked it 

gets linked to the hacker’s website where it will be asked to 

fill up the personal details of the end-users and by having all 

those details the hacker can threaten the end-user. In this 

case, Ad Blocker play its role in dealing to filter all the ads 

where the end-user can work in their stuffs in a cool manner. 

The aim of this project is to develop a low power 

Network Ad Blocker using Raspberry pi that is capable of 

blocking all the ads that is published in the websites. Pi hole 

which installed in the Raspberry pi with the help of the pi 

hole all the ads will get filtered. The router which is 

connected to the Raspberry pi, which provides the 

interconnection to all the devices connected to it, with 

having the Raspberry pi connected to it all the ads are 

filtered in an effective way that not even a single ad will 

appear in the website. 

2. FRAMEWORK OF PROPOSED SYSTEM 

A software is designed in such a way that it is 

capable of blocking all the ads that is published in the 

websites. Pi hole which installed in the Raspberry pi with 

the help of the pi hole all the ads will get filtered. The router 

which is connected to the Raspberry pi, which provides the 

interconnection to all the devices connected to it, with 
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having the Raspberry pi connected to it all the ads are 

filtered in a effective way that not even a single ad will 

appear in the website. 

A new framework is developed with three 

components (i) Raspberry pi, (ii) Router and (iii) Keyboard. 

The first thing is needed to do is download and burn the Pi-

Hole image. The image is a version of a Raspberry Pi 

operating system called Diet Pi, which cuts a lot of junk 

from Raspbian, and is packed with all the software needed 

to run the ad blocker. Insert the SD card into the Raspberry 

Pi and connect the keyboard. Connect the Ethernet cable to 

the WiFi router, then plug in the Raspberry Pi, and wait for 

it boot. Once the Raspberry Pi is running the Pi-Hole 

software, still need to route devices traffic through it so ad 

blocking works. To do this, one need to change the device's 

DNS settings. This way, the devices ping the Pi to block ads 

as long as the same network remains constant. This is pretty 

simple, but varies depending on the devices and what the 

software is running. 

A user can have software to block ads on a 

computer, but if any user want to block ads on all devices —

from smartphone to the tablets— need something a little 

stronger. Enter the Pi-Hole, a Raspberry Pi image that 

blocks ads of all sorts at the router level. 

 

Figure 2.1: Architecture of the Secured Login System. 

3.INSTRUCTION: 

3.1 SETUP SD CARD WITH RASPBIAN: 

The Raspbian Stretch which is available in 

.imgformat should be loaded to the memory stick. Basically 

the memory stick which is in NTFS format is required to be 

formatted in FAT32 format for the raspbian to be loaded 

using Win32DiskImager in the memory stick. After burning 

up the Raspbian Stretch it is burned to a memory stick in  a 

separately partitioned drive specified by the name boot. 

 

Figure 3.1 Boot Drive 

3.2BURN THE PI HOLE IMAGE 

  The first thing the user need to do is to download 

and burn the Pi-Hole image. The image is a version of a 

Raspberry Pi operating system called Diet Pi, which cuts a 

lot of junk from Raspbian, and is packed with all the 

software needed to run the ad blocker. 

  The Pi Hole image file will be residing within the 

Win32DiskImager.exe from which it has to be installed on a 

SD card. Open the Win32DiskImager.exe file and burn the 

Pi Hole image into the SD card. After the completion of the 

burning process, safely eject the SD card and insert the card 

into the Raspberry Pi. 

 

Figure 3.2Last step in burning the Pi Hole 

3.3 CONFIGURING PUTTY AND XMING: 

  PuTTY is a client-side terminal emulator software 

for the SSH network protocol. These protocols are all used 

to run a remote session on a computer, over a network. 

PuTTY implements the client end of that session, the end at 

which the session is displayed, rather than the end at which 

it runs.This terminal emulation software is mainly used 

when you log into a Linux server from a Windows 

computer.you run PuTTY on a Windows machine, and tell it 

to connect to a Unix machine. PuTTY opens a window. 

Then, anything you type into that window is sent straight to 

the Unix machine, and everything the Unix machine sends 

back is displayed in the window. So you can work on the 

Unix machine as if you were sitting at its console, while 

actually sitting somewhere else.In this configuring process, 

we can use PuTTY alone or along with XMing. Though we 

can use only PuTTY to do the same, it would not be much 

efficient under certain circumstances and so we use Xming 

along with PuTTY.XMing is a free X window server for 

Microsoft Windows. It allows one to use Linux graphical 

applications remotely.You need Xming to display graphics 

such as an image from the remote Linux server. 

1. Download the PuTTY.zip file and unzip the file to 

retrive the "putty.exe" executable file.  

2. Open the "putty.exe" file.  

International Journal of Pure and Applied Mathematics Special Issue

1772



3. The PuTTY Configuration dialog box opens. In the 

box under Saved Sessions, type in the IP address of 

the Raspberry Pi to be connet the PuTTY dirrectly 

to the PC and get the Login Terminal. Or else type 

maegrad.eng.uci.edu (or name of your Linux 

server).  

4. Then click on the Save button to the right.  

5. Click on the maegrad.eng.uci.edu saved session 

that you just created. Then click on the button 

Load.  

 

Figure 3.3 Initial setup for putty 

To Configure the X11 Forwarding in PuTTY: 

1. By double clicking on SSH, the X11 configuration 

settings are accessed and select X11 from that 

settings.  

2. In that window make sure that you have checked 

the box which enables the X11 forwarding.  

3. Select the MIT-Magic-Cookie-1.  

4. When all the steps are completed click open at the 

bottom of the very same window.   

 

 

Figure 3.4 Configuring PuTTY for Login  

3.4 BOOT UP AND CONFIGURE THE RASPBERRY 

PI 

Insert the SD card into the Raspberry Pi and 

connect the keyboard. Connect the Ethernet cable to the Wi-

Fi router, then plug in the Raspberry Pi, and wait for it boot. 

When the user first boot up the Raspberry Pi, it’ll 

boot and reboot several times. This is normal. For the most 

part, it’s doing basic setup procedures like expanding the 

file system and getting the network settings configured. 

Eventually it will boot up to a login screen.Log in with 

username:root and password: dietpi. Once the user does 

so, the Raspberry Pi will check for and possibly download a 

set of updates, so wait this out as well. When it’s done, the 

user will need to reboot again, then login. 

Figure 3.5 Logging into the Raspberry Pi. 

3.5 SET UP A STATIC IP ADDRESS FOR YOUR PI 

 After all those reboots, the user will eventually get 

to the DietPi Setup screen where they can assign a static IP 

address. This is necessary so the Pi will always be available 

at the same address from any of the user’s devices. Here’s 

what the user needs to do: 

1. Select Okay at the initial setup screen. 

2. Select Change Wired Network Settings. 

3. Select Change Mode and press Enter to change it to 

Static. 

4. Select Copy Current Address to Static. Make a note 

of the IP address listed at the top, the user will need 

that in the next step. 

5. Select Apply to save the changes and restart the 

network. 

6. When that’s complete, select Exit to restart the 

device one more time. 

After the network settings are configured, the Pi will 

restart again. Next, install the Pi-Hole, then restart one final 

time. Once it restarts, the ad blocking software will be run 

automatically, so just set up the computers. 

 

Figure 3.6 Configuring the Pi with static IP address. 

3.6PI-HOLE USER INTERFACE: 

  The Pi-hole, which is going to be the black hole for 

all the advertisements. It is provided with all the software’s 

required to filter all the IP address provided to the black list 

page of the user interface provided for Pi-hole and also the 

advertisements showing domains. The major benefit about 

the Pi-Hole is that, it provides the user with a user interface 

that provides necessary statistics about the advertis ements 

being blocked. It also provides the user with the 

performance about the devices that are connected to the 

router.  
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 It gives a detailed information about the DNS queries, 

domains that are being blocked for till the time it is closed. 

By providing the user with the a flexible user interface, the 

user is benefited in many ways with how the user will able 

to blacklist or whitelist the websites to the user’s 

requirements. The Pi-Hole interface is also provided with a 

option to blacklist or whitelist a domain provided by the 

user. By blacklisting a domain, the user will not be able to 

view any of the advertisements that are by the websites. 

Which in turn provides the user with a reliable and 

optimistic browsing experience. In addition, the other option 

is that the user can also whitelist the domains that being 

viewed by the user. By whitelisting the domains, it is 

nothing more complicated than just by allowing the websites 

(domains) to show the advertisements that are being 

published by the websites (domains). Most commonly, the 

websites that are being whitelisted are YouTube because 

those are websites were the people are benefitted with a pay 

after the uploaded video reaches a certain point of views. In 

the user interface, the user will be asked to provide a user 

name and a password with which the Pi-hole will be logged 

in. Better security is provided for the Pi-hole in which the 

user’s  privacy is secured. Where as in normal traditional ad 

blocker it doesn’t provide any user interface with which the 

user and interact with. And no statistics about the ads being 

blocked is provided. Pi-hole user interface provide the user 

with absolute information about the domains that are been 

filtered. 

 

Figure 3.7 Connecting devices with the Raspberry Pi 

3.7 POINT THE HOME DEVICES TO THE 

RASPBERRY PI FOR DNS 

Once the Raspberry Pi is running the Pi-Hole 

software, the user will still need to route his/her device 

traffic through it so ad blocking works. To do this, the user 

will need to change the devices’ DNS settings. To change 

the DNS setting of the device go to “Change adapter 

settings”. Then select the connection for which u want to 

configure. Under the Networking tab, select Internet 
Protocol Version 4 (TCP/IPv4) and then click Properties. 
Then select Use the following DNS server addresses. In 
the Preferred DNS server enter the static IP address which 
you have set during the initial configuration in the network 

setting of the Raspberry pi. This way, the user’s devices ping 

the Pi to block ads as long as they’re all on the s ame 

network. This is pretty simple, but varies depending on the 

devices and what they’re running. 

4. CONCLUS ION 

A framework that uses electronic gadgets with less 

power utilization to filter ads containing Raspberry Pi, 

router, keyboard (For initial set up) and Ethernet cable. 

Apart from the traditional Ad Blockers, which might cause 

problems in situations because it is developed by a third 

party developer. This project goes on with a network based 

Ad Blocker, where only the connected devices will be 

filtered with the ads that appear in websites. The end-user 

need to be within the network to be filtered with the ads that 

appear in webpages that the user views. It is better to use a 

ad-blocker created by us instead of third party ad blocker. 

Moving on with a non-traditional ad blocker where there is 

no third party involved only the end users connected with 

router will get filtered with the ads. Thus increases security 

within the network. Now-a-days there are some traditional 

ad blockers in the internet, which will be added as a 

extension. Later it will add some harmful software, which in 

turn downloads some viruses which causes the user to face 

issues in the device. So it is better to go on with a ad blocker 

created within the network. 
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