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Abstract 
 

Today, everybody enjoys the convenience of the online services, but the online environment may also bring many risk for 

the people. A new design of virtual keyboard which can  be accessed by traditional keyboard is proposed in this paper, this 

is to solve the problem of the bank’s credit and debit card details, preserve the password of online banking and also pre-

serve the password from being captured by key logged, spywares. To avoid these problems it will be better to use virtual 

keyboard that generates dynamically  while the user is entering the password in the webpage. After entering each key the 

virtual keyboard will shuffle once again, the position of the keys are hidden so that the unauthorized user standing b ehind 

may  not be able to see the pressed key. By this proposed approach no one can predict whether the user is using virtual key-

board or traditional keyboard and the problems like shoulder surfing, key logger and phishing can be avoided.  
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1. Introduction 

Now days there are many techniques to be used to 

provide safety for the net transactions like PIN, 
secret query, biometrics and many others. Out of 

all previous techniques the PIN methods are used 
widely due to less complex, much less luxurious 
and so on. There are sure problems that could 

take place with PIN trouble. One of widely rec-
ognized is that there are static password in order 

that they may be stolen, that means stealing the 
users identity. Some assaults inclusive of phish-
ing, it's far an try to fraudulently obtaining the 

exclusive statistics, together with username, 
passwords and credit score card info, regularly 

for a malicious motive via a honest man or wom-
an or enterprise in an electronic communication, 
Malicious Trojan horses also are recognized to 

create returned doorways to offer malicious pc 
program which misleads customers of its authen-

tic reason. Some of the more common move-
ments that Trojans take are developing backdoors, 
spying, turning laptop into a zombie and ship 

steeply-priced SMS messages. In malware any 
software that receives installed for your system 

that plays some undesirable or dangerous chal-
lenge, typically for the advantage of some third 
birthday party, qualifies as malware report the 

keystrokes primarily based attacks and shoulder 
browsing assaults are the form of social engineer-

ing method used to reap information which in-

clude private identity numbers PINs, passwords 

and other private information through searching 
over the sufferer's shoulder. From all of this fact 

we have noted that a password should be dynamic 
to prevent above attacks. It is very reasonable that 
a password should be constant for the purpose of 

easily remembering it. The virtual keyboard could 
solve most of the authentication issues and the 

dynamic virtual keyboard that shuffles the ar-
rangement of keys after every click. Instead of 
clicking the keys in virtual keyboard we can use 

our traditional keyboard by mapping the position 
of the keys.  This approach overcomes most of 

the drawbacks faced by today’s virtual keyboard. 
The proposed approach provides protection 
against key loggers, over the shoulder spoofing, 

screen capturing after click event. 
 

2. Literature Review 

 

Hyunjung Kim et.al [2007] anticipated button 

keyboard is appropriate for disabled users. In par-
ticular, auditory feed-forwards for key inputting 

can facilitate text input for the people with lim-
ited sight. In situations in which users cannot see 
the keyboard, the auditory feed-forwards allow 

users to verify the corresponding character before 
typing it. Traditionally, the blind use a speech 

enabled typewriter. However, this device does not 
offer preview information; instead, it gives feed-
back only after typing. The utilization of finger 
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gestures can also make key inputting, menu struc-

ture navigation and pointing much easier. 
 

S. Li et.al. [2010] described any user-oriented 
security system, one of the most important defen-
sive components is the user authentication mod-

ule which allows the server to grant access to le-
gitimate users while denying access to imper-

sonators. There are also multi- factor user authen-
tication methods which combine more than one 
principles. 

 
Vishal Vadgama et.al [2011] described the mode 

to secure E-Payment device from possible chance 
of hacking also validated that the protocol is se-
cured  in numerous transactions and do not use 

large key. In this proposed technique virtual 
password concept related to a small amount of 

human computing to secure users’ passwords in 
online environments and observed user deter-
mined randomized linear era functions to secure 

user’s passwords based on the reality that a server 
has greater data than any opponent does.  

 
Abdurrahman Alhothaily et.al [2017] discussed 
first to investigate using lightweight cryptograph-

ic techniques. then plan to scrutinize the design of 
different user-centric access control models. Also, 

intend to use the techniques for improving the 
authentication methods such as using visual de-
cryption and visual signature verification.  

 
3. Proposed System 

 
The internet has entered into daily lives as more 
and more services has been moved online and we 

also become accustomed to other risk-related 
works such as online banking. Online password 

authentication is also liable to other attackers like 
phishing while steal user credentials by a website. 
The attackers also attack by the malicious pro-

gram on server. They record the keystrokes and 
send them to the attackers.  

Virtual keyboards protects against the key loggers. 
The keyboard gets shuffled and the keys are 
placed randomly so that the unauthorized users 

may not be able to track the password or the key-
strokes. Here the traditional keyboard is mapped 

with the virtual keyboard. Thus it is more secured 
than the traditional keyboard. 
 

 

 

3.1. User Registration 

 

Before viewing the home page, user has to regis-
ter their details like user id, password. This regis-

tration will used to avoid anonymous users. User 
has to select the constant factor, for every user a 
unique random salt will be generated. The user 

has to select the random function available for 
him during registration phase and also two op-

tions available that is one time shuffle which 
shuffles only ones and another option is shuffle 
every time which shuffles every time when each 

and every key is pressed. 
 

 
Fig.1: User Registration Form 

 
3.2. Home page 

 
In this module user select a particular digit from 

his password and this is the value of the variable 
a, select a particular digit from his random salt 
password and this is the value of the variable b, 

enter the constant value selected during the regis-
tration phase. Finally apply the values of a, b, and 

constant value against the user selected function. 
The system also calculate the result against the 
user selected values, if user gives the same value 

as like the system generated password, the system 
authenticate the user to login on. 

 

 
           Fig.2: User Login Page 
 

3.3. Location Changes 

 

This system is developed for secure password 
generation for the registered user. To enter every 
character in the password the location of the keys 

in the keyboard gets change. This is only for 
password, which will be resistant to a phishing 
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scam, a Trojan horse, and shoulder-surfing at-
tacks. 
 

4. Simulation and Results 

 

 
 

Fig.3: Flow diagram of the proposed work 
 

Figure shows the flow diagram of the virtual key-
board generator. The users register in signup page 

with their personal credentials. When the user 
sign in the login page the virtual keyboard dis-
played to enter the password again for verifica-

tion need reenter the password the keyboard keys 
are shuffled to protect the static pin, the received 
password verified with the database for authenti-

cation. 
 

 

 

 

 

 

 

 

 

 

 

 

4.1. Dynamic Virtual Keyboard mapping 

 

 
Fig.4: Virtual and Traditional keyboard 

 
The virtual password system has used linear ran-

domized function to be secure against identity 
theft attacks, phishing attacks, keylogging attack 

and shoulder surfing system. Instead of clicking 
the keys in virtual keyboard we can use our tradi-
tional keyboard by mapping the position of the 

keys.  This approach overcomes most of the 
drawbacks faced by today’s virtual keyboard. The 

proposed approach provides protection against 
key loggers, over the shoulder spoofing, screen 
capturing after click event. As a result if “a” was 

presently at the arrangement (4,1) at the next 
click it would have some other alphabet at that 

position (4,1). 
 

 
 

Fig.5: Sample code for User Registration 
 

Figure shows the sample code for registering the 
user details and save the collected user name and 

the password in database for further use.   
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5. Conclusion 

 

The virtual keyboard could solve most of the au-

thentication issues and the dynamic virtual key-
board is simulated for the user that shuffles the 
arrangement of keys after every click. Thus the 

virtual keyboard is more secured than the tradi-
tional keyboard. Mapping the traditional key-

board with the virtual keyboard is also simulated 
in this work. This helps the user for greater expe-
rience about the security of pin using virtual key-

board.  
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