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I. ABSTRACT 

 
The objective of this project is to grant the 
secure communication among the connected 

system in the network. It provides the 
necessary authentication for the file 

transferring in the network transmission. It 
consists of three modules namely encryption 
and decryption module, password 

authentication module, transferring of the 
data through network. It provides the user 

proper and required authentication to the 
data that has to transmit through network.  
By the implementing of the Sever-Client 

technology we are able to use File Transfer 
Protocol mechanism and through socket 

programming the end user is able to send 
and receive the encrypted and decrypted file 
in the network.  

In the encryption and decryption module the 
data is first encrypted to file where the 

encrypted data is stored and then that 
encrypted file is taken as input file for the 
decryption process and is decrypted to 

another file later this file is converted to the 
necessary file where the user want to 

transmit it. Rijndael Algorithm is used in 
this module.  
In the password authentication module the 

user is insisted to type the password 
compulsory before encryption and after 

decryption process of any file to perform the 
respective operation. The user cannot 
encrypt or decrypt any file without typing 

the password.  
In the last module the file is transferred to 

the appropriate location using file system 
technique.  

As this project is implemented using JAVA 

and Swing it is platform independent and 
user friendly in nature. 
 

II. INDEX TERMS  
Network intrusion detection, 

Rijndael Algorithm 
 
III. INTRODUCTION 

 
Network engineers and systems 

administrators have been using File Transfer 
Protocol (FTP) to send files back and forth 
to and from remote systems since the early 

days of the Internet. The File Transfer 
Protocol program is part of every reputable 

TCP/IP stack. Though we've all grown used 
to using File Transfer Protocol for the bulk 
of our file transfer needs, using it securely is 

becoming more important today than ever 
before.  

Internet file transfer applications, such as 
File Transfer Protocol, were designed as 
simple utilities, not as enterprise 

applications. File Transfer Protocol does not 
use encryption, transferring sensitive data 

and passwords across the Internet in clear 
text. As a result, competing products lack 
the security, reliability and flexibility.  

Encryption has become a part and parcel of 
our lives and we have accepted the fact that 

data is going to encrypted and decrypted at 
various stages.This project entitled as 
“Intrusion detection in Wireless sensor 

network” is to implement the Advance 
Encryption Standard or Rijndeal Algorithm 

through networking capabilities which is 
done in java to make sure that cryptographic 
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techniques can be implemented in multi-
platform. So this project explains an 

encryption algorithm Rijndeal Algorithm 
and makes you implement through 

mathematical formulas.  
This project is developed on client server 
technology. The client encrypts the file and 

sends to the server. Other client will receives 
the file and decrypts the file. It is developed 

by java to provide plat-form neutral nature. 
It is developed in Java Swing to provide a 
better Graphical User Interface. Java Swing 

provides a better look and feel. 
 

IV. RELATED WORK 
 
A.INTRUSION DETECTION 

 
intrusion detection system (IDS) is a 

mechanism or software function that 
monitor a network or system for malevolent 
activity or policy violation. Any detected 

activity or violation is typically reported 
either to an administrator or collected 

centrally using a security information and 
event management (SIEM) system. 
comparison of different Intrusion Detection 

System. On the behalf of the reviewed work 
we proposed a new Network Intrusion 

System that will mainly detects the most 
prominent attack of Wireless Network i.e. 
DoS Attack. The proposed system is an 

intelligent system that will detect the 
intrusion dynamically on the bases of 

Misuse Detection which has very less false 
negative. WSNs are scattered independent 
sensors to monitor physical or 

environmental conditions, such as heat, 
resonance, weight, etc. and to thoughtfully 

pass their data throughout the network to a 
main location. The more modern networks 
are bi-directional, also enabling control of 

sensor activity. A Network Intrusion 
Detection System (NIDS) helps system 

administrators to detect network security 
breaches in their organization[14]. However, 

many challenges arise while developing a 
flexible and effective NIDS for unpredicted 

and erratic attacks. In this work, we propose 
a deep learning based approach to 

implement such an effective and flexible 
NIDS. context of pass over and network 
intrusion detection, the appealing objects are 

often not rare objects, but surprising burst in 
movement. 

 
B.WIRELESS SENSOR NETWORKS 
 

Intrusion Detection-based techniques may 
be successful in cooperation with 

prevention-based technique for secure 
WSNs. As a noteworthy branch of 
detection-based technique, the research of 

intrusion detection in wired networks and 
wireless ad hoc networks is already 

relatively mature, but such solutions can be 
infrequently applied to WSNs without any 
change, because WSNs are characterized by 

inhibited resources, such as limited energy, 
weak computation capability, poor memory, 

short communication range, etc.  Refer to 
the use of predictive analytics, user behavior 
analytics, or certain other advanced data 

analytics methods that extract value from 
data, and seldom to a particular size of data 

set. Analysis of data sets can find new 
correlations to "spot business trends, prevent 
diseases, combat crime and so on. Scientists, 

business executives, practitioners of 
medication, marketing and government 

similarly often meet up difficulties with 
huge data-sets in areas together with Internet 
hunt, fine tech, city informatics, and selling 

informatics. The development of an 
anomaly-based (IDS) is a primary research 

direction in the field. An IDS learns normal 
and anomalous behavior by analyzing 
network traffic and can detect unknown and 

new attacks. However, the performance of 
an IDS is highly dependent on feature 

design, and designing a feature set that can 
accurately characterize network traffic is 
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still an ongoing research issue. Anomaly-
based IDSs also have the problem of a high 

false alarm rate (FAR), which seriously 
restricts their practical applications. In this 

paper, we propose a novel IDS called the 
hierarchical spatial-temporal features-based 
intrusion detection system (HAST-IDS), 

which first learns the low-level spatial 
features of network traffic using deep 

conventional neural networks (CNNs) and 
then learns high-level temporal features 
using long short-term memory (LSTM) 

networks. The entire process of feature 
learning is completed by the deep neural 

networks automatically; no feature 
engineering techniques are required. 
 

V. A)Rijndael Algorithm: 

Rijndael is the cipher algorithm recently a 
selection by the National Institute of Science 

and Technology (NIST) as the Advanced 
Encryption Standard (AES). It supercedes 
the Data Encryption Standard (DES). NIST 

selected Rijndael as the typical symmetric 
key encryption algorithm to be used to 

encrypt sensitive (uncategorized) American 
federal information. The select was centered 
on a careful and complete exploration of the 

security and efficiency characteristics of 
Rijndael's algorithm. 

Rijndael is an repeated mass cipher. 

Therefore, the encryption or decryption of a 
lump of data is consummate by the iteration 
(a round) of a particular conversion (a round 

function). Rijndael also explains a scheme to 
generate a sequences of subkeys from the 

original key. The produced subkeys are used 
as input with the round function. 

Rijndael was established by cryptographers 

of Belgian Vincent Rijmen of Kathlieke 
Universiteit Leuven and Joan Daemen of 
Proton World International. The algorithm 

that they established was planned as an 

easily logical mathematical configuration 
that can be cracked down into simple 

modules. Daemen and Rijmen write in their 
plan to AES that Rijndael was designed 

based on the following three criteria: 

 Resistance in contradiction of all 
known attacks; 

 Speed and code firmness on a 
widespread of platforms; 

 Design simplicity 

Rijndael was estimated on the basis of it’s 
security, it’s cost and it’s algorithm and 

execution features. The main motivation of 
the investigation was on the cipher's 
security, but the choice of Rijndael was 

constructed on its simple algorithm and 
execution features. There were numerous 

applicant algorithms but Rijndael was 
carefully chosen because centered on the 
analyses, it had the best permutation of 

security, act, effectiveness, easiness of 
implementation and elasticity. 

Since Rijndael is an repeated block cipher, 

the encryption or decryption of a mass of 
data is consummate by the iteration (a 
round) of a exact alteration (a round 

function). As input, Rijndael agrees 1-D 
eight bit byte arrays that form data blocks. 

The plaintext is input and then plotted onto 
state bytes. The cipher key is also a 1-D 8-
bit byte array. 

With an restated block cipher, the dissimilar 

alterations work in arrangement on in-
between cipher results (states). The scheme 

of Rijndael is constructed on easily logical 
mathematical ideas with limited field 
mathematics and linear algebra for matrix 

operation 

The authorized Rijndael web site shows this 

image to endorse considerate of the Rijndael 

round conversion 
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It can be risky to try and passage high

ly sound information to a sheltered place 

without unauthorized persons having ingress 

to it. For centurie people have always tried 

to create cryptographic language that 

couldn't be decrypted easily. Ancient Rome 

to the Second World War and until today, 

heads of state and powerful persons sent 

order and important information encoded to 

enemies or to keep safe from 

unconstitutional person. 

This time of method could  decoded. 

Cryptographic languages created by stirring 

letter could be decoded easily. The problem 

with all, even the most elaborate 

cryptographic languages, is that, once the 

cipher has been found out, every text can be 

translated. At the latest with the use of 

computer it became intolerable to keep a 

cipher based on moving letters secret. 

Currently other encryption systems are 

required to hide sound evidence. These 

methods also use some genus of key which 

is only known to the contributor and the 

heritor. So-called encryption algorithms are 

used for converting and decrypting. An 

encryption algorithm is a calculated 

procedure which signposts how the data is 

adapted. 

Watchword Depot routines the Rijndael also 

called AES, Advanced Encryption Standard 

algorithm to scramble your stablegen. 

 

 

 

 

B)Ensuing we will explicate this security 

algorithm and in what way it mechanism: 

The U.S. National Bureau of Ethics created 

a byzantine encryption ordinary called DES 

.which vacant unrestrained methods to 

convert data. Encryption standard was 

traded by Rijndael encryption. The term 

Rijndael is unruffled of the names John 

Daemon and Vincent Rijmen, Belgian 

cryptology experts and dramatists of this 

manner. Rijndael uses a key for encryption 
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that has a mass of 128, 192 or 256 bits, 

which provides high security against brute 

force attacks. In additon, this encryption 

method also works three times nearer in 

software than DES. This routine can be used 

for securely substituting keys as well as 

shifting data with a size of 128 or 256 jiffies. 

AES-256 is trained in the USA for 

government booklets that are obvious as top 

furtive. 

This is in what way the encryption process 

Rijndael works 

The Rijndael encryption system is based on 

substituting, varying and accomplishment 

XOR acts on bytes. From the 128-bit key, 

Rijndael generates 10 keys of 128 bits 

each.These keys are placed into 4x4 arrays. 

A piece of the 128-bit unadorned-text items 

is managed in 10 rounds for 128-bit-keys, 12 

for 192, 14 for 256 Afterward the 10th 

curved the code is engendered. 

Respectively single byte is replaced in an S 

box and replaced by the common on GF (2 

8).Then a tad-wise modulo-2 matrix is 

applied, charted by an XOR task with 63. 

The lines of the matrices are sorted 

cyclically. 

The columns of the matrix multiplication are 

interchanged on GF (2 8). 

The subkeys of each round are subjected to 

an XOR operation. 

The security level of this encryption method 

increases if Rijndael is performed several 

times with different subkeys. 

C) Advantages of Rijndeal algorithm: 

Rijndael is described as having a 'rich 

algebraic structure' which allows the cipher's 

security to be easily assessed in a limited 

time frame. This is an advantage over more 

complex designs that require extensive 

thinking, searching and 'bit tracing'. Rijndael 

is consistently a very good performer in both 

hardware and software across a wide range 

of computing environments. Its key setup 

time is excellent, and its key agility is good. 

Rijndael's very low memory requirements 

make it very well suited for restricted-space 

environments. There is additional security in 

that Rijndael's operations are among the 

easiest to defend against power and timing 

attacks. 

D) Disadvantages of Rijndeal algorithm: 

weighted intrusion score for a particular 

intrusion type is hard to access.    

 

Comparison: 

Assorted papers of variance, signature and 

hybrid have been analyze in this survey. 
firm parameters, such as, algorithms used, 

detection accuracy, sham fright rate (Both 
FN and FP), protection against attacks, 
adaptive/ wisdom and the distinct feature of 

each model have been investigated. A 
number of algorithms are built-in which can 

be classified based on three traditional 
methods, namely arithmetic methods, 
contraption learning and optimization 

technique. various algorithms have been 
tailor made for particular applications and 

have been classified as ad-hoc procedures. 
The models have also been top secret based 
on whether the IDS is adaptive or not. 

Adaptive signify that the wished-for model 
is artistic of learning from prior attacks that 

have already occur, and and so can detect it 
the next time it occur.  
The most chief aspect being painstaking is 

the attacks adjacent to which extensive 
shield is provided by the projected IDS, as 
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the work of an IDS is to eradicate security 
fear in the network. We have also touched 

upon the diverse features in each model and 
also integrated any other miscellaneous 

parameter that may prove useful.  
The surveyed abnormality based IDS’s show 
that it has a detection rate of >87% largely 

and can reach a high publicity rate of about 
95%-96% in certain cases. But the false 

alarms generate in the IDS are large, i.e 
about 4-6%. Whereas the false alarms in a 
signature based IDS are very less, generally 

around <1%. The hybrid based IDS ensures 
a high detection rate of >88%, and also has 

the plus of low false sound the alarm.  
This indicate that the mix based IDS truly 
provide an improvement in terms of 

detection rate and false alarm reduction, 
than using signature and difference based 

IDS alone. A faster look on the various 
models proposed also suggests that the 
contradiction of service (DoS) attack is the 

most frequently detected intrusion, whereas 
the probe, U2R and R2L attacks have a 

lower detection rate. Hence there needs to be 
an exactness in exposure of expressly the 
check out, R2L and U2R attacks.  

A careful study of the comparison tables 
show that for the case of anomaly based 

IDS, statistical methods are preferred over 
the other algorithms. The statistical 
algorithms are being used in [14-16], [18-

21], indicating that they are widely used in 
applications where a threshold has to be 

formed for the detection of intrusions in a 
network. The statistical algorithms used in 
various IDS include the fixed width 

clustering algorithm in [14], GMM, K-
means and maximum likelihood algorithms 

in [15], Hierarchical trust management and 
SPN functional in and OCPCC, CCIPCA 
built-in.In a mixture of both statistical and 

machine education algorithms is 
incorporated that include SVM, LDA, PCA 

and BCP. The models proposed in slip in 
statistical, machine learning and 

optimization algorithms simultaneously. 
They include inherited algorithms, fuzzy 

rule modeling, ICA and density based 
algorithm. The machine learning algorithm 

used in include SWP and low complexity 
help algorithm. In the hybrid based IDS, a 
different circumstances exists as the 

contraption learning algorithms are the 
widely preferred methods, which includes 

ART, Q-education, SVM, SLIPPER, 
CSOACN, etc. 
 

Conclusion 
Intrusion detection is available and practical 

approach for providing a different notion of 
security in 
our gigantic and existing infrastructure of 

(possible insecure) 
computer and network systems. Intrusion 

detection 
systems are based on host-audit-trail and 
network 

traffic investigation, and their goal is to 
detect attacks, 

preferably in real time. A number of 
prototype intrusion 
detection systems have been built, and this 

thought 
has been proven to be extremely promising. 

In the future, it is expected that the current 
prototype will 
be developed further in order to turn them 

into construction-quality systems. 
Benchmarking mechanism 

in order to test the usefulness of IDSs should 
be developed. Truthful approaches for 
representing 

attacks and misuse (including development 
of modelsfor 

new attackmethods) as well as new and 
moreeffective 
detection strategies must be investigated. 

In addition, much more research is expected 
to be 

conducted, e.g., how can the intrusion-
detection concept 
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be extended to arbitrarily large networks 
(e.g., the worldwide Internet), how can the 

IDS itself 
be protected from attackers, etc. 
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