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Abstract: In the virtual and widely distributed 

network, the process of handing over sensitive data 

from the distributor to the trusted thirdparties 

always transpires customarily in this modern world. 

The company’s information security depends on 

workers by learning the rules through training and 

building sessions. Sometimes authentication of data 

may go beyond employee knowledge and cover the 

following areas such as physical and logical security 

that is changed to fit the needs of the company .It 

needs an up to date  recorded system. To make the 

transaction secure, sanctioning only approved users 

to access sensitive data through access control 

policies will avert data leakage. Humans are 

concerned more about privacy. To safeguard the data 

watermarking technology can be used. 

Watermarking is about embedding the details so that 

the leaker can be detected by decoding the images or 

files. A idea has been proposed using data allocation 

strategies which increases the probability of finding 

the leakages. 
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1. INTRODUCTION  

            Information system security is often the subject 

of physical things that refer to the ideas or emotions. It is 

often compared to a chain in the example that a system's 

security level is only as vigorous as the security level of 

its most impotent link. All this goes to show that the 

issue of security must be tackled at an ecumenical level 

and must comprise the following elements like making 

users vigilant of security quandaries then the logical 

security, i.e. security at the data level, eminently 

company data, applications and even operating systems 

and additionally products utilized in Tele- 

 

communications security such as network technologies, 

company servers, access networks,etc. 

                        Chances are higher that the cybercriminal 

may sell this data for money which leads to many 

security issues. It also damages the reputation, brand and 

trust of the customers. To solve this problem, a idea has 

been proposed to find the guilt of third parties. The 

distributor will give the information to the third party 

which in turn increases the chances of finding the guilty 

person by attaching fake objects to the given data. In this 

manner the guilty person is found. If the distributor 

confirms that the  agent have leaked data he can avoid  

business relationship with them or initiate legal actions. 

It has one constraint and one objective. Agents can be 

satisfied using distributor constraints by giving number 

of object they request to satisfy their conditions 

 

2. EXISTING SYSTEM 

                        Usually ,watermarking is used detect the 

leakage. It is a unique code embedded in image or data. 

If the data is found in someone hands the leaker can be  

Identified. Watermarking is highly useful but it needs a 

modification of  original data. Further the watermarks 

can be damaged if data recipient is harmful. Eg. A 

hospital may give records of patient for  research 

purpose. Data sharing can be done with partnership 

companies to maintain business realtions. 

 

3. PROPOSED SYSTEM 

             The primary aim is to find  when the data has 

been leaked by third parties and to find by whom the 

data was leaked. There is a technique called perturbation 

which is highly useful. Here the data is made less 

sensitive before giving to the third parties. There are 

some techniques for detecting the leakage of a records. 

               Here we propose a model for finding the guilt 

of agents. We also provide algorithms for distributing 

objects to agents[5]. These algorithms increases the 

possibilities of finding the agent who leaked the data. 

Additionally we also consider an option of adding fake 
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data to the distributed set of records. Those data doesn‟t 

match with real objects but it appears like an original 

one. These duplicate objects plays as a watermark for 

entire record without changing the originality.If we are 

able to find one or more objects then we can say the 

agent was guilty[8]  
 

4.TECHNIQUES OF WATERMARKING SYSTEM 

 

A.  Embedding and Extraction 

 
                      By using the above idea , a small portion 
of the pixel intensity value of the photo is embedded to 
give watermark. A Watermark is main part which helps 
to maintain the loyalty of the image. From the results we 
can preserve the invisibility. More number of 
watermarking provides a numerous advantages in this 
scheme. 
                        These types of large watermarks can be 
accomplished by embedding and extracting using this 
scheme. It is highly useful in companies which develops 
applications through watermark and products involved in 
digital data security. Extraction and embedding are 
algorithms which are applied in this scheme. 
 
B.Secure Spread Spectrum Watermarking 

 

       

 
 

 

 

 
This method can be used in audios, videos, images and 
other multimedia components. These watermarks must 

be inserted in a specific components of a signal. 
Sometimes it can disturbed by signal distractions and 
theft attack. But the modification of components can 
decrease the level of the signal. Inorder to avoid we must 
embed watermark into the spectral components using the 
given techniques. These techniques hide a narrow band 
signal. 
      
           The watermark becomes tedious for an attacker  
to eliminate even when many persons conjure  with 
independently watermarked data. Distortions include 
analog to digital, digital to analog conversions, 
compressions and scaling etc. This watermarking 
algorithms can be used with small channel which can be 
specially suitable for multimedia products. 
      When the watermark is recovered it identifies the 
owner . It can be created to make faking impossible. 

 

C. DCT-Based Watermarking 

 

 

 
 
This picture is divided into 8 x 8 pixel blocks. Further 
this transformation, the mid frequency range depends on 
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Gaussian network classifier. These DCT coefficients are 
used for embedding. These algorithms are tolerant JPEG 
images. 

 
D.Spread Spectrum 

 

 

 
 

 

  
Cox et al. [1997] [2] applied the spread spectrum 

to encode the watermark in the frequency components of 
the source picture. Initially the Fourier Transform is 
used in the source picture is inserted to get the changed 
values V using the following formula:  

V = V + a x W. 
The grading argument „a‟ is applied to find the 

encoding strength of the watermark. Various spectral 
elements demonstrate various tolerances to alterations. 
To check the visibility of the watermark, the cross 
statistical relation value between the original watermark 
W and the extracted watermark W is calculated using the 
below formula: 
sim = W x WT (W x WT) (W x WT) 
 In this technique, we state the cross statistical 
relation between the similarities (sim).Observational 
effects exhibits that this technique withstands JPEG 
compaction with a quality factor below to 5%. 
 
E. Wavelet Based Watermarking 
               The multi firmness information fusion is 
applied for encoding where the photo and the watermark 
are both converted into the distinct wavelet area. 

 

 

 
 

 

 
 
The watermark is encoded into each and every 

wavelet disintegration level of the source photo. While 
finding, the watermark is an average of the calculations 
from each resolution level of wavelet disintegration. 
This algorithm is strong against JPEG compaction, 
additional noise and separating operations. 
 
F. Robust Watermarking Technique 

                Adverse to the Least Significant Bit approach, 

the key which is used to create watermark in a strong 

manner is that it should be encoded in the sensually 

significant components of the picture. An effective 

watermark is one which takes place in the behavior of 

human visual system. For the spread spectrum involving 

watermarking algorithm, a grading factor can be applied 

to control the quantity of energy a watermark has. The 

watermark should have enough energy to hold possible 

attacks and distortions. Further huge watermark energy 

will have an great impact on the visual quality of the 

watermarked picture. A perceptual model is involved to 

line up the value of the grading parameter based on the 

optical attribute of the source picture to accomplish the 

optimal exchange that occurs as a compromise between 

invisibility and strength of the image.  
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G. Invisible Watermarking  
This idea provides a novel hidden strong 

watermarking scheme for encoding and splitting a digital 
watermark in a picture. The originality lies in finding a 
perceptually required sub image in the source picture. 
This algorithm having a feature is that this sub image is 
applied as a region of interest for the watermarking 
process and removes the chance of watermark deletion. 
Another feature of the algorithm is the creation of the 
compound watermark using input data and attributes of 
the source picture. This alleviates the similar fusion of 
the watermark with cover image, continues the quality of 
the source image and allows strong insertion-separation.  
 

H. Watermarking While Preserving the Critical Path  
The first rational property protection technique 

using watermarking which assures saving of timing 
constraints by selecting components of the design 
specification in discriminative manner on which 
watermarking constraints can be imposed. This common 
technique is used in two steps in the design 
process ,mapping combinational logic in logic synthesis 
and matching template in a behavioral synthesis. This 
idea had a great impact on demonstrating the number of 
designs including logic synthesis and behavioral 
synthesis. 

 
I. Buyer-seller watermarking protocols 

 

 

 
 
 

 

 

 

 

This idea incorporates with watermarking techniques 
with steganography, cryptography and protection of 
piracy. Here we provide an effective buyer seller 
watermarking protocol which is most likely similar to 
public key encryption system and representation of 
signal  in encrypted domain. Simulation analysis and 
complexity analysis confirms the effectiveness of this 
idea. This idea can be successfully implemented in real 
time. 
 
J. Watermarking using Cellular Automata 

Transform  
Similar watermarking technique is also used in cellular 
automata transform. An image is transformed by cellular 
automata method and watermark is encoded into the 
parameters of CA-modified image. Data hiding is 
achieved through this technique. We can encode 
watermark in various CAT models with various 
coefficients . With the help of CAT by using various 
coefficients , we can get many channels for watermark 
embedding. 
 
 

 
 
 
5. RESULTS OF WATERMARK SYSTEM 

  

Results of Fragile Watermarking 
     Sometimes system cannot detect even after a small 
modification.The modification may be linear or non 
linear. Fragile watermarking works under spatial 
domain.This system encode the watermark by the 
spatial domain. These concepts comes under fragile. 
The strength of watermark relies on  the source image 
and wavelet based visual model. Based on the 
observations we can see that the length was found to 
be 6593 
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The given diagram is the representation of robust 
watermark detection results. 0.32 on the ninth track 
seems to be the lowest response 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
6. MODULES OF DATA LEAKAGE DETECTION 

SYSTEM 
 

A.Data Allocation Module 
                    The main purpose of this idea is the data 
allocation strategy to find the leaker. The owner can 
send the files to the authorized user which allows them 
to edit their account details. Secret key is shared through 
email which increases the possibilities of finding the 
leaker  
  
B.Fake Object Module 
                 The owner creates the fake objects and adds to 
the data which he is going to handover to the third 
party.It is done to improve the chances of detecting 
leakage of data. 
  
C. Optimization Module  
                    It has one constraint and one objective. The 
constraint of agent is to satisfy the request of owner by 
giving them number of objects which they requests us. 
Users can protect and sometimes they can unlock due to 
to security. 

  
D. Data Distributor Module 
              Here the distributor will assess the data 
thoroughly and finds the source of leakage.Data owner 
can view which file is leaking 
 
 
E. Agent Guilt Module   
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          Agent guilt module is computed using the below 
equations 

 
Assume that ui is guilty and leaks a value to S, With 
equation 4 and assumption 1 we can find the probability 
using the below formula 
 
 

 
 
7.Data Flow Diagram 
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8. FLOW CHART 

             
 

 
 

                         
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

9. CONCLUSION 

 
Admin 

Distrib
uted 
Data 

 
Agent 

Data transfer 

Guilt model 

analysis 

Probability 

distribution 

Leakage status 

LOGIN 

DISTRIBUTE 

DATA TO 

AGENTS 

VIEW DISTRIBUTED 

DATA TO AGENTS 

FIND GUILT 

AGENTS 

FIND THE 

PROBABLITY OF 

DATA LEAKAGE 

International Journal of Pure and Applied Mathematics Special Issue

1716



           In a perfect world, there would be no need to 
hand over sensitive data to agents that may unknowingly 
or maliciously leak it. And even if we had to hand over 
sensitive data, in a perfect world, we could watermark 
each object so that we could trace its origins with 
absolute certainty. However, in many cases, we must 
indeed work with agents that may not be 100 percent 
trusted, and we may not be certain if a leaked object 
came from an agent or from some other source, since 
certain data cannot admit watermarks. In spite of these 
difficulties, we have shown that it is possible to assess 
the likelihood that an agent is responsible for a leak, 
based on the overlap of his data with the leaked data and 
the data of other agents, and based on the probability 
that objects can be “guessed” by other means. Our model 
is relatively simple, but we believe that it captures the 
essential trade-offs. The algorithms we have presented 
implement a variety of data distribution strategies that 
can improve the distributor‟s chances of identifying a 
leaker. We have shown that distributing objects 
judiciously can make a significant difference in 
identifying guilty agents, especially in cases where there 
is large overlap in the data that agents must receive. Our 
future work includes the investigation of agent guilt 
models that capture leakage scenarios that are not 
studied in this paper. For example, what is the 
appropriate model for cases where agents can collude 
and identify fake tuples? A preliminary discussion of 
such a model is available in. Another open problem is 
the extension of our allocation strategies so that they can 
handle agent requests in an online fashion (the presented 
strategies assume that there is a fixed set of agents with 
requests known in advance). 
 
10. REFERENCES 
 
[1] R. Agrawal and J. Kiernan, “Watermarking 
Relational Databases,”Proc. 28th Int‟l Conf. Very Large 
Data Bases (VLDB ‟02), VLDB Endowment, pp. 155-

166, 2002. 

[2] P. Bonatti, S.D.C. di Vimercati, and P. Samarati, “An 
Algebra for Composing Access Control Policies,” ACM 
Trans. Information and System Security, vol. 5, no. 1, 

pp. 1-35, 2002. 

[3] S.Sivasankari, “FPGA Implementation Of Invisible 
Video Watermarking Using DWT Technique”, 
International Journal of Innovations in Scientific and 
Engineering Research (IJISER), Vol.1, no.1, pp.7-12, 

2014. 

[4] P. Buneman, S. Khanna, and W.C. Tan, “Why and 
Where: A Characterization of Data Provenance,” Proc. 
Eighth Int‟l Conf. Database Theory (ICDT ‟01), J.V. den 
Bussche and V. Vianu, eds., pp. 316-330, Jan. 2001. 

[5] P. Buneman and W.-C. Tan, “Provenance in 

Databases,” Proc. ACM SIGMOD, pp. 1171-1173, 2007. 

[6] Y. Cui and J. Widom, “Lineage Tracing for General 
Data Warehouse Transformations,” The VLDB J., vol. 

12, pp. 41-58, 2003. 

[7] S. Czerwinski, R. Fromm, and T. Hodes, “Digital 
Music Distribution and Audio Watermarking,” 

http://www.scientificcommons. org/43025658, 2007. 

[8] F. Guo, J. Wang, Z. Zhang, X. Ye, and D. Li, “An 
Improved Algorithm to Watermark Numeric Relational 
Data,” Information Security Applications, pp. 138-149, 

Springer, 2006 

[9]E.RamaKalaivani,E.RameshMarivendhan,N.Suma,"P
rediction of diabetes with hybrid prediction model using 
big data in health care",International Journal of 
Engineering and Technology,Vol 7,No 1.3. DOI: 

10.14419/ijet.v7i1.3.8980. 

 

 

International Journal of Pure and Applied Mathematics Special Issue

1717



1718


