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Abstract:           

   This work tells about a novel scheme 

for separable reversible hiding data in 

encrypted images. In the first session, the 

content owner encrypts the original 

uncompressed image using an encryption key. 

Then, a data-hider, who wants to hide the data, 

can compress the LSB(least significant bits) of 

the encrypted image using a data-hiding key to 

create a sparse space to accommodate some 

additional data. With an image which is 

encrypted containing additional data, if a 

receiver has the data-hiding key, he can extract 

the additional data though he does not know 

the image content. If the receiver has only the 

encryption key, he can decrypt the received 

data to obtain an image similar to the original 

one, but will not be able to extract any 

additional data. Only if the receiver has both 

the data hiding key and the encryption key, he 

will be able to extract the additional data and 

recover the original data without any error . 

 

1. Introduction 

In the present world’s scenario the 

transmission of information or any data over 

the internet is vital. There is a need of some 

extra functionalities to send data over internet 

due to the increasing hacking, fraud, data 

manipulation and forgery. This paper 

introduces the separable reversible data hiding 

in encrypted image using Advanced 

Encryption Standard. The technique of 

cryptography is used to convert the plain text 

data to cipher text to provide security of data. 

The algorithms used for cryptography come 

under the Advanced Encryption Standard. The 

concept of steganography is used to provide 

more security to the data transmitted, which is 

helpful in hiding the encrypted data behind 

any image. It only acts as carrier of data in 

network from one user to another. The data 

hiding key and decryption key are generated 

by the sender while uploading and transmitting 

the files over internet. 

The receiver authenticates himself and 

downloads these files, using the keys provided 

by the sender in a separate email. If the user is 

not properly authenticated then he is not 

allowed to get the original data. Proper 

security is provided by the system along with 

safe transmission of data over internet. AES 

algorithm and LSB techniques are used in the 

system for data encryption and hiding data 

behind image respectively. 

Cryptography and Steganography : 

A large volume of data that are 

transmitted over internet are kept private and 

confidential. Encryption is one efficient 

technique to transmit the information correctly 

and in a safe manner. Steganography provides 

more security than the security provided by 

cryptography alone. 

The technique of cryptography can 

protect the data while transmission but when it 

is decrypted, there is no more protection left. 

Many information hiding techniques are used 

now a days to provide protection and safety in 

order to prevent hacking, fraud etc. and 

steganography is one of them which allows the 

user to store a large amount of data behind any 

image. Cryptography aims at   creating data 

impossible to access or extract the original 

data for the third person who is not authorized 

to get the information. Steganography hides 

the data from the third person by embedding 

the data in any image. 

 

2. Existing system: 

International Journal of Pure and Applied Mathematics
Volume 119 No. 10 2018, 1703-1709
ISSN: 1311-8080 (printed version); ISSN: 1314-3395 (on-line version)
url: http://www.ijpam.eu
Special Issue ijpam.eu

1703



In the existing system the image is first 

compressed and then encrypted using the 

encryption key and the data which is to be 

hidden is embedded in the image using the 

same encryption key. The user who has the 

secret encryption key can access the image and 

as well decrypt it thus extracting or removing 

the data hidden in the image. If the only 

encryption key used in the existing system is 

hacked or received by any hacker or 

unauthorized person then the data hidden in 

the image can be extracted in a easy way. 

 Mazhar Tayel, Hamed Shawky, Alaa 

El-Din Sayed Hafez proposed a new 

chaos steganography algorithm for 

hiding data . The proposed algorithm 

is based on coordinating the 

data in the image dimensions using 

chaos distribution arrangement. The 

algorithm is implemented using 

Matlab program on the data. But the 

result does not show security if the 

algorithm is implemented and   

steganalysis is not performed on the 

composed original image[2]. 

 Komel Patel , Sumit Utareja , Hitesh 

Gupta proposed a system for 

surveying of information hiding 

techniques which uses blowfish 

algorithm for hiding the data into any 

image using only one encryption 

key[5]. 

 Security and lower quality of the 

image are the major problem of 

various existing method. 

 

 

 

Disadvantages of existing system: 

 The secret key used for encryption 

of compressed image and the data 

hiding is same. So, the user who 

knows the secret key used for 

encryption can access the image 

and the data embedded quicker. 

 The content owner and the data 

hider share the same encryption 

key for the encryption of the 

Image and data hiding[11]. 

  

3. Proposed system: 

In proposed method the image is 

encrypted by content owner by using the 

encryption key. The data hider can hide the 

data in the encrypted image compressing the 

least significant bits of the encrypted image to 

obtain the space to hide the data by using data 

hiding key. At the receiver side the data can be 

retrieved using the data hiding key by 

decrypting the image. But, the encrypted 

image unchanged still it is decrypted using the 

encryption key. The receiver who has both the 

encryption and data hiding keys can only 

access the data embedded. 

 

Advantages of proposed system: 

 The data hiding and image encryption 

are done by using two different keys. 

That is encryption key and the data 

hiding key. 

 The receiver who has the data hiding 

key but not the encryption key cannot 

retrieve the data embedded. 

 The receiver who has the both the 

keys can only retrieve the data hidden 

from the encrypted image. 

 

Reversible data hiding : 

The technique of reversible data 

hiding in images is used to hide data in digital 

images for secret transmission of data or 

information. It is a technique to hide additional 

data into the cover media in a reversible 

manner so that the original content can be 

perfectly restored after the extraction of 

hidden data. Traditionally, data hiding is used 

for secret communication. In some 

applications, the carriers which are embedded 

are further encrypted to prevent the carrier 

from being analysed to reveal if the 

embedment is  present. Other applications 

could be for the case when the owner of the 

carrier might not want any other person, 

including the data hider, to know the original 
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content of the carrier before data hiding is 

performed, like military images or confidential 

medical images. In such case, the content 

owner need to encrypt the content before 

passing to the data hider for data embedment. 

The receiver can extract the embedded data. 

Many number of techniques for 

reversible data hiding have been proposed in 

recent times. Encryption is one the most 

effective and popular means of privacy 

protection. For sharing a secret image with 

other person in a secured manner, a content 

owner encrypts the image before transmission. 

It may be hopeful that the original content can 

be recovered without any error after 

decryption and retrieve the additional data by 

the receiver. Minimizing the computation 

requirements for secure data transmission by 

selective encryption where only some parts of 

the data are encrypted has been effective. 

Two levels of security for digital 

image encryption are available:  low level and 

high level security encryption. In the low-level 

security encryption, the encrypted image 

degraded the visual quality of the original one, 

but the content of the image is still visible to 

the viewers. In the high level security case, the 

content is totally scrambled and the image 

does look like some random noise. In this 

case, the image is not understandable and is 

not visible to the viewers at all. The aim of 

selective encryption is to avoid the encryption 

of all bits of a digital image and yet a secure 

encryption is ensured.  

Reversible hiding of data is a method 

of embedding the additional data or 

information within some distorted media, such 

as military or medical images, in a reversible 

manner so that the original content or data can 

be restored as it is perfectly after the extraction 

of the hidden data. This kind of effective 

privacy protection leads to, encryption phase 

which converts the normal signal into 

incomprehensible data, so that the processing 

of signal takes place either before encryption 

or after decryption. However, in certain 

circumstances if the service provider is not 

trusted by the content owner, the ability to 

manipulate the encrypted data while keeping 

the plain content to be a secret is desired. 

When the secret information or data to be 

transmitted are encrypted, a channel provider 

who does not have any knowledge about the 

cryptographic key may compress the 

encrypted data due to the limited channel 

resource. Data hiding can be termed as a 

process to hide data (representing some 

information) in a media. That is, the data 

hiding process links two sets of information or 

data, which are a set of the embedded data and 

another set of the media data. In few 

applications, like medical diagnosis and law 

enforcement it is desired that the original 

media can be recovered efficiently without any 

loss. The techniques which satisfy these 

requirements are referred as lossless, 

reversible, distortion-free or invertible data 

hiding techniques. The performance of 

Reversible data embedding, which can also be 

called as lossless embedding of data, embeds 

invisible data into a digital image in a 

reversible manner. The basic need is that, the 

quality degradation of the image after 

embedding the data should be low. A feature 

of reversible hiding of data is the reversibility, 

i.e one can remove the embedded data to 

restore the original image. Reversible 

embedding of data hides the data or 

information in a digital image in a way that an 

authorized user can decode the hidden 

information or data and also restores the image 

to its original state. The performance of such 

algorithm is measured by the following  

 Payload capacity limit  

 Visual quality  

 Complexity 

Seperable reversible data hiding: 

As title indicates it is the technique of 

reversible data which is separable. The term 

separable refers to the ability of separating. In 

other words, we can separate things or 
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activities using some suitable condition. In the 

concept of separable reversible data hiding , 

the separation of activities that is extraction of  

the original image and extraction of the data 

which is embedded. This separation needs 

some basic cause to occur. As explained by 

Xin peng Zhang, in separable data hiding key 

the separation occurs only according to the 

keys. Three different cases are encountered at 

the receiver side. The separation of extracting 

the data and getting the media comes to 

existing. This is the reason why it is called as 

Separable Reversible Data hiding. 

4. Modules : 

User Management:  User can create account 

by registering into the server. A user can log in 

to obtain access and can then log out or log 

off, when the access is no longer needed. 

Encryption:  

 Encrypt Image: the input image is 

encrypted using a encryption key 

before the compression of image. by 

which can a image is restricted to view 

from the unauthorised user access.  

 Embed Data: In the image the data is 

embedded after compressing the 

image by using appropriate technique. 

The message is embed in to the image 

using a data hiding key. 

Decryption:  

 Decrypt Image: The image is 

decrypted using the encryption key 

used for encryption of the image. by 

using the encryption key a user can 

only access to the  image Content.  

 De-embed Data: The data is extracted 

using the data hiding key used for the 

hiding the data into the image.By 

using the data hiding a user can access 

only to the data within the encrypted 

image.  

Decrypt image and de-embed data: A user 

who has the both encryption key and data 

hiding key can access to the image and to the 

data hidden within the image both. 
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5. Result : 
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Performance comparison 

 

 
 

 

6. Conclusion : 

The aim of the system is to provide 

high security to the user while transmitting a 

data over network and does the same in 

various stages. At the sender’s side it encrypts 

the data then hides it behind any selected 

image. This data is sent to a particular receiver 

who is authorized to get the data. A separate 

data hiding key is  sent to that very receiver 

separately through e-mail or in a confidential 

way. At the receiver’s side, after he is 

authenticated, he applies the data hiding key 

and decryption Key in order to get back the 

data. Receiver can get only the image if he 

applies only the data hiding key. In order to 

receive the original data he ,must provide the 

decryption key also. A fake data is generated if 

he fails in this. Thus by using these phases of 

security, the system can be considered 

efficient for transmitting the secret data over 

internet.  
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