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Abstract :   

          Cloud computing is a computing 

concept which enables flexible on-demand 

and low-cost usage of computing 

resources. It is an information 

technology (IT) paradigm that enables 

ubiquitous access to shared pools of 

configurable system resources and higher-

level services that can be 

rapidly provisioned with minimal 

management effort, often over the Internet. 

It deals on with resource sharing to 

achieve consistency similar to a public 

service. Mediator clouds permit 

organizations to focus on their core 

businesses instead of dispense resources 

on computer framework and 

maintenance. Advocates note that cloud 

computing allows companies to avoid or 

minimize up-front IT infrastructure costs. 

Upholder also claims that cloud computing 

concedes enterprises to get their 

applications up and running fast. Improved 

manageability and less maintenance, and 

that it enables IT teams to more rapidly 

adjust resources to meet fluctuating and 

unpredictable demand. The “pay-as-you-

go” model can priority to 

unexpected operating expenses. If 

administrators are not popularized then the 

cloud providers use with cloud-pricing 

models. But these Advantages contain 

different security problem such as. A badly 

configured server can lead to unauthorized 

access. Ciphertext-policy attribute-based 

encryption (CP-ABE) is a promising 

cryptographic primitive for fine-grained 

access control of shared data.  

 
 Keywords: Ciphertext–policy, attribute 

based encryption, Anony Scheme. 

Introduction: 

A secure server additionally provides a 

preserved authority for hosting your Web 

applications. Web server configuration 

plays a critical role in your Web 

application's security. A badly configured 

server can lead to unauthorized access. A 

forgotten share can provide a convenient 

back door, while an overlooked port can 

be an attacker's front door. Neglected user 

accounts can grant an attacker to slip by 

your defines unnoticed. Understanding 

threats to your Web server and being able 

to identify appropriate countermeasures 

permits you to anticipate many attacks and 

thwart the ever-growing numbers of 

attackers. This arrangement maintains 

bidirectional encryption of conversations 

between a server and client. This preserves 

against monitoring and tampering with 

and/or forging the contents of the 

conversation. In practice, this provides a 

reasonable guarantee that one is 

communicating with precisely. The 

website that one intended to communicate 

with, as well as ensuring that the contents 

of communications between the user and 

site cannot be read or forged by any third 
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party. Secure Server Plus application has 

mainly double login security. That is, after 

logging into the application user receives a 

secret key on his registered Gmail id. This 

secret key has to be entered in the pop-up 

box displayed after logging into SSP 

Application. This application has two 

functionalities, Encryption, and 

Decryption. Encryption is the functionality 

in which the file to be sent over mail- in 

firstly divided into 4 equal parts in byte 

format and then encrypted using different 

encryption algorithms.After Encryption 

files would be sent to the recipient through 

Gmail At the recipient end, He will 

download the files and be using SSP 

Application data in files would be 

decrypted and merged.  Cloud computing 

is a complete computing technique, by 

which computing resources are provided 

dynamically via the Internet and the data 

storage is outsourced to someone or some 

party in a „cloud‟. It greatly attracts 

attention and interest from both academia 

and industry due to the profit-making, but 

it also has at least three challenges that 

must be handled before coming to our 

reality to the best of our knowledge. First 

of all, data confidentiality should be 

guaranteed. The data seclusion is not only 

about the data contents. Since the most 

attractive part of the cloud computing is 

the outsourcing of computation, it is far 

beyond enough to just oversee an access 

control. More likely, users want to control 

the right of data manipulation over other 

users or cloud servers. This is because 

when sensitive information or computation 

is outsourced to the cloud servers or user, 

which is out of users‟ control in most 

cases, privacy risks would raise constantly 

because the servers might illegally inspect 

users‟ data and access sensitive 

information, or other users might be able 

to infer careful information from the 

outsourced computation. 

Literature Survey: 

          In [5] [6], a multi-authority entity is 

presented to each user has an ID and they 
can interact with each key 
generator(authority) using different 

pseudonyms. One user‟s different 
pseudonyms are tied to his private key, but 

key generators never know about the 
private keys, and thus they are not able to 
link multiple pseudonyms belonging to the 

same user. Also, the whole attributes set is 
isolated into N disjoint sets and N 

attributes authorities. In this setting, each 
authority knows only a part of any user‟s 
attributes, which are not enough to figure 

out the user‟s identity. Yet, the scheme 
proposed by Chase et al. [6] considered the 

basic threshold-based KP-ABE, which 
lacks observe in the encryption policy 
definition. Many attribute-based 

encryption schemes having multiple 
authorities have been proposed afterward 

[7]–[10], but they either also employ a 
threshold-based ABE [7], or have a semi-
honest central authority [8]–[10], or cannot 

tolerate arbitrarily many users‟ collusion 
attack [7]. The work by Lewko et al. [9] 

and Muller et al. [10] are the most similar 
ones to ours in that they also tried to 
decentralize the central authority in the 

CP-ABE into multiple ones. Lewko et al. 
use an LSSS matrix as an access structure, 

but their scheme only converts the AND, 
OR gates to the LSSS matrix, which limits 
their encryption policy to boolean formula, 

while we inherit the flexibility of the 
access tree having threshold gates. Muller 

et al. also supports only Disjunctive 
Normal Form (DNF) in their encryption 
policy. Besides the fact that we can 

express arbitrarily general encryption 
policy, our system also tolerates the 

compromise attack towards attributes 
authorities, which is not covered in many 

International Journal of Pure and Applied Mathematics Special Issue

1650



existing works. At present, there also came 
detectable multi-authority ABE [13][15], 

which are in the adverse management of 
ours. Those schemes introduce 

accountability such that malicious users‟ 
keys can be traced. On the other hand, 
similar direction as ours can be found in 

[16]–[17], who try to hide encryption 
policy in the ciphertexts, but their 

solutions do not prevent the attribute 
disclosure in the key generation phase. To 
some range, these three works, and our 

companion each other in the sense that the 
consolidation of these two types protection 

will be directed to a completely 
anonymous ABE.To distribute Access 
Control Scheme for protecting data storage 

(ABE & ABS). In this design, we only 
give the privacy to attribute-based 

encryption. And attribute based scheme.In 
the attribute-based encryption scheme, we 
use the Anonym control Scheme 

[1][3][14]. As compared to real patterns, 
our proposed result permits the authority 

to remove user attributes with essential 
effort [12]. We achieve this by uniquely 
integrating the technique of proxy re-

encryption with CP-ABE, and enable the 
authority to delegate most of the laborious 

tasks to proxy server [4][11][12]. This 
paper, we target on an important issue of 
attribute revocation which is awkward for 

CP-ABE schemes. In particular, we 
resolve this challenging issue by 

considering more practical scenarios in 
which semi- trustable on- line proxy servers 
are available. In the existing system, we 

only give the privacy to the data Access 
control, but not give the user identity 

privacy, in a proposed system we give the 
privacy to the user identity.In this Scheme, 
we use two scheme Anonym Control and 

Anonym Control-F scheme.In this scheme, 
we use the peer-peer protocol [1][14]. 

          An attribute-based encryption 
scheme capable of handling multiple 
authorities were recently proposed by 

Chase. The scheme is built upon a single-
authority attribute-based encryption 

technique presented earlier by Sahai and 
Waters Chase‟s construction uses a trusted 

central authority that is inherently able to 
do decrypting arbitrary ciphertexts created 

within the system. We explain a multi-
authority attribute based encryption system 
in which only the set of receivers 

determine by the encrypting festivity can 
decrypt an interrelated ciphertext. The 

central authority is shown as “honest-but-
curious”: on the one hand, it honestly 
follows the protocol, and on the other, it is 

curious to decrypt arbitrary ciphertexts 
thus violating the intent of the encrypting 

party. The leading system, which like its 
antecedents await on the Bilinear Diffie-
Hellman assumption, has a complexity 

comparable to that of Chase‟s technique. 
We prove that our scheme is secure in the 

selective-ID model and can tolerate an 
honest-but-curious central authority. 
Building on the proposal for multi-

authority based attribute-based encryption 
from; we constructed a scheme where the 

central authority is no longer capable of 
decrypting arbitrary ciphertexts created 
within the system. In addition to viewing 

security in the selective-ID model, we 
showed that the proposed system can able 

to tolerate an honest-but-curious central 
authority. Since both Chase‟s system and 
the proposed system await on the same 

hardness assumption and have a 
proportionate complexity, the new scheme 

implies a viable alternative to Chase‟s 
manufacture. However, since the proposed 
method is capable of handling a curious 

yet honest central authority, the proposed 
scheme is suggested in applications where 

security against such a central authority is 
required [8]. 
 

Materials and Method: 

This Methodology provides the 

processing procedure, where the user 
uploads the file that is to be encrypted and 
it will be in the secured format. This has 

Two types of users one which has legal 
permission to upload and access files and 
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another is to upload but not to view all 
files 

 
         Fig 1.1 Architecture Diagram 
 

The system consists of modules  

i) Public Key: 

In this Module public key is generated for 

authentication for the user to provide the 
user specification logging. 

ii)File Storage 
The File Storage module the file stored for 
the further usage of the consumer and the 

file is provided the option to view and 
Download based on the time period keys.  

iii)Encryption  
The files are encrypted in order to provide 
security to the documents or the contents 

of the provider.  
iv)Data Access Control  

The Data Access control is provided to the 
consumer for the limited access to the 
cloud for the performance and usage of the 

cloud.  
v)Data Access  

The Data can be accessed by viewing the 
content of the file or downloaded for the 
further usage. This project does not 

provide data content privacy, but also it 
provides identity privacy by using 

anonymous access. Anonymous access 
withdraws the authority for the limit of 
identity origin and thus gains half 

anonymity. Behind, there is an 
AnonymousAccess, where it does not 

allow the same leakage and gains the 
anonymity.   

vi)Attribute Encryption Standard 

(AES) Algorithm: 

This algorithm is used to secure separate 
information and the world to encrypt and 

decrypt data. This Algorithm consists of 
three blocks, this each block uses 128 bits 
using cryptographic keys with bits to 

encrypt and decrypt data. So the block 
uses the same private key for encrypting 

and decrypting. There are various types of 
keys. Each tye consists of dissimilar steps 
include replacing, transforming and 

collaboration of empty data. Finally, the 
empty data is transformed into 

ciphertext.In our system, there are four 
types of systems:  Attribute Authorities, 
Cloud Server, Data Authority and Data 

Consumers. A Client can be a Data 
Authority and Data Consumer repeatedly. 

Data Authority uploads the files to the 
cloud server and it is encrypted. Data 
consumer downloads the files from the 

cloud server and they decrypt it. Data 
Authority and Data Consumer should be 

registered first in the system for accessing 
and to perform the operations. After the 
completion of registration process, OTP 

and ID will be sent to their mail id.To 
upload and download files, the user should 

be a Data Authority and Data Consumer to 
request the authority for permission.This 
provides public key to data authority and 

security key to the consumer.This keys by 
permission and authentication in this 

project are succeeding by using this 
encryption. 
vii)Attributr-Based Encryption: 

Attribute-based encryption is a type of 
public-key encryption. In which the 

private key of a user and the ciphertext are 
dependent. In such a system, the 
decryption of a ciphertext is acceptable 

only if the set of attributes of the user key 
matches the attributes of the ciphertext. 

The security form of Attribute-Based 
Encryption is the scheme of collusion-
resistance. An adversary that holds 

multiple keys should be able to access data 
if at least one individual key grants access. 
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Using the keys provided by authority the 
users (data authority and data consumer) 

access the file from the cloud server and 
they use it. 

 

Result: 

We present the execution in light 

of our estimation on the completed model 
plan of AnonyControl-F. To the best of 

our understanding, this is the main 
execution of a multi-authority attribute 
based encryption plot.  

The plot may be defined in the following 
three parameters: 

 Storage 

 Time 

 Accuracy 
Storage: 

 

 
 
 

Fig 1.2 Compare Storage between Existing 
System and Proposed System 

 
This shows the storage data which is been 
measured to existing encrypt method and 

Attribute Based Encryption method. It 
measures how the storage level is efficient 

from exist scheme. The data is calculated 
at certain time interval. The x-axis of the 
graph describes the File size and the y-axis 

describes the Time. 
                                      

Time: 

 

 
 
Fig 1.3 Compare time to upload file to the 

server between Existing System and 
Proposed System 

 
This shows the time interval to upload file 
into cloud server which is been measured 

to existing encrypt method and Attribute 
Based Encryption method. It measures 

how the time duration level is efficient 
from exist scheme. The data is calculated 
at certain time interval. The x-axis of the 

graph describes the File size and the y-axis 
describes the Time. 

 

Accuracy: 

 

 
 
Fig 1.4 Compare Accuracy value between 

Existing System and Proposed System 

 
This shows the accuracy level which is 

been measured to existing encrypt method 
and Attribute Based Encryption method. It 

measures how the accuracy level is 
efficient from exist scheme. The data is 
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calculated at certain time interval. The x-
axis of the graph describes the File size 

and the y-axis describes the Time. 
             In Existing System, it has less 

storage compared with the proposed 
system .While uploading the file it takes 
more time to store.  we present a semi-

anonymous privilege control scheme 
AnonyControl to address not only the data 

privacy but also the user identity privacy 
in existing access control schemes. 
             Based on the general encryption 

policy, our system also accepts the 
compromise attack towards attributes 

authorities, which is not covered in many 
existing works. To overcome this problem, 
we introduce our proposed system using 

Attribute-Based Encryption access control. 
Comparing with Existing System 

we improve our storage, limit the speed of 
uploading the file for easy access and as 
we include Attribute-Based Encryption for 

easy access .we can derive the user for 
access control. 

Various schemes based on the 
attribute-based encryption have been 
proposed to secure the cloud storage. 

Various techniques have been proposed to 
protect the data contents privacy via access 

control. We introduce AnonyControl 
technique to allow cloud servers to control 
customer access privileges without 

knowing their identity data. They will 
follow our proposed protocol in general, 

but try to find out as much information as 
possible individually. 

The proposed schemes are able to 

protect user‟s privacy against every single 
authority. Partial information is disclosed 

in AnonyControl and no information is 
disclosed in AnonyControl-F .We firstly 
implement the real toolkit of a 

multiauthority based encryption scheme 
AnonyControl and AnonyControl-F. 
 

Conclusions: 

In this paper introduces two types 
of schemes. There is fully-anonymous 

attribute-based control system 

AnonyControl-F and semi-anonymous 
attribute-based control system 

AnonyControl. The AnonyControl-F is 
used to deals the customer privacy 

problem in a cloud storage server. Using 
multiple authorities in the cloud computing 
system, our proposed schemes achieve not 

only fine-grained privilege control but also 
identity anonymity while conducting 

privilege control based on users‟ identity 
information. Our system can accept N−2 
authority composition, which is highly 

preferred in Internet-based cloud 
computing environment. We also 

conducted detailed security and 
performance analysis which shows that 
Anony- Control both efficient and secure 

for cloud storage system. The 
AnonyControl-F scheme directly derives 

from the security policy of the 
AnonyControl. As well as equivalently 
secure as it, but additional conversation 

overhead is obtained during the 1-out-of-n 
unconcerned transfer.  

One of the promising future works 
is to introduce the efficient user revocation 
mechanism on top of our anonymous 

ABE. Aiding customer retraction is a 
major problem in the real application, and 

this is a great challenge in the application 
of ABE schemes. Constructing our 
schemes suitable with real ABE schemes 

who support efficient customer retraction 
is one of our eventual works.  
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