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Abstract 
Expanded pattern in sensor network draws in health care applications to 

use them for checking ceaselessly and track the health care information. 

This data would be put away in the server which can be gotten to by 

specialists for giving treatment in light of detected esteems. However 

information get to confinement should be ensured to evade the malicious 

client get to, with the goal that information debasement can be stayed away 

from. In our past strategy Improved Break the Glass Access Control Model 

with Security (IBTG-ACMS) is presented which can guarantee secured 

treatment of substance put away in the database. However this technique 

can't perform authentication process effectively because of constrained 

asset limit. These issues are settled in the proposed philosophy by 

presenting new system in particular Resource Constrained Secured Access 

Control Module (RCSACM). The security and protection of the proposed 

work is enhanced by presenting hierarchical attribute based encryption 

system. To deal with the constrained assets of sensors proficiently in the 

proposed work optimal clustering and cluster head selection using Hybrid 

PSO-Genetic algorithm is done as such that the accessible assets can be 

taken care of adequately. Here the cluster head is in charge of performing 

authentication process which is chosen with the worry expanded system 

lifetime. And furthermore various hierarchical attribute based encryption 

technique is acquainted with viably constrain the access permission given 

to the clients. The general assessment of the proposed investigate strategy 

is directed in the NS2 simulation environment from which it can be 

demonstrated that the proposed technique prompts to give optimal result 

than the current research situations as far as better access control 

impediments. 
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1. Introduction 

A wireless sensor network (WSNs) comprises of hundreds or even a huge 

number of distributed, autonomous, low-power, low-cost, small-sized devices, 

each with sensing, processing and communication capabilities. Regularly, these 

gadgets, known as sensor nodes, screen this real-world condition and transmit 

the gathered data to a gateway node through an infrastructure-less ad hoc 

wireless network. Sensor networks were imagined to assume an essential part in 

a wide assortment of regions, ranging from basic military observation 

applications to forest fire checking. WSN innovation has been important to 

researchers in many research regions, in light of its capability to change our 

method for living, with applications in diversion, travel, retail, industry, drug, 

medicinal services, traffic monitoring, military, emergency management, and so 

on. Among these applications, the military and medical applications are the 

most security-situated areas of WSNs and have gotten the most consideration 

from security analysts. 

WSNs are quickly turning into an essential innovation in the medical or human 

services area. Sensor nodes are getting to be plainly littler and all the more 

capable, making them reasonable to use in an extensive variety of medical 

applications, like, health monitoring, chronic disease management and 

measuring user vital signs. Wireless medical sensor network (WMSN) is the 

name of this type of WSN utilized as a part of the medicinal and human services 

area. In WMSN, sensors are joined to the human body to screen health care 

data, similar to electrocardiogram (ECG), blood pressure, and so forth. 

Medicinal staff can use, gather and record medical information specifically 

from a patient's sensor for healthcare monitoring services. However Garcia-

Morchon [1] specified that there are security and protection worries about 

conceivable access to client's medical information. In this manner, security 

administrations are required to give the secrecy of medical records and 

protection of patient data. 

Likewise, the control of access to patient's information turns into another 

problem in WMSN, on the grounds that there may be various medicinal staff 

and relatives, who endeavor to cooperate with the secret medical information. 

WSNs can likewise be utilized for various purposes in the military segment, for 

example, enemy tracking, military activities monitoring and battlefield 

surveillance. The quick deployment, self-association and fault tolerant qualities 

of sensor systems make them an extremely encouraging information gathering 

method for military Command, Control, Communications, Computing, 

Intelligence, Surveillance and Reconnaissance (C4ISR) [2]. 

In military applications, the sensor nodes were utilized to gather the data of 

enemies and tracking military vehicles. The information detected and put away 

at the sensor nodes were highly confidential, so security administrations, for 

example, confidentiality, integrity, etc.,., should be given by utilizing security 
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and access control components. These days, a sensor node can catch pictures 

and multi-media information. A sensor node has the capacity of detecting 

information from the environment. It stores the detected information locally in a 

distributed form or broadcasts the detected information to central storage in a 

centralized approach. In both the centralized and distributed approach, data 

security and data access control were essential problems in WSNs. As a lot of 

information is put away in the sensor nodes locally, parts of information 

security, (for example, confidentiality and integrity) have turned out to be 

serious concerns, in light of the fact that the sensor nodes were not very much 

furnished with tamper-proof or tamper-evident equipment. From a data-centric 

driven perspective, the most difficult issues in WSNs are the manner by which 

to store the highly sensitive sensor information and how to control the access of 

inner and outside clients. 

In light of the above exchange, access control is a basic security prerequisite to 

shield sensitive sensor information from unauthorized access, yet it has not 

gotten consideration with regards to WSNs by analysts. Information 

continuously WSNs applications are made accessible to clients on request. 

These issues are settled in the proposed system by presenting new structure 

specifically Resource Constrained Secured Access Control Module (RCSACM). 

The security and protection of the proposed work is enhanced by presenting 

hierarchical attribute based encryption mechanism. To deal with the restricted 

assets of sensors productively in the proposed explore work, optimal clustering 

and cluster head selection utilizing Hybrid PSO-Genetic algorithm is done as 

such that the accessible assets can be taken care of successfully. Here the cluster 

head is in charge of performing authentication process which is chosen with the 

concern expanded system lifetime. And furthermore progressive trait based 

encryption system is acquainted with successfully restrict the access 

authorization given to the clients. 

The general association of the research work is given as takes after: In the 

section 2 fluctuating related research work directed for accomplishing reliable 

access control management is talked about. In section 3, proposed research 

procedure is explained in detail with the reasonable illustration and clarification. 

In segment 4, simulation evaluation of the proposed investigate work is given in 

detail. At long last in section 5, conclusion of the research work in light of 

simulation outcomes were explained. 

2. Related Works 

Zhu et al. [3] proposed a light-weight approach based access control show, 

which utilized approval and commitment arrangements to perform activities and 

settle on get to choices at the sensor nodes in a WMSN. The primary thought of 

the proposed approach is to help sensor-level access control strategy.  

A light-weight policy system, which is known as Fingers [4], empowers policy 

enforcement and interpretation on the conveyed sensors to give fine-grained 
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access control. Every sensor deals with its own strategies to execute both the 

approach policy decision point (PDP) and policy enforcement point (PEP). 

Wehrle et al. [5] brought up that the RBAC model isn't adequate to use in a 

WSN, in light of the fact that in conventional RBAC models, the parts and 

policies must be predefined ahead of time. In the proposed model, the decision-

making process is partitioned into three modular context circumstances: critical, 

emergency and normal condition. In view of these circumstances, the access 

benefits to detect the information will be extraordinary. 

Ferreria et al. [6] proposed the break-the-glass role-based access control (BTG-

RBAC) model based on the RBAC model. The principle thought of this model 

is to accumulate essential data from the end clients with their coordinated effort 

for a usable access control arrangement that can play out the BTG activity in 

crisis circumstances. The break-the-glass (BTG) rule enables the clients' to have 

crisis and earnest access to the framework when an ordinary confirmation 

doesn’t perform or work appropriately. 

Ghani et al. [7] specified that the CBAC instrument is intended for untrusted 

situations, where an absence of global knowledge and control are characterizing 

qualities. It totally depends on cryptography to control information access and 

to guarantee information classification and respectability. The primary thought 

is to utilize a remarkable key for every data resource. Clients who are permitted 

to get to that information resource are relegated the key for information get to. 

Sahai and Waters [8] proposed the ABE plan to model and outline an adaptable 

and adaptable access control framework. ABE is an public key cryptography 

primitive generalizing identity-based encryption (IBE) [9], which is related with 

client's identity in a solitary client message.. 

Li et al. [10] proposed that ABE is a very encouraging public key encryption 

way to deal with acknowledges adaptability and fine-grained access control, 

where the adaptable access consents and rights are doled out to every individual 

client. Fine-grained access control encourages conceding various types of 

access consents to various clients. The sensors may detect or gather different 

kinds of data, similar to medical and battlefield data, which may have a place 

with various security levels. 

Yu et al. [11] proposed the fine-grained distributed data access control (FDAC) 

model in light of ABE. The fundamental thought of their approach is to give a 

distributed data access control, which can bolster fine-grained access control 

over sensor information and is strong against assaults, for example, user 

collusion (unapproved clients may plot to trade off the encoded information) 

and node compromise (the sensor node could be traded off by a malicious 

client, because of absence of compromise-resistant equipment.). 
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3. Resource Constrianed Secured  

Access Control Scheme 

  System Model 

The Break-The-Glass Access Control (BTG-AC) mod that is a changed and 

overhauled adaptation of the Break-The-Glass Role-Based Access Control 

(BTG-RBAC) model is utilized as a part of this work to mention the 

information accessibility issue and to identify the policy violations from both 

approved and unapproved clients. A few changes inside the access control 

engine are made in BTG-RBAC keeping in mind the end goal to make the novel 

BTG-AC to enforce and suite in WSNs. Regardless, an outline of BTG-AC can 

be found in Figure 1. This demonstrates there are two primary modules in the 

BTG-AC model: Policy Enforcement Point (PEP) and Policy Decision Point 

(PDP). The client request will experience PEP and all the client formation will 

be sent to PDP for the decision-making processes. 

 

Figure 1: Break the Glass – Access Control Model 

 Hierarchical Attribute based Encryption for Security  
 Policy Enforcement 

In BTG-AC, PEP executes as an authentication service provider among the 

clients and sensor nodes. The authentication benefit is required for the 

arrangement of security in the framework particularly when the access control 

model is enabling clients to perform BTG activity for information access in 

emergency circumstances. A client needs to present the data to PEP for the 

authentication process. At the point when PEP gets the access request from the 

clients, it will check the clients' data, for example, their identity and 

cryptographic key. In this examination work authentication service is 

empowered by utilizing the Hierarchical attribute based encryption method. So 

as to give safe and secure operation, a hierarchical access control method 

utilizing modified hierarchical attribute-based encryption (M-HABE).  
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Figure 2: M-HABE Model 

Figure 2 appears, the proposition comprises of a authentication center (AuC), 

Sub-AuCs, and application clients. The AuC is in charge of producing and 

distributing framework parameter and the system master key; Sub-AuCs can be 

partitioned into first-level Sub-AuC(Sub-AuCi) and other Sub-AuCs, among 

which the AuC simply should be accountable for clients and make their private 

keys, while other Sub-AuCs assume responsibility of clients attributes and make 

their secret identity keys and secret attribute keys for clients. Every data client 

appeared in the figure has a unique ID which is a character string intended to 

portray the highlights of interior gatherings inside the framework, thus do AuC, 

Sub-AuCs, and users attributes, particularly, the ID of every client contains a 

integer for depicting the benefit level of the client. Moreover, information 

clients additionally claim an set of attributes while other interior gatherings 

don't. 

  Key Description 

Public key encryption is used in the proposed system, the related keys are 

summarized in Table I. 

Table I: Related Keys 

Key name Meaning 

MK0 Root key, owned by AuC 

MK* Master key, owned by Sub-Auc 

PK* Public key, owned by Sub-AuC1 

PKi Public key, owned by Sub-AuCs 

MKi Master key, owned by Sub-Aucs 

PKu Public key, owned by users 

SKu Secret key, owned  by users 

SKi,u Secret identity key, owned by users 

SKi,u,a Secret attribute key, owned by users 

PKu Public key, owned by attributes 
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a) Root key MK0 possessed by AuC is utilized to generate MK* for Sub-AuC1. 

b) Every Sub-AuC claims an public key PKi and an master key MKi, among 

which PKi is made as (PKi-1, IDi) where PKi-1  is public key of the Sub-AuC's 

father node, and MKi is additionally made by the father node. PK* is the public 

key of Sub-AuC1, which can be exhibited as ID* implying that it is made by its 

own particular IDs. Not at all like HABE proposed by Wang [8], Sub-AuC1 in 

this work just need to assume responsibility of clients, and make their secret 

keys SKu for them. What's more, other Sub-AuCs have an set of attributes to 

oversee, while they likewise make clients' secret identity keys Ski,u and data 

users’ secret attribute keys Ski,u,a in the meantime. 

c) Each information buyer is portrayed by one exact ID signified as IDu, and a 

set of data users’ attributes spoken to as fag. Other than these, every client 

likewise possesses a client public key PKu indicated as {PK*, IDu} and 

consumer secret key SKu, a set of user secret identity key {SKi,,u} and a set of 

consumer secret attribute key {Ski,u,a}. 

d) Every attribute a is portrayed by an exact ID meant as IDa. What's more, 

even a quality possesses a public key as (PKi-1, IDi) where PKi is public key of 

Sub-AuC that assumes responsibility of the attribute. 

 HABE Definition 

The M-HABE is collected by the following algorithms: 

Setup: Provided a security parameter K that is enormously sufficient, AUC will 

create a system parameter params and a root master key MK0. 

CreateMK: With the help of system parameter params and their own master 

keys, AUC or Sub-AuCs can generate master keys for lower-level Sub-AuCs. 

CreateSK: With its own master key MK* and system parameter params, Sub-

AuC1 generates secret key SKu for every consumer if it assure that the public 

key of the user is PKu, or there would be no secret key for the user.  

CreateUser: Sub-AuCs will generate users’ secret identity keys Ski,u and secret 

attribute keys Ski,u,a for them if the Aub-AuC makes sure that the attribute a is 

responsible for it and the user u fulfills a. And if not there would be no secret 

identity keys or secret attribute keys. 

Encrypt: With R indicate a set of users’ IDs, A indicating the attribute-based 

access structure, the pubic keys of entire clients that are in R, and the public 

keys of all the attributes that are in A, the data provider, which is also a data 

user of the cloud computing in this case, can encipher the sensing data D into 

ciphertext C. 

RDcrypt: Provided the ciphertext C, a data user own the precise ID that is in R 

can decipher the ciphertext C into plaintext D with params and the user’s secret 

key SKu.  

International Journal of Pure and Applied Mathematics Special Issue

879



ADcrypt: Provided the ciphertext C, a data user own an attribute set fag that 

fulfills A, which means that the consumer possesses at least an attribute key 

Ski,u,a, can also decipher the ciphertext C into plaintext D with system parameter 

params, the user’s secret identity key Ski,u, and the secret attribute key Ski,u,a. 

  HABE Construction 

Consider that IG is a BDH parameter generator, the MHABE scheme in the 

light of the fact on bilinear map [9] is built by following algorithms: 

Step 1. Setup(K)  (params, MK0): The AUC firstly choose the root master 

key mk0 ∈  Zq
∗ , and then outputs the system parameter params=<q, G1,G2, e , n, 

P0, Q0, H1, H2>, among which (q, G1, G2, e ) is the output of IG, n is a positive 

integer, P0 is a random generator of G1, H1 : {0, 1}*  G1 and H2 : G2 {0, 1}
n
 

are two random oracles. In this step, the system parameter is able to be obtained 

publicly while the master key MK0 is kept secret. 

Step 2. CreateMK (params, MKi, PKi+1)  (MKi+1): Assuming that Sub-AuCi is 

the father node of Sub-AuCi+1. And the master key of Sub-AuCi+1 which is 

created by Sub-AuCi is in form of MKi+1 = (mki+1, SKi+1, Q-tuplei+1, HA), among 

which 

 mki+1 is a random element belonging to Zq
∗ . 

 SKi+1=SKi+mkiPi+1 ∈ G1, where mki is part of MKi, Pi+1=H1 (PKi+1) 

∈ G1. Especially, SK0 is the generator of G1 if the father node is 

AUC, which means that i=0. 

 Q-tuplei+1 = (Q-tuplei, Qi+1), where Qi+1=mki+1P0∈G1. 

 HA: {0, 1}* Zq
∗  is a random oracle. 

Step 3. CreateSK(params, MK*) (SKu): System parameter params and master 

key MK* are used by AuC to create managers secret key SKu=(Q-tuple*, 

SK*+mk*Pu), where Pu=H1(PKu) ∈ G1. 

Step 4. CretaeUser(params, MKi, PKu, PKa)  (Ski,u, Ski,u,a): Suppose a user u 

asks for the attribute key about attribute a, what the Sub-AuC does firstly is to 

check if the attribute a is in its charge, and outputs Ski,u=(Q-tuplei-1, mkimkuP0), 

Ski,u,a=SKi+mkimkuPa if it is, where mku=HA(PKm) ∈  Zq
∗ , Pa=H1(PKa) ∈ G1, or 

the algorithm will output ’null’. 

Step 5. Encrypt(params, R, A, PKa, PKu, D) CT: Given a set of ID 

R={IDu1,…..,IDum} and a DNF access control structure A= Vi=1
N (CCi)= Vi=1

N  

(Λj=1
n i aij), where N is the number of conjunctive clause in A, ni is the number of 

attribute in the i-th conjunctive clause CCi, and aij is the j-th attribute in CCi. 

Assume that all the attributes in CCi are managed by the ti-th level Sub-AuC 

denoted as Sub-AuCiti whose public key is (IDit1 ,….., IDiti ), where IDik, for 1 ≤ 

k ≤ ti, is the ID of Sub-AuCiti ’s ancestor, and IDi1 is the ID of AuC, which is 

ID*. The following steps demonstrate how to encrypt sensing data D by 

senders: 
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 Compute P*=H1(PK*)∈ G1. 

 For 1 ≤ i ≤ m, compute Pui=H1(PKu1 ) ∈ G1. 

 For 1 ≤ j ≤ ti, compute Pij=H1(IDi1,….., IDij) ∈ G1. 

 For 1 ≤ i ≤ N and 1 ≤ j ≤ ni, compute Paij=H1(IDi1,…..,IDit1, IDaij) ∈ 

G1. 

 Choose a random number r ∈ Zq
∗ . , assume that nA is the lowest 

common multiple (LCM) of n1,…..,nN, and compute formula (1)-(7): 

U0 = rP0 

Uu1 = r Pu1,… , Mum
= r Pum

 

U12 = r P12 ,… , U1t1
= r P1t1

 

U1 = r  Pa1j;…… ;

n1

j=1

 

UN2 = r PN2,… . , UNtN
= rPNtN

 

UN = r  PaNj ;…… ;

nN

j=1

 

V = D⊕ H2 e  Q0, rnA P∗   

 Let CD = [U0, Uu1,….,Uum,U12,…………..,U1t1, U1,….., 

UN2,……,UNtN, UN, V], and the ciphertext CT = [R, A, CD] 

Step 6. RDcrypt(params, IDu, SKu, CT)  D: The user ui can get access to the 

ciphertext and decrypts it into the plaintext D if the ID of ui is in R, the 

verification is shown in Eq.(8): 

V⊕ H2  
e  nA M0, SK∗ + mk∗Pui

 

e  nA Q∗, Mui
 

 =  V⊕ H2  
e  rnA P0, mk0P∗ + mk∗Pui

 

e  nA Q∗, rPui
 

  

=  V ⊕ H2  
e  rnA P0, mk0P∗) e (rnA P0, mk∗Pui

 

e  nA Q∗, rPui
 

 =  V ⊕ H2  
e  mk0P0, rnA P∗) e (nA mk∗P0, rPui

 

e  nA Q∗, rPui
 

  

       =  V⊕ H2  
e  mk 0P0 ,rn A P∗) e (nA Q∗,rPu i

 

e  nA Q∗,rP u i
 

   

       = V ⊕ H2  e   Q0, rnA  Pui  = D  

Step 7. ADcrypt(params, Ski,u, Ski,u,a,CT) D: Given the ciphertext C, a user 

possessing an attribute set fag that satisfies A, which means that the user owns 

at least an attribute key Ski,u,a, can also decrypts the ciphertext C into plaintext 

D with params, the user’s secret identity key Ski,u, and the secret attribute key 

Ski,u,a, the verification is shown in Eq.(9): 

      V ⊕ H2  
e  U0 ,

n A
n i
 SK (it i ,u ,a ij )

n i
j=1

 

e  mku mkit1 ,
n A
n i

U i   e  M ij ,nA Qi(j−1) 
t i
j=2

   

      =V ⊕ H2  
e  U0 ,nA SK i1 

e  SK it i ,u ,
n A
n i

U i   e  U ij ,nA Qi(j−1) 
t i
j=2

 ×  e  U0, nA  mki(k−1)Pik
ti
k=2 +

nA

ni
mkit j

mku  Paij

ni
j=1    
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       =V ⊕ H2  
e (M0 ,nA rPi1)e  SK it i ,u ,

n A
n i

U i 

e  SK it i ,u ,
n A
n i

U i  e  U ij ,nA Qi (j−1) 
t i
j=2

× e  Qi(k−1), nA Uij 
ti
k=2   

       =V ⊕ H2  e   Q0, nA rP∗   = D 

 Optimal Clustering and Cluster Head Selection Using Hybrid  
 PSO-Genetic Algorithm 

To deal with the constrained assets of sensors proficiently in the proposed 

investigate work, optimal clustering and cluster head selection utilizing Hybrid 

PSO-Genetic algorithm is done as such that the accessible assets can be dealt 

with viably. Here cluster head would perform authentication process for their 

comparing cluster members, so calculation overhead can be lessened. And 

furthermore secured and dependable confirmation can be guaranteed by 

choosing the cluster with more asset accessibility. 

Particle Swarm Optimization (PSO) joins swarming behaviors experimental in 

herds of birds, schools of fish, or swarms of honey bees, and even human social 

conduct, from which the thought is raised. PSO is a population-based 

optimization tool, which could be actualized and connected effortlessly to take 

care of different capacity optimization problems. Genetic Algorithms are a 

group of computational models motivated by development. These algorithms 

encode a potential answer for a particular issue on a basic chromosome-like 

information structure and apply recombination and change administrators to 

these structures in order to protect basic data. An execution of a genetic 

algorithm starts with a population of (normally arbitrary) chromosomes. One at 

that point assesses these structures and assigns regenerative open doors such 

that those chromosomes which speak to a superior answer for the target issue 

are given a bigger number of opportunities to duplicate than those chromosomes 

which are poorer solutions. The integrity of an answer is ordinarily 

characterized regarding the present population. 

The disadvantage of PSO is that this issue is that, for the worldwide best PSO, 

particles converge to a solitary point, which is hanging in the balance between 

the worldwide best and the individual best positions the swarm may rashly 

converge. The fundamental guideline behind. This point isn't ensured for a local 

optimum. Another explanation behind this issue is the quick rate of data stream 

between particles, bringing about the formation of comparative particles with a 

misfortune in assorted variety that expands the likelihood of being caught in 

local optima. A further downside is that stochastic methodologies have 

problem-dependent performance. This reliance for the most part comes about 

because of the parameter settings in every algorithm. The diverse parameter 

settings for a stochastic search algorithm result in elite differences. All in all, no 

single parameter setting can be connected to all issues. Expanding the inertia 

weight (w) will build the speed of the particles bringing about more 

investigation (global search) and less exploitation (local search) or then again, 

diminishing the inertia weight will diminish the speed of the particles bringing 
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about more exploitation and less investigation. In this way finding the best an 

incentive for the parameter isn't a simple errand and it might vary starting with 

one issue then onto the next. In this manner, from the above, it can be reasoned 

that the PSO execution is problem-dependent. The problem-dependent 

performance execution can be tended to through hybrid mechanism. It joins 

diverse ways to deal with be profited from the upsides of every approach. 

1: Set the initial values of the population size P, acceleration constant c1 and 

c2, crossover probability Pc, mutation probability Pm, partition number 

partno, number of variables in each partition m, number of solutions in each 

partition g and the maximum number of iterations Maxitr. 

2: Set t := 0. {Counter initialization}. 

3: for (i = 1 : i ≤ P) do 

4: Generate an initial population Xi (t ) randomly. 

5: Evaluate the fitness function of each search agent (solution) f(X   i). 

6: end for 

7: repeat 

8: Apply the standard particle swarm optimization (PSO) algorithm on the 

whole population Xi (t ). 

9: Apply the selection operator of the GA on the whole population Xi (t ). 

10: Partition the population Xi (t ) into partno sub-partitions, where each sub-

partition X’i (t ) size is v × η. 

11: for (i = 1 : i ≤ partno) do 

12: Apply the arithmetical crossover on each sub-partition X’i (t ). 
13: end for 

14: Apply the GA mutation operator on the whole population Xi (t ). 

15: Update the solutions in the population Xi (t ). 
16: Set t = t + 1. {Iteration counter is increasing}. 

17: until (t > Maxitr). {Termination criteria are satisfied}. 

18: Produce the best solution. 

4. Experimental Analysis 

In this section, the performance measurement of whole research work is done in 

the NS2 simulation environment alongside the execution measurements for both 

current and proposed frameworks. The current work gives low performance, 

however the execution is enhanced in the proposed framework by brining-in 

different new algorithms. The correlation assessment is made between the 

current and proposed frameworks specifically BTG-RBAC, BTG-AC, IBTG-

ACMS (Previous work) and RCSACM. 

The setting esteems introduced for network configuration amid the 

examinations are given in Table II. These qualities can be changed and 

streamlined for various applications.  
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Table II: Setting Values for Experiments 

Parameter Value Unit Description 

N 30 Nodes Total number of nodes 

C 3 Clusters Number of clusters 

Trecluster  30000 ms Time to recluster 

Tsample  500 ms Sample time for sensing 

Tcycle  5000 ms Time interval between two data transmission 

TDataRx  500 ms Time to receive data of CH 

TDataagg  50 ms Time to aggregate data at CH 

TRadioon _CH  600 ms Maximum time to keep radio on for sending 

TRadioo nCM
 100 ms Maximum time to keep radio on for sending 

∆Vth  100 mV Voltage threshold for dead node 

Security level: Security level of a system to finish the data transmission is 

provided by minimized packet loss/corruption rate. 

 

Figure 3: Security Level Ratio 

From figure 3, it can be demonstrated that the proposed research technique 

prompts to give the better outcome as far as enhanced security level. The 

proposed research methods had demonstrated 23% execution enhancement than 

the current research procedures by guaranteeing the secured access control 

system which restrains the malicious clients from getting to patient's health care 

data. 

Energy consumption: Energy utilization is characterized as the measure of 

energy consumed by the whole system for finishing information transmission 

effectively. 
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Figure 4: Number of Nodes Vs Energy Consumption 

Figure 4 illustrates that the assessment of provided BTG-RBAC, BTG-AC, 

IBTG-ACMS and RCSACM approach by the way of sum of energy utilization. 

The movement is changeable from 10 to 50 (s).  

False positive rate: When playing out numerous examinations in a statistical 

system, for example, over, the false positive ratio (otherwise called the false 

alarm ratio, instead of false positive rate/false alarm rate) for the most part 

alludes to the likelihood of falsely rejecting the null hypothesis for a specific 

test. Assume that H as the average number of hops from a node to the manager 

node. The much lower false positive rate under our plan is a direct result of its 

capacity to separate a node disappointment from the node moving out of the 

transmission limit, while the current plan can't separate these two cases. 

 

Figure 5: False Positive Rate 
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From figure 5, it can be demonstrated that the proposed explore strategy 

prompts give the better outcome as far as reduced false positive rate. The 

proposed research work had indicated 12% execution enhancement than the 

current research approaches by staying away from authentication permission 

provided to the malicious clients and guaranteeing the secured access control 

instrument which restricts the malicious clients from getting to patient's health 

care data. 

Delivery ratio: The ratio of the number of incoming data packets to 

broadcasted data packets 

 

Figure 6: Packet Delivery Ratio Comparison 

From the above figure 6 we can watch that the comparison of current and 

proposed framework with respect to the packet delivery ratio. In x axis we plot 

the number of nodes and in y axis we plot the packet delivery ratio esteems. In 

existing situation, the packet delivery ratio esteems are bring down by utilizing 

RCSACM strategy. In proposed framework, the packet delivery ratio esteem is 

expanded fundamentally by utilizing the RCSACM technique. In this way it 

demonstrates that proficient identification is performed by utilizing proposed 

strategy. From the outcome, we infer that proposed framework is predominant 

in execution. 

End To End Delay: Total time considered broadcasting the data from sender 

node to the receiver node in addition to the waiting time, execution time is 

know as end to end delay. 
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Figure 7: End to End Delay Evaluation 

As per the figure 7 we could see that the assessment of past and introduced 

framework in connection to end-to-end postpone metric. In x axis we plot the 

amount of nodes and in y axis we plot the end-to-end values. In introduced 

framework, the end-to-end delay value is diminished significantly by using the 

RCSACM system. In this manner it demonstrates that capable discovery is done 

by using exhibited strategy. As per the outcome, we demonstrate that introduced 

framework is predominant in execution. 

Throughput: Network throughput is determined as the typical ratio of 

victorious packet delivery over a message channel. The throughput is typically 

computed in bits per second (bit/s or bps) and the network is known to be better 

while it has high throughput. 

 

Figure 8: Throughput Evaluation 
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As indicated by the figure 8 we can see that the assessment of past and 

introduced framework in connection to throughput metric. In x axis we plot the 

number of nodes and in y axis we plot the throughput esteems. In displayed 

framework, the throughput esteem is expanded impressively by using the 

RCSACM system. In this way it demonstrates that capable location is 

completed by using introduced strategy. As per the outcome, we demonstrate 

that exhibited framework is unrivaled in execution. 

5. Conclusion 

The security and protection of the proposed work is enhanced by presenting 

hierarchical attribute based encryption mechanism. To deal with the constrained 

resources of sensors proficiently in the proposed work, optimal clustering and 

cluster head selection utilizing Hybrid PSO-Genetic algorithm is done as such 

that the accessible resources can be dealt with adequately. Here the cluster head 

is in charge of performing authentication process which is chosen with the 

concern expanded network lifetime. And furthermore hierarchical attribute 

based encryption methodology is acquainted with adequately constrain the 

access authorization given to the clients. The general assessment of the 

proposed investigate strategy is led in the NS2 simulation environment from 

which it can be demonstrated that the proposed technique prompts to give 

optimal result than the current research situations as far as with respect to access 

control restrictions. 
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