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Abstract: A camouflage attacker mimics a true blue 

customer to utilize the customer organizations and 

advantages. The semi-overall game plan computation 

(SGA) is a champion among the best and profitable 

techniques to perceive these ambushes yet it has not 

come to yet the precision and execution required by 

tremendous scale, multiuser systems. To improve both 

the sufficiency and the presentations of this estimation, 

we propose the Data-Driven Semi-Global Alignment, 

DDSGA approach. From the security sufficiency see 

point, DDSGA upgrades the scoring systems by 

grasping unmistakable plan parameters for each 

customer. Plus, it perseveres through little changes in 

customer charge groupings by allowing little changes in 

the low-level depiction of the summons handiness. It in 

like manner acclimates to changes in the customer lead 

by reviving the characteristic of a customer according to 

its present direct. To overhaul the runtime overhead, 

DDSGA limits the game plan overhead and parallelizes 

the acknowledgment and the invigorate. In the wake of 

delineating the DDSGA stages, we show the trial occurs 

that exhibit that DDSGA fulfills a high hit extent of 

88.4 percent with a low false positive rate of 1.7 

percent. It upgrades the hit extent of the enhanced SGA 

by around 21.9 percent and reduces Maxion-Townsend 

inflicted significant damage by 22.5 percent. From this 

time forward, DDSGA achieves improving both the hit 

extent and false positive rates with an agreeable 

computational overhead. 
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1. Introduction 
 

Masquerader is one of the attacker who easily fids the 

legal user which uses the services and immunity of the 

user. For this fist SGA (Semi Global Alignment) 

algorithm can be used. It is most efficient and operative 

algorithm but the drawback of this algorithm is that it 

has not yet accuracy for the multiuser systems. For that 

view of point the DDSGA (Data Driven Semi Global 

Alignment) algorithm can be introduced. It is easily 

detect the attacks. It improves the effectiveness and 

efficiency more than the SGA algorithm. For the 

security system DDSGA improves the scoring system 

by adopting distinct alignment for each user. DDSGA 

minimizes the overhead of alignment and detects 

parallel and update it. After describing the DDSGA 

phases, we can get experimental results and this 

result shows the DDSGA can find the high hit ratio of 

88.4%. 

      According to Naive Bays algorithm these episodes 

are Masquerade or normal. Which is used to the number 

of command in Masquerade block? This technique 

improves the hit ratio but there is a high false positive 

rate. So he does not update the user profile. In Naïve 

Bayes algorithm information on the probabilities of 

commands one user over the other users. The WRBF 

similarity measure based 

on the frequency of commands f, the weight associated 

with the frequency vector. 

WRBF-NB similarity also increases the overall 

overhead by computing Naïve Bayes and WBRF and 

also integrates their results. It neglects the low level 

presentation of user commands. In Naïve Bayes 

algorithm both the command of legitimate user and 

those of an attacker may be different from the train 

signature. Due to the attacker one persists longer, the 

deviation of legitimate the user is momentary. 

 

2. Review of literature 

 
The uniqueness approach considers that command that 

have not been seen in the training data point out a 

masquerader. Again, the chance that a masquerader has 

issued a command is controversially related to the 

number of the users that use such command. While 

performance of uniqueness is relatively poor. One-step 

markove is based upon one-step transitions from a 

command to the next. 

      This method false alarm rate is not satisfactory. 

Sconlau et al. toggled between a Markove model and 

the and simple not dependent. These approaches 

accomplish the good performance among the regard 
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methods. The main idea about the compression 

approach is that new and old data of same user should 

compress at the same ratio. Masquerading user will 

compress data in different ratio. For binary data 

classification Support Vector Machine(SVM) indicate 

set of machine learning algorithm SVM can gives a 

large set of pattern but it result in high false alarm and 

low detection rate. Maxion and Townsend A detection-

orientedclassification of insider it misuses Maxion and 

Townsend .applied a Naïve Bayes classifier widely used 

in text classification task and also classify user 

command data sequences into masquerader. An episode 

is introduce which is based on Naïve Bayes technique. 

According to Naïve Bays algorithm these episodes are 

Masquerade or normal. Which is used to the number of 

command in Masquerade block? This technique 

improves the hit ratio but there are high false positive 

rates. So he does not update the user profile. In Naïve 

Bayes algorithm information on the probabilities of 

commands one user over the other users. The WRBF 

similarity measure based on the frequency of commands 

f, the weight associated with the frequency vector. 

 

3. Components Used For DDSGA 

 

Hardware Requirement: 

 Processor                        : Intel Pentium IV 

 Ram                            : 512 MB  

Hard Disk                   : 80 GB HDD 

Software Requirement: 
Operating System            : windows XP / Windows 7 

Frontend                       : Dot net, C#.net  

 Backend                      :  MS-SQL   

 

4. System Design 

 

 
 

Figure 1. System Architecture 

4.1 Description of the architecture 

 

Limited stage scoring framework, Maximum Factor of 

Test Gaps (MFTG) and scoring parameter of every 

client are utilized to adjust the session examples to an 

arrangement of covered subsequence's of the client 

marks in these module. In the wake of part the mark 

grouping into an arrangement of covered squares of 

length L, it picks the subsequence with the most 

noteworthy match to be utilized as a part of the 

arrangement procedure. We have demonstrated that all 

things considered, the quantity of arrangements is 

somewhat littler on account of the variety between the 

covered mark subsequence’s. The working of the 

proposed TMBO technique mostly relies on upon two 

parameters:  

(a) Number of normal arrangements for the discovery 

procedure, 

(b) The effect of the TMBO on false alert rates and hit 

proportion. The essential errand of TMBO registers the 

accompanying length of the covered subsequence's as 

per taking after  

equ.  

L=(n+[mftg+n])  

      In the present stage the present covering keeps 

running with length L as opposed to 2n. The optional 

stride figures the match comparing to every 

subsequence as appeared in the front of every 

subsequences. The third step select the top match 

subsequence's, As in the fig subsequence's 2 and 15 , as 

the best mark subsequence's to be adjusted against the 

test session examples of the client. To assess the 

decrease in the workload because of TMBO, consider 

the Number of Asymptotic Computations (NAC) 

processed. 

 

5. Methodology 

 
From the security efficiency perspective, DDSGA 

models more accurately the consistency of the behavior 

of distinct users by introducing distinct parameters. 

Furthermore, it offers two scoring systems that tolerate 

changes in the low-level representation of the 

commands functionality by categorizing user 

commands and aligning commands in the same class 

without reducing the alignment score. The scoring 

systems also tolerate both permutations of its 

commands and changes in the user behavior over time. 

All these features strongly reduce false positive and 

missing alarm rates and improve the detection hit ratio. 

In the experiments using the SEA data set, the 

performance of DDSGA is always better than the one of 

SGA. From the computational perspective, the Top-

Matching Based  
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Overlapping approach reduces the computational load 

of alignment by decomposing the signature sequence 

into a smaller set of overlapped subsequences. 

Furthermore, the detection and the update processes can 

be parallelized with no loss of accuracy.   This paper is 

introducing the Data-Driven Semi-Global Alignment 

(DDSGA) approach. The DDSGA which improves the 

detection accuracy as well as the computational 

performance of the Enhanced-SGA and of HSGAA 

which is also based upon SGA. � Themain idea of 

DDSGA is of considering the best alignment of the 

active session sequence to the recorded sequences of the 

same user. After discovering the misalignment areas, 

we label them as anomalous. The several anomalous 

areas are a strong indicator of a masquerade attack. 

DDSGA can tolerate small mutations in the user 

sequences with small changes in the low level 

representation of user commands and it is decomposed 

into a configuration phase, a detection phase and an 

update one. The configuration phase, computes, for 

each user, the alignment parameters to be used by the 

detection as well as update phases. The detection phase 

aligns the user current session to the signature sequence. 

The computational performance of this phase is 

improved by two approaches. One is the Top Matching 

Based Overlapping (TMBO) and second one is the 

parallelized approach. In the update phase, DDSGA 

extends both the user signatures and user lexicon list 

with the new patterns. It get done to reconfigure the 

system parameters.   

  

6. Existing System 

 
Semi-global alignment (SGA) is one of the most 

efficient detection algorithms and its accuracy was 

improved by Coulletal. Naïve Bayes One-step Markov 

is based upon one-step transitions from a command to 

the next. It builds two transition matrices for each user 

from, respectively, the training database and the testing 

one and it triggers an alarm when these matrices 

noticeably differ. Schonlau et al. toggled between a 

Markov model and the simple independence one. Dash 

et al. introduced an episode based Nave Bayes 

technique that extracts meaningful episodes from a long 

sequence of commands. 

 

7. Proposed System 

 

To overcome the drawbacks of the existing system we 

proposed a new system which is algorithm called as the 

DDSGA. It totally based on the Enhanced-SGA. The 

main strategy is to align the user active session 

sequence to previous one of the same user & labels the 

misalign areas as anomalous. DDSGA tries to avoid 

small mutation in user command. This paper introduces 

the Data-Driven Semi-Global Alignment (DDSGA) 

approach, which improves both the detection accuracy 

and the computational performance of the Enhanced-

SGA and of HSGAA that is also based upon SGA. The 

main idea underlying DDSGA is to consider the best 

alignment of the active session sequence to the recorded 

sequences of the same user. After discovering the 

misalignment areas, we label them as anomalous and 

several anomalous areas are a strong indicator of a 

masquerade attack.DDSGA can tolerate small 

mutations in the user sequences with small changes in 

the low level representation of user commands and it is 

decomposed into a configuration phase, a detection 

phase and an update one.The configuration phase, 

computes, for each user, the alignment parameters to be 

used by both the detection and update phases. The 

detection phase aligns the user current session to the 

signature sequence. The computational performance of 

this phase is improved by two approaches namely the 

Top-Matching Based Overlapping (TMBO) and the 

parallelized approach. In the update phase, DDSGA 

extends both the user signatures and user lexicon list 

with the new patterns to reconfigure the system 

parameters. 

 

8. Conclusion 

 
Masquerading means the attack intentionally. It is one 

of the most critical attack. So attacker can easily enter 

into the system with wrong intension and can control 

the system. GA is a model based on sequence alignment 

and it is used to detect the different sequential audit data 

means checked and observed data but the SGA has very 

low false positive rate and missing alarm rates .low 

accuracy even its new version or achieved the correct 

accuracy and also not given the performance for 

practical deployment .So the overcome from SGA 

problem we have DDSGA model this model is security 

perspective and with more accuracy .DDSGA keep the 

consistency by providing different parameter to 

different user and then it offers two level scoring system 

that tolerate means avoids change in the low level 

commands functionality of user command and aligning 

commands in the same class but without reducing the 

alignment score .The scoring systems also allow all to 

carry out of its commands and changes in the user 

behavior extra time. All features strongly degrade false 

positive and missing alarm rates and increase the 

detection hit ratio. In the SEA data set, the performance 

of DDSGA is always better as compare to the one of 

SGA. Top-Matching Based Over-lapping approach 

reduces the computational load of alignment by 

reducing the pattern sequence into a smaller set of 
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overlapped subsequences. Furthermore, the detection 

and the update processes can be parallel with no loss of 

accuracy 
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