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Abstract: To ensure the actual presence of a real 
legitimate trait in contrast to a fake self-manufactured 
synthetic or reconstructed sample is a significant problem 
in biometric authentication, which requires the 
development of new and efficient protection measures. In 
this work adopted a software-based fake detection 
method that can be used in multiple biometric systems to 
detect different types of fraudulent access attempts. The 
objective of the proposed system is to enhance the 
security of biometric recognition frameworks, by adding 
liveness assessment in a fast, user-friendly, and non-
intrusive manner, through the use of image quality 
assessment. The proposed approach presents a very low 
degree of complexity, which makes it suitable for real-
time applications, using 25 general image quality features 
extracted from one image (i.e., the same acquired for 
authentication purposes) to distinguish between 
legitimate and impostor samples. The experimental 
results, obtained on publicly available data sets of 
fingerprint and iris show that the proposed method is 
highly competitive compared with other state-of-the-art 
approaches and that the analysis of the general image 
quality of real biometric samples reveals highly valuable 
information that may be very efficiently used to 
discriminate them from fake traits. 
 

Keywords: image quality assessment (IQA), Natural 
Scene Statistics (NSS), Mean Squared Error (MSE). 

1. Introduction 
 
Image quality assessment means estimating the quality of 
an image and it is used for many image processing 
applications. Image quality can be measured in two ways, 
subjective and objective method[1-3]. Objective method 
is more preferable than subjective because most of the 
time the original image is not available for the 
comparison and it is not that much expensive like the 
subjective method. These methods are used to predict the 
visual quality by comparing a distorted image against a 
reference image. In this work adopted by comparing the 
different approaches of image quality assessment.A 
biometric system is a technological system that uses 
information about a person (or other biological organism) 

to identify that person. Biometric systems rely on specific 
data about unique biological traits in order to work 
effectively[4-6]. specific nature of today’s biometric 
systems is associated with a specific use of the term 
"biometrics." In general, biometrics is any use of 
biological data in technology. Biometric systems 
focusing exclusively on the identification of humans have 
become the major kind of biometric system in today’s IT 
world. Governments, businesses and organizations can 
use biometric systems to get more information about 
individuals or about a populace as a whole. Many 
biometric systems are developed for security 
applications. An airport scanning device, a "bio-
password" system, or an internal data gathering protocol 
is an example of a biometric system that uses identifying 
data for a security result.[7-9] 
 

2. Proposed Method 
 
In this work adopted a software-based multi-biometric 
and multi-attack protection method which targets to 
overcome part of these limitations through the use of 
image quality assessment (IQA). It is not only capable of 
operating with a very good performance under different 
biometric systems (multi-biometric) and for diverse 
spoofing scenarios, but it also provides a very good level 
of protection against certain non-spoofing attacks (multi-
attack). Moreover, being software-based, it presents the 
usual advantages of this type of approaches: fast, as it 
only needs one image (i.e., the same sample acquired for 
biometric recognition) to detect whether it is real or fake; 
non-intrusive; user-friendly (transparent to the user); 
cheap and easy to embed in already functional systems 
(as no new piece of hardware is required). An added 
advantage of the proposed technique is its speed and very 
low complexity, which makes it very well suited to 
operate on real scenarios (one of the desired 
characteristics of this type of methods). As it does not 
deploy any trait-specific property (e.g., minutiae points, 
iris position or face detection), the computation load 
needed for image processing purposes is very reduced, 
using only general image quality measures fast to 
compute, combined with very simple classifiers. It has 
been tested on publicly available attack databases of iris 
and fingerprint  where it has reached results fully 
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comparable to those obtained on the same databases and 
following the same experimental protocols by more 
complex trait-specific top-ranked approaches from the 
state-of-the-art. 
 

                           

 
Figure 1. Block Diagram Of Proposed System 

 

The above block diagram[1] shows the proposed system. 
In this block the input 2D image is either fingerprint or 
iris. The input 2D image is fed to the full reference-iqa, 
no reference-iqa and Gaussian filter. The main function 
of the Gaussian filter is to reduce distortions present in 
the output of 2D image and the result of the Gaussian 
filter is further fed to the full reference-iqa. The output of 
the 2D image is given to full reference-iqa directly. The 
operation of the full reference – iqa will check the output 
2D image and Gaussian filtered 2D image with its 21 
parameters i.e., mean square error, peak signal to noise 
ratio, SNR, structural content, maximum difference, 
average difference, normalized absolute error, r-averaged 
mean difference, normalized cross-correlation, laplacian 
MSE, means angle similarity, mean angle magnitude 
similarity, total edge difference, total corner difference, 
spectral magnitude error, spectral space error, gradient 
magnitude error, gradient phase error, structural 
similarity index measurements, visual information 
fidelity and reduced reference entropy difference present 
in it. The function of the no reference – iqa will cross 
check the 2D image with its remaining 4 parameters i.e., 
JPEG quality index, high low frequency index, blind 
image quality index measurement and natural image 
quality evaluator present in it. The final parameterization 
which compares the full reference – iqa and no reference 
– iqa of 2D image. The training data is a test set which 
stores the real and fake samples of the original of iris and 

fingerprints. The output of the training data and final 
parameterization is fed to the real or fake classification. 
The real or fake classification classifies the whether the 
given 2D image is real or fake and the output is displayed 
in the figure3. 

Input Image 

   The fingerprint and iris is used as an input 
image which is a 2D image and the output of the 2D 
image is further is subdivided into full reference-image 
quality assessment (fr-iqa) & no reference-image quality 
assessment (nr-iqa). 

 
Full Reference - IQA 

Mean square error 

The mean squared error (MSE) of 
an estimator measures the average of the squares of the 
"errors", that is, the difference between the estimator and 
what is estimated. MSE is a risk function, corresponding 
to the expected value of the squared error loss or 
quadratic loss. The difference occurs because 
of randomness or because the estimator doesn't account 
for information that could produce a more accurate 
estimate.   The MSE is the second moment (about the 
origin) of the error, and thus incorporates both 
the variance of the estimator and its bias. For an unbiased 
estimator, the MSE is the variance of the estimator. Like 
the variance, MSE has the same units of measurement as 
the square of the quantity being estimated. In an analogy 
to standard deviation, taking the square root of MSE 
yields the root-mean-square error or root-mean-square 
deviation (RMSE or RMSD), which has the same units as 
the quantity being estimated; for an unbiased estimator, 
the RMSE is the square root of the variance, known as 
the standard deviation. 

Peak Signal to Noise Ratio 

   Peak signal-to-noise ratio, often 
abbreviated PSNR, is an engineering term for the ratio 
between the maximum possible power of a signal and the 
power of corrupting noise that affects the fidelity of its 
representation. Because many signals have a very 
wide dynamic range, PSNR is usually expressed in terms 
of the logarithmic decibel scale.   PSNR is most 
commonly used to measure the quality of reconstruction 
of lossy compression codecs (e.g., for image 
compression).. 

Signal to Noise Ratio 

   Signal-to-noise ratio (often 
abbreviated SNR or S/N) is a measure used in science 
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and engineering that compares the level of a 
desired signal to the level of background noise. It is 
defined as the ratio of signal power to the noise power, 
often expressed in decibels. A ratio higher than 1:1 
(greater than 0 dB) indicates more signal than noise. 
While SNR is commonly quoted for electrical signals, it 
can be applied to any form of signal (such as isotope 
levels in an ice core or biochemical signaling between 
cells). 

NO REFERENCE IMAGE QUALITY 

MEASUREMENT  

JPEQ Quality Index 

 The JPEG Quality Index (JQI), which 
evaluates the quality in images affected by the usual 
block artifacts found in many compression algorithms 
running at low bit rates such as the JPEG. 

High Low Frequency Index 

The High-Low Frequency Index (HLFI), which is 
formally it was inspired by previous work which 
considered local gradients as a blind metric to detect blur 
and noise . Similarly, the HLFI feature is sensitive to the 
sharpness of the image by computing the difference 
between the power in the lower and upper frequencies of 
the Fourier Spectrum. In the HLFI entry, il,ih, jl, jhare 
respectively the indices corresponding to the lower and 
upper frequency thresholds considered by the method. In 
the current implementation, il= ih= 0.15N and jl= jh= 
0.15M. 

Blind Image Quality Index Measurement 

These blind IQA techniques use a prioriknowledge taken 
from natural scene distortion-free images to train the 
initial model (i.e., no distorted images are used). The 
rationale behind this trend relies on the hypothesis that 
undistorted images of the natural world present certain 
regularproperties which fall within a certain subspace of 
all possible images. If quantified appropriately, 
deviations from the regularity of natural statistics can 
help to evaluate the perceptual quality of an image. 

Naturalness Image Quality Evaluator 

The NIQE is a completely blind image quality analyzer 
based on the construction of a quality aware collection of 
statistical features (derived from a corpus of natural 
undistorted images) related to a multi variant Gaussian 
natural scene statistical model. 
 

3. Experimental Results 
 
                         

 
Figure 2.  input original image 

 
Figure 3. filtered (reference) image 

 

The original image is in RGB format and then it 
is converted into gray scale 2D image is done by 
MATLAB coding .The input 2D image can be iris or 
fingerprint is given to the full reference-image quality 
assessment, no reference-image quality assessment & 
Gaussian filter. It is shown in the above diagram [2].
 The input original image is filtered by the 
Gaussian filter which is said to be filtered (reference) 
image, the main function of the Gaussian filter is to 
reduce the noise present in the image and the output of 
the Gaussian filter is fed to the full reference image 
quality assessment. It is shown in the above diagram[3]. 
 

 
    

Figure 4.  input original image for iris corner detector 
  Figure 5. iris corner detected original image 

 
 The 2D input image is directly fed to the no 
reference image quality assessment in the absence of 
Gaussian filtering. In the no reference image quality 
assessment there are 4 parameters i.e., JPEG quality 
index, high low frequency index, blind image quality 
index measurement and naturalness image quality 
evaluator are implemented defaultly. It is shown in the 
above diagram[4].The dotted spots the image indicates 
the iris corner detected for original image by the process 
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of no reference image quality assessment. It is shown in 
the above diagram[5]. 
 

 
Figure 6. input reference image for iris corner detector         
Figure 7. iris corner detected for reference image 

 The filtered Gaussian is given to the full 
reference image quality assessment, the main function of 
the full reference is to check image by its 21 parameters 
present in the full reference – image quality assessment 
and it marks the spots at the corner of iris. It is shown in 
the above diagram [6]. The above image mentions the 
spots marked on the corner of iris image at the output of 
the full reference image quality assessment. It is shown in 
the above diagram[7]. 

 
Figure 8. Trained Classifier Result                                                     
Figure 9.  Final Output 
    The real data of iris or fingerprint is stored in 
predefinedly & it is compared with the  input 2D image. 
The function of the trained classifier is a test dataset i.e., 
nothing but real data of iris or fingerprint. It is shown in 
the above diagram[8].The comparison between the input 
image and the training data classifier is done which 
compares the two data i.e., the real or fake image is 
identified. It is shown in the above diagram 9. 
 

4. Conclusion 
 
The study of the vulnerabilities of biometric systems 
against different types of attacks has been a very active 
field of research in recent years. This interest has lead to 
big advances in the field of security-enhancing 
technologies for biometric-based applications. However, 
in spite of this noticeable improvement, the development 

of efficient protection methods against known threats has 
proven to be a challenging task. Simple visual inspection 
of an image of a real biometric trait and a fake sample of 
the same trait shows that the two images can be very 
similar and even the human eye may find it difficult to 
make a distinction between them after a short inspection. 
Yet, some disparities between the real and fake images 
may become evident once the images are translated into a 
proper feature space. These differences come from the 
fact that biometric traits, as 3D objects, have their own 
optical qualities (absorption, reflection, scattering, 
refraction), which other materials (paper, gelatin, 
electronic display) or synthetically produced samples do 
not possess. Furthermore, biometric sensors are designed 
to provide good quality samples when they interact, in a 
normal operation environment, with a real 3D trait. If this 
scenario is changed, or if the trait presented to the 
scanner is an unexpected fake artifact (2D, different 
material, etc.), the characteristics of the captured image 
may significantly vary. 
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