
 

 

SCALABLE ATTRIBUTE BASED ENCRYPTION SCHEME FOR 

ACCESSING CLOUD DATA 

 

 

A.Sandhya1, T.Harshini2, T.Vyshnavi3, Naresh Vurukonda4, 
B.Thirumala Rao5 , J. Amudhavel6 

                                          1,2,3,4,5,6 Department of Computer Science & Engineering,  
                                                              KLUniversity, Guntur, A.P, India 

1ansandhya1995@gmail.com 
2harshini.tangudu@gmail.com 

3vyshnavisubbarao@gmail.com
4naresh.vurukonda@gmail.com 

5drbtrao@kluniversity 
6info.amudhavel@gmail.com 

 
                       

Abstract: Cloud computing is a recent emerging 
platform in IT world .Storing the data in untrusted 
cloud environment is a big issue to all the people 
now a days. Cloud computing is an easy answer for 
storing and reviving the data in a secured manner. 
The most important problem in this is security, 
Hence Here we are trying to introduce a new method 
for providing secured access control. To provide 
more security we are utilizing hierarchical structure 
in the HASBE scheme and using a clock. i.e Timely 
Based Access Control  With the help of this we can 
upload, download, and delete files from the cloud. 

Indication terms: Access control, cloud computing, 
hierarchical.                                                                  

I. Introduction 

     Cloud computing widely spreaded during the 
recent era and will become the most used technology 
in the future. There are several benefits of cloud 
computing. Different services are also proposed like 
IaaS, SaaS, PaaS[1]. Many big business 
organizations make use of the services provided by 
the cloud. Now a day’s enterprise user need not 
invest money on hardware/software professionals. 
They save a huge amount of money by using the 
cloud. Even though many facilities are provided by 
cloud, security is the biggest problem on cloud which 
prevents many applications and usage on it. The most 
important security constraint is data security. As 
many large organizations store its huge data which 
values to huge some on cloud, it is the responsibility 

of the cloud provider [2] to take care of the data 
stored. Data is an important property to any 
organization. If the data of one company is revealed 
to its competitors or the public then there will be a 
huge loss to the company. Therefore this will be the 
first requirement of any user using cloud. 
     Not only the data confidentiality but also the 
scalable what's more, fine-grained get to control [3] 
is additionally required for the model. Early access 
control methods refer to data encryption. Encryption 
is the change of information into other forms, called 
figure content, it is not understood by anyone except 
the approved persons. The major purpose of 
encryption is to safeguard the secrecy of information 
put away on PC frameworks or transmitted by means 
of the Internet or other PC systems. Current 
encryption calculations assume a critical part in the 
security assurance of IT frameworks and 
correspondences as they can give mystery, as well as 
the approval, unwavering quality, and non-
disavowal. Get to control implies the selective 
restriction of passage to a place or different assets. 
Consent to get to an asset is called approval. The 
customary get to control like, 
DAC(discretionaryAccesscontrol),MAC(Mandatory 
Access Control),RBAC(Role based get to control) 
and ABAC(Attribute Based Access Control )are 
insufficient for the hoisted security so that different 
Attribute based Encryption plans are proposed. The 
data which we will transfer must be encoded by 
utilizing different cryptographic calculations. The 
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point by point portrayal about different encryption 
systems are given underneath. 
 

                      II. Literature Survey 

     In this segment we provide detailed description 
regarding all the existing schemes of attribute based 
encryption and its extensions. 
     One of the method is attribute based encryption 
introduced by sahai and waters[4] within the year 
2005 and its main aim is to produce access control 
management and security. Attribute-based encryption  
may be a public-key supported to several encoding 
that permits users to inscribe and decode information 
primarily based on user attributes. During this the 
secret key  and its attributes depends on attributes. 
During this the coding of a cipher text is feasible 
given that the set of attributes of the user key 
matches the attributes of the cipher text. Coding is 
barely attainable once the amount of matching is a 
minimum of a minimum price. Attribute based 
encryption usually involves encrypting the attributes 
not encrypting the complete information. Encoding in 
ABE is simple and secure and cheap compared to 
alternative encoding techniques. The ABE is secure 
as a result of the encrypted information contains the 
attributes instead of the information just in instance 
of any obscure viral assaults the data isn't in any way 
shape or form spilled. The characteristic based 
encryption[5] makes the applying to be secure the 
execution of the ABE is high contrasted with option 
encoding ways. The restriction of the trait based 
encryption is coding of data is expensive. The matter 
with property based encryption (ABE) topic is that 
information proprietor must utilize constantly each 
affirmed client's open key to engrave the data. This is 
frequently not supportive continuously application 
accordingly of it uses same credits to control client's 
entrance inside the cloud.The other technique is 
modified structure[6] of ABE. The individuals who 
needs to utilize are given a get to tree structure for 
the information properties. The qualities are 
associated with leaf hubs. To build up the get to tree 
structure the mystery key of the client is created. 
Figure writings are named with sets of qualities and 
private keys are connected with monotonic get to 
structures that control which figure messages a client 
is permitted to decode. Key Policy Attribute Based 
Encryption plan is produced for one-to-numerous 
interchanges. Another adjusted type of abe is called 

cp-abe[7]. In this, all the figure content is connected 
with a key arrangement in view of qualities, and each 
client's private key is connected with an arrangement 
of properties. A client is offered authorization to 
interpret a figure message just if the arrangement of 
properties related with the client's private key fulfills 
the key strategy related with the figure content. CP-
ABE works in the inverse method for KP-ABE. 
What's more, the key structure worked in the 
scrambled information can let the encoded 
information pick which key can recover the 
information, it implies the client's key with properties 
just fulfills the key structure of the encoded 
information. Utilizing this key structure message is 
then encoded with the end goal that exclusive those 
whose characteristics fulfill the key structure can 
decipher it. The most existing ABE plans are begun 
from the CP-ABE plot. CP-ABE. Another strategy 
Hierarchical characteristic based encryption[10] is 
presented by Wang. HABE comprises of a 
fundamental ace that identifies with the third put 
stock in gathering, a few space aces out of which the 
top-level DMs constitutes to a few venture clients, 
and various clients that compare to all individual 
purposes.  
     HASBE[12], to accomplish well proficient get to 
control in cloud and to completely give the 
calculation to the cloud suppliers. It has same 
characteristics which is under the control of a few 
space masters[13].It comprises of five sorts of 
gatherings a cloud specialist organization, 
information proprietors, information shoppers, 
various area experts and a put stock in specialist. 
Information stockpiling administration is kept up by 
cloud specialist organization. The information will be 
encoded and put away in cloud by information 
owner[14]. To utilize the scrambled document it will 
be downloaded from cloud by the information buyer. 
Each individual space expert is in charge of dealing 
with the area in its next level or to deal with the 
information proprietor/shopper in its area. The 
believed one is the principle in charge of overseeing 
space authorites under him. Despite the fact that 
HASBE got to be distinctly popular it can't bolster 
compound properties and experiences absence of 
adaptability and scalabilty.  
 
                        III. Implemented Model 

 

International Journal of Pure and Applied Mathematics Special Issue

542



 

 
A. Structure of proposed model 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

           Figure 1. Proposed Hierarchical Structure for 
Attribute Based Encryption 

 
     This hierarchical structure it has a main           
trusted authority who manages the domain authorities 
under him. And the domain authority manages the 
cloud users under him. Both the data owners and 
consumers are called cloud users. For each cloud user 
our system keeps  an attribute set which contains set 
of attributes to all the users. Here is used to generate 
key for a particular time. 
 

B. system model 

   Our model contains four parts. Cloud 
owner,untrusted cloud,clock,cloud user. 
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       Figure 2. Hierarchical structure with clock 
 
      Here the information proprietor can transfer his 
document to the cloud. To make his document as 
more secured, firstly he will scramble that record and 
afterward transfer to the untrusted cloud. Just the 
information proprietor realizes that the way to 
unscramble the documents. So the transferred 
documents are sheltered in the untrusted cloud. At 
the point when an information client needs to get to 
any record from the cloud, then it send a request to 
the cloud. At that point the cloud will forward that 
request to the proprietor. At that point the proprietor 
will check the attribute set of that client. In that case 
if the client have a legitimate attribute set, then the 
proprietor sends a key to the client. At that point 
when the proprietor send a key to the client then the 
clock will begin calculating. After a specific time 
period, that key turns into an invalid one. So the 
client ought to get to the asked for record inside that 
time restrict.  
 

C. Basic operations performed 
 

1. Registration 

    To do any operation in cloud, the customer and the 
proprietor should select there. For enlistment the 
customer and the proprietor will send an enlistment 
demand to the related space specialist. By then the 
authorizer watches that is the new client accepting 
there terms and conditions. If they are prepared to 
acknowledge the terms and conditions, then the 
authorizer will forward that request to the trusted 
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domain. At that point the trusted expert will give a 
lasting id to each of the proprietors and clients.
that point they can set a secret password 

2. Document transfer 

    To exchange a record, first the data proprietor will 
encode the archive using his private key and send it 
to the following level. Also, that is area expert. By 
then the space authorizer watches that the proprietor 
is a selected one or not. In the event that he is an 
enlisted proprietor, then the area will forward that 
mixed record to the put stock in authorizer.

3. File Download 

     Just the information proprietor can erase his
document from the cloud. Amid the enrollment time 
of the information proprietor, the trusted authorizer
will give an id number to each of the information 
proprietors. These id numbers are perpetual for them. 
Additionally each of them have a password
not lasting. To erase a record, the information 
proprietor firstly send a request to his 
authority. This request for contains the proprietor id 
and the document name. At that point the 
authority will ask for password to the proprietor. I
the event if the proprietor gives the right password
then the domain authorizer will forward the deletion 
request to the trusted authorizer. After that the trusted 
expert will erase the record from cloud. 

c. Implementation Part: 

      

. At that point the trusted expert will give a 
lasting id to each of the proprietors and clients. At 

password for them.   

To exchange a record, first the data proprietor will 
encode the archive using his private key and send it 
to the following level. Also, that is area expert. By 

authorizer watches that the proprietor 
is a selected one or not. In the event that he is an 
enlisted proprietor, then the area will forward that 
mixed record to the put stock in authorizer.  

Just the information proprietor can erase his 
document from the cloud. Amid the enrollment time 

oprietor, the trusted authorizer 
will give an id number to each of the information 
proprietors. These id numbers are perpetual for them. 
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not lasting. To erase a record, the information 
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                  IV. Experimental Setup 

    Requirement for this project includes as  XML, 
Web Technologies like java language , IDE n
and also it includes Windows operating systems, 
RAM 2GB, Intel Core I3 processor and HDD 
500GB.  In this work we uploaded
text file and images where user
via 2 mode private and public
not enter their secure key , without entering their key 
they can download and other way 
secure key that secure key will be generate
dynamically in user email address  and user will be 
enter that generated  key so that  they can upl
access file.                                                     

                                  V.  Conclusion

     It is a highly efficient model for providi
control. We used hierarchical structure and also we  
provided a clock for decrypting basing on time. It 
provides scalability and flexibility to access control. 
It can be further extended by providing dynamic 
services to the cloud users. 
presented the HASBE conspire for figuring it out 
adaptable, and fine-grained get to control in cloud 
computing. The HASBE plot consistently 
consolidates a various leveled structure of framework 
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V.  Conclusion 

efficient model for providing access 
chical structure and also we  

a clock for decrypting basing on time. It 
provides scalability and flexibility to access control. 
It can be further extended by providing dynamic 
services to the cloud users. In this paper, we 
presented the HASBE conspire for figuring it out 

grained get to control in cloud 
computing. The HASBE plot consistently 
consolidates a various leveled structure of framework 
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clients by applying an assignment calculation to 
ASBE. HASBE not just backings compound 
characteristics because of adaptable property set 
blends, additionally accomplishes ef- ficient client 
renouncement in view of numerous esteem 
assignments of properties. We formally demonstrated 
the security of HASBE based on the security of CP-
ABE by Bethencourt et al.. At long last, we executed 
the proposed conspire, and directed complete 
execution examination and assessment, which 
demonstrated its efficiency and points of interest over 
existing plans. 
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