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Abstract: Cloud computing is an emerging 

technology that enables clients to access their cloud 

resources through internet with minimal 

management efforts. Due to vast increasing usage 

of cloud data storage, the cloud data posing great 

threats to client data or sensitive data. An insider 

attacks can be defined as employees, contractor or 

business partner have access credential to the 

organization or cloud assets of the company. Due to 

their sophisticated knowledge about an internal 

security structure they can launch any vulnerable 

attacks on cloud assets or resources. In this paper, 

we implement a framework that prevents an insider 

attacks using Trusted Platform Module (TPM). A 

remote attestation used to verify user validity and 

confidentiality and sealed storage is an encryption 

technique that never leaves the sensitive data to 

external world. A virtualization technology is used 

for demonstration of insider attacks in IaaS based 

cloud infrastructure and late launch technology 

from TPM module is used for implementation of 

proposed framework  

Keywords: Confidentiality, Integrity, Privacy, 

TPM, TP 

1. Introduction 

    In [1] Virtualization is an illusion of the actual 

system like the operating system, application, 

storage, hardware. Virtualization is in which the 

resources can be shared among the multiple users. 

There are types of virtualization: Server 

Virtualization-This plays a key role this uses a 

software layer called the hypervisor. Guest 

operating system will not know about virtualized 

hardware. Server virtualization is the dividing of a 

physical server into compact virtual servers to help 

increase your server resources. Data virtualization: 

In this the data management is done allowing 

applications perform several operations on it 

without requiring the technical information of the 

data such as where it is stored.Available resources 

present in the same network are combined. A user 

can have shared access to the resources on the 

network from single system. Desktop virtualization: 

This is the technique in which the operating system 

and the clients who use it are isolated. The 

operating system may be local or remote. This 

increases the security. Also, recovery of data is 

easy when the data is lost due to desktop disaster. 

The data is not saved on the user system hence even 

when device is lost there is no data loss. Storage 

virtualization: Multiple storage devices are masked 

to form as single storage device for the central 

management. Application virtualization: 

Application is presented to the user without 

depending on the underlying operation system. So, 

the application can run on the any platform. 

    Types of hypervisor are [2]: Type1 Hypervisor-

Bare metal hypervisor-These hypervisors directly 

run on the host operating system. Type2 is Hosted 

hypervisor. This runs as an application on the 

existing systems. Administrator cloud buy the 

software and install on already existing server. 

Types of open source hypervisors: 1) Xen is type1 

hypervisor. Allows multiple guest so to execute 

simultaneously on a physical machine. This runs 

directly on the physical machine. Some Guest VMs 

running are known as “domains” on the xen 

hypervisor.There are 2 types of virtualization that 

are supported in xen: I) Para virtualization: This 

uses modified guests. These OSs are not aware that 

they are undergoing virtualization. ii) Full 

virtualization (hardware virtual machine): This has 

more overhead than the para virtualization. They 

have full virtualized hardware devices.2) KVM: A 

layer in the kernel based virtual machine (KVM). 

Example: Ubuntu Lacks para virtualization. For 

example, windows do not work in par virtualization 

because it is modified OS. More flexible than Xen 

hypervisor. 

   Cloud computing software stack [3] overview: 

Several options are there for the components but we 

can find six components in the common open 
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source cloud computing. The choosing of 

components mainly depends on the systems like 

OpenNebula, Nimbus or Eucalyptus because the 

physical and virtual network design vary with each 

of these systems. The first one is that the OS and 

the hardware. These are present on the several 

physical machines in a system. A software system 

demands these to be placed in correct manner. 

There are 2 points we take into considerations of 

the hardware and the OS. Firstly para virtualization 

is preferred for the physical nodes which do not 

need the extensions of any hardware. At the same 

time these type of cloud systems can choose the 

software resources required and the any also can 

restrict the speed limit of the VM. Another point is 

that all the open source frameworks must be able to 

run with the several underlying systems except the 

commercial. The immediate component followed 

by OS and hardware is that network. This contains 

the DNS, DHCP and the arrangement of the subnet 

in physical machines. This comprises of the virtual 

bridging which is needed to unique MAC address 

which is given to the each VM. And, the DHCP and 

DNS should be arranged such that it agrees with the 

cloud structure such the MAC and IP address of the 

vm are satisfied. The next component is the VMM 

(virtual machine monitor or hypervisor). There 2 

types of VMMs which are open source: 1) Xen 2) 

KVM. These furnish the structure which allow the 

VM to execute. 

 

2. Previous Work 

     The Eucalyptus cloud environment performs the 

cloud functions and the security is given to the 

cloud with a microchip called as TPM in which all 

the virtual machines are controlled by the node 

controller and the hypervisor called as [14]Trusted 

Virtual Machine Monitor(TVMM) has the 

responsibility for checking the integrity and 

confidentiality through a trusted remote third 

parties. The TVMM allows the third party which 

gives attestation to the virtual machines and have 

the assurance that the virtual machine’s 

confidentiality and integrity are achieved and the 

node controller reports the system state and store 

the  hassh value in the PCR ,the virtual 

environment in the cloud infrastructure gives the 

response of the assurance of the client data for that 

the TVMM supports [15]Trusted Execution 

Technology which gives the capable of accessing 

the virtual machines with the attestation for 

checking the confidentiality and integrity, suppose 

if any VM consists of malicious data which affect 

the cloud platform the TVMM provides a 

authentication to the client for preventing the 

leakage of data from the cloud environment and 

some of the [16]self-cloud environment stops the 

domain function in the hypervisor environment and 

divides the administrative domain of the hypervisor 

into each client administrative domain according to 

the client access he created a security issues where 

he can only access without sharing it to the others 

and if the client data will be protected from the 

untrusted operating system by encrypting the pages 

of the client virtual machine and the running 

applications and a communication is established 

between the virtual machine and the VMM for 

protecting the client data and a [17]homomorphic 

encryption is done in this the third party is allowed 

and the encrypted data is encrypted without 

knowing the private key, the operations are 

performed to get the encrypted output and the result 

is worked on the remaining data and this remains 

the data is confidential and the data cannot be 

readed by the service provider. 

3. Proposed Work: 

      In [5], Eucalyptus the abbreviation is Elastic 

Utility Computing Architecture for Linking Your 

Programs to Useful Systems. In this cloud 

environment, we can create n no of virtual 

machines which acts as physical machine to the 

user. This cloud infrastructure gives a privilege to 

access the machines with in less amount of time 

and get the user requests very quickly. The main 

advantage in this cloud the workload is divided into 

a set of parts and each of them were performed in 

its virtual machine and get the result to the users. 

All the users are connected to the cloud 

environment and all the user’s operation is 

controlled by the cloud controller. When all the 

users access the cloud then it needed to handle all 

the user’s requests so the cloud controller divides 

the user’s workload into some sets and assigns that 

work to the cluster controller and again it need to 

handle all the user’s data and the requests and again 

it divides the data and send to the set of node 

controllers and the node controller assigns each 

user request to the virtual machine which acts as 

physical machine to the user. It was developed for 

building Amazon web services and it is a simple 

open architecture for implementing the cloud 

functionality at the IaaS level. Which can be 

deployed and executed without the modification to 

the underlying architecture and it has a Web 
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Service Description Language Documents (WSDL 

documents). The main roles of the eucalyptus are 

Users, Administrators, Architects, Application 

architects, Developers, Managers. All the

control by the cloud infrastructure and operations. 

The details of the Eucalyptus of their OS and 

hypervisors, Versions and Architecture. 

+XEN with version  5 architecture xx86_64 bit, 

CentOS +KVM with version  6 architecture x86_64 

bit, Ubuntu+KVM with version 10.04 architecture 

x86_64 bit,VmWare ESX with  version 4.0,4.1 

with architecture x86_64 bit, and the guest 

operating systems are OS(Windows Server) with

the type and version of 2003BR2 and the 

architecture is i386/x86_64bit. The components of 

the Eucalyptus cloud are 

·      Cloud Controller 

·       Cluster Controller 

·       Node Controller 

·       Storage Controller 

.      Storage (Walrus) 

 

    Cloud controller [6], it provides the access to the 

user’s virtual machine inside the cloud and 

requests from the user and assign it to the cluster 

and again it take the output result from the cluster 

and the storage is connected with the cloud 

controller where to provide the request to the 

cluster controller. The cloud controller will handl

the user’s data and send it to the cluster controller 

with some query information and 

acknowledgements in the background process 

between the cluster controller and the cloud 

controller. A group of cluster controllers are 

managed and flow of requests can be controlled by 

the cloud controller. 

    Cluster controller takes the requests from the 

cloud controller and allocated it to the node 

controller. In this each cluster, will handles set of 

nodes and examines each node operation and 

creates a log of each operation done by it, all the 

log information is recorded for any backup 

purposes. The cluster controller will controls set of 

node controllers and the data requests is send by the 

storage from the cloud controller. The cluster 

controller reports each and every instance of 

operation of the node and delivers and asks the 

requests about the data and the storage. 

    Node Controller which is a node and itself called 

as a machine and controls the inspection, execution

and terminating the machine from the cluster where 

the cluster is executed and the  single node 

Service Description Language Documents (WSDL 

documents). The main roles of the eucalyptus are 

Users, Administrators, Architects, Application 

architects, Developers, Managers. All these roles 

control by the cloud infrastructure and operations. 

The details of the Eucalyptus of their OS and 

hypervisors, Versions and Architecture. CentOS 

5 architecture xx86_64 bit, 

6 architecture x86_64 

Ubuntu+KVM with version 10.04 architecture 

version 4.0,4.1 

with architecture x86_64 bit, and the guest 

operating systems are OS(Windows Server) with  

the type and version of 2003BR2 and the 

mponents of 

it provides the access to the 

user’s virtual machine inside the cloud and take the 

requests from the user and assign it to the cluster 

and again it take the output result from the cluster 

and the storage is connected with the cloud 

controller where to provide the request to the 

cluster controller. The cloud controller will handle 

the user’s data and send it to the cluster controller 

with some query information and 

acknowledgements in the background process 

between the cluster controller and the cloud 

controller. A group of cluster controllers are 

be controlled by 

Cluster controller takes the requests from the 

cloud controller and allocated it to the node 

will handles set of 

nodes and examines each node operation and 

tion done by it, all the 

log information is recorded for any backup 

purposes. The cluster controller will controls set of 

node controllers and the data requests is send by the 

storage from the cloud controller. The cluster 

instance of 

operation of the node and delivers and asks the 

 

Node Controller which is a node and itself called 

as a machine and controls the inspection, execution  

and terminating the machine from the cluster where 

single node 

controller can controls N no of virtual machine 

instances from the physical machine the functions 

of the node controller is it has five operations they 

are run instance, describe instance, terminate 

instance, describe resource, start network and the 

work done by the node controller is allocating the 

work to the virtual machines and get the resources 

for it and reporting the data to the cluster controller.

     The Storage Controller[8] is placed in between 

the node controller and the storage where the data 

flow will be managed by it and  the mechanism to 

store and access the user data and the virtual 

machine images in the file system and the functions 

of the storage controller is schedu

instances run request to specific node controllers 

and gathers the information and report the 

information about the set of node controllers and

controls the instance of the virtual networking 

overlay.(which provides the connectivity, isolati

and performance). The Walrus is a storage device 

which is connected to the storage controller, and it 

support the concurrent and serial data transfers to 

provide scalability. It acts as a storage device where 

we can access the virtual images of the syst

the users use the Amazon S3 service for searching 

the in and out of the storage and stores the VM 

Disk images and ram disk images which were 

packed and uploaded using Amazon EC2 tools all 

these tools compress the images and

by using the user credentials and divide into 

multiple parts which were described in a image 

description file. The VMWare Broker is an optional 

device used in this cloud and used for Eucalyptus 

subscribers. The architecture of the Eucalyptus 

cloud is 

Figure 2. Eucalyptus Archi

reference [8

    The cluster controller[7] assigns the data to the 

node controller a set of node controllers are 

connected to the cluster controller and the cluster 

controller handles and send the requests to the 

particular node controller and the node controller 

can controls N no of virtual machine 

instances from the physical machine the functions 

of the node controller is it has five operations they 

are run instance, describe instance, terminate 

scribe resource, start network and the 

work done by the node controller is allocating the 

work to the virtual machines and get the resources 

for it and reporting the data to the cluster controller. 

is placed in between 

the node controller and the storage where the data 

and  the mechanism to 

store and access the user data and the virtual 

machine images in the file system and the functions 

of the storage controller is scheduling incoming 

instances run request to specific node controllers 

and gathers the information and report the 

information about the set of node controllers and  

controls the instance of the virtual networking 

overlay.(which provides the connectivity, isolation 

and performance). The Walrus is a storage device 

which is connected to the storage controller, and it 

support the concurrent and serial data transfers to 

provide scalability. It acts as a storage device where 

we can access the virtual images of the system and 

the users use the Amazon S3 service for searching 

the in and out of the storage and stores the VM 

Disk images and ram disk images which were 

packed and uploaded using Amazon EC2 tools all 

images and encrypt them 

user credentials and divide into 

multiple parts which were described in a image 

description file. The VMWare Broker is an optional 

device used in this cloud and used for Eucalyptus 

subscribers. The architecture of the Eucalyptus 

 

Architecture -from the 

reference [8] 

assigns the data to the 

node controller a set of node controllers are 

connected to the cluster controller and the cluster 

controller handles and send the requests to the 

roller and the node controller 
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executes it sends the result to the cluster controller 

and it was send to the client in the backward 

process. Each virtual machine is a system which 

executes the task in its own environment and has its 

own specifications and we can create n no of virtual 

machines in an open source cloud environment 

(Eucalyptus, OpenStack, NIMBUS) with the 

particular storage and the RAM Memory so that the 

cloud environment can allocate the task to the 

specific node controller if not it performs the grid 

computing. The main point in this is each node 

controller is a virtual machine and the set of node 

controllers are having their own virtual 

environment. The Storage controller is presented in 

between the node* controller and the 

Storage(Walrus) each virtual machine has its own 

space in the storage which called as the Storage 

bucket in the Walrus each one has a defined size in 

this we can store the data of the user and we can 

retrieve the data for the other purposes so for the 

node controller which is also called as the virtual 

machine is a system which we can do the 

operations and store the data in the cloud 

environment and the task execution is done on the 

VM own environment in which the user specifies 

the task environment in which it must be executed.  

     [4]key hierarchy and gives the priority of the 

keys and there are some commands like 

[9]TPM_Startup command it used to start the TPM 

Security functionality and the 

TPM_ContinueSelfTest to the TPM will be 

implicitly started and the command explicitly sent 

to the TPM. Collected configuration information 

can be signed and report it to a soliciting party. 

This process is called TCG through Remote 

Attestation. The TPM must be provided with some 

integrity measurement system to deliver attestation 

of the running state of the system.      Main goal is 

determining the trust level in integrity of one 

platform to another through remote attestation 

process. Remote attestation architecture mainly 

contains two major components 1. Integrity 

Measurement Architecture 2. Remote Attestation 

Protocol. Man In The Middle attack is vulnerable 

by remote attestation protocol. Integrity 

measurement architecture is used to build our 

remote attestation protocol. Enterprise allows 

laptop to connect to its network only if laptop runs 

“Authorized software” is one of the application. It 

is usually combined with public key encryption so 

that it can only be read by the programs that 

presented and requested the attestation and not by 

an eavesdropper. On working it creates Attestation 

Identity key (AIK) and sign PCR values (After 

boot), mainly three steps are used for processing 

they are Measurement, attestation, verification. 

[10]CRTM (core root of trust of measurement) 

when the system boots up, PCRs in the TPM are 

reset. The control thenpasses to CRTM(core root of 

trust of measurement)which calculates the hash of 

the BIOS and extends this hash to PCRs. Let us 

take an example If they could attest that they were 

running secure copy of music player then we can 

send songs to other machines using music player's 

software. [11]To allow mutual authentication we 

can run remote attestation protocol bifacial. More 

complicated protocols provide the verifier with 

proofs of software stack like linux based integrity 

measurement architecture. 

Sealed storage 

     In the cloud nodes when the users virtual 

machine is established with expected integrity, 

SSM (Sealed Storage Module) encrypt the user-

specified data effectively when the data is stored to 

disk and [12]sealed storage symmetric key decrypt 

them when they are pursued from the disk. VMM 

achieved in the sealed storage is not required to 

change the OS in the VM. So to control the disk I/O 

of guest OS and analysis of the operation semantic 

are needed by VMM. Platform configuration 

information is produced by sealed storage by 

binding the private information for protection 

including software and hardware used. Data can be 

delivered only to specific combination of software 

and hardware. [13]In DRM building we can use 

sealed storage.  

4. Results and Discussions 

    The proposed framework implemented on HP 

elite Notebook 8540 with configuration of Intel i5 

processor, 8GB RAM, 500HDD and Ubuntu 14.04 

as a host OS. The Eucalyptus cloud software used 

for implementing the private cloud that provides an 

infrastructure for launching VM’s. The 

experimental results show that proposed framework 

has greater ability to reduce the TCB minimiation 

and less over heads while communicate with TPM 

device through the host operating system. 

 

 

 

 

 

Figure 5. Performance evaluation 
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     The SENTER instruction takes 20.5ms for the 

initiation of secure boot along with the Flicker 

hypervisor boot process. The PCR Extend is used 

to quote particular PCR value and it took 10.68ms. 

The TPM quote for measuring the PCR values with 

hash values are calculated and replaced with new 

hash digest and this operation took 357.68ms. Thus 

it shows us that Flicker based environment takes 

long time to respond for the TPM quote. The seal 

and unseal operation takes 45.29ms and 537.87ms, 

when compared to other hypervisor performance in 

both operations Flicker has great ability to reduce 

the overheads in unseal operation. The remote 

attestation took 100.3ms for trusting the platform 

using the PCR values with cryptographic 

techniques those we discussed earlier sections. The 

results show us that Flicker has great ability to 

reduce the overheads during the TPM operations. 

5. Conclusion 

    The information stored in the cloud infrastructure 

should be secure and reliable in order to provide 

assurance to cloud user. In this paper, we analyzed 

and designed a framework that effectively prevents 

the insider attacks from insider and cloud users. A 

TPM and TrustVisor are used for implementation 

of proposed system and taken results. Then the 

results are compared with the previous systems of 

insider attacks. Our framework effectively detects 

and prevents the abnormalities in the cloud 

infrastructure. 
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