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Abstract: The term security has become a trend in 

computer science domain since the applications 

developed are compromised by the attackers, as the 

term suggests giving access to the right people than 

the ones who don’t. Attacker usually bypasses the 

security system to get in the application and steal 

the information, similar to this is the attack called 

IP spoofing where the attacker starts the attack by 

spoofing the source address, by doing this their 

location concealed to reveal their location , trace 

back mechanisms have been introduced. An IP 

trace back mechanism is used to track down the IP 

address following down the network of nodes, to 

find a spoofed device. There are many prominent 

trace back mechanisms but upon implementing they 

have low success rates. Though there are 

advantages and disadvantages over IP trace back, 

the proposed hybrid IP trace back could give a 

better success in finding the attacker and could ease 

the problem. The hybrid mechanism would have 

the similar protocols to that of the existing ones but 

it would be better than all of them in terms of 

performance. 

Keywords: IP address, IP Trace back, IP spoofing, 

Hybrid IP trace back. 

1. Introduction 

 

     To consider the Internet as of today is secure for 

some while it is quite the opposite for some  but 

how much is it really secure, is it really dependable 

etc. questions are pouring down from the last 2 

decades . The Internet as a matter of fact has lot of 

information in it which also hosts the dark side of 

this all-knowing technological giant where an 

attacker is always on the lookout for a victim who 

is a prey. The attack could depend on the intent of 

the attacker, when looked further the intent could 

either mean harm to the victim or could just watch 

the data traffic sent by the victim to the other end. 

Now if the intent is to steal the sensitive data and 

monitor the victim then there are range of attacks 

out of which IP spoofing is one of the prominent 

attacks also the attacker would try to manipulate the 

victim’s system where he could use DDoS attack 

which could affect the whole network connected 

with the victim. One of the main attacks being 

DDoS attacks it is considered a high priority threat 

in the list of the Internet security, this makes the 

attacker invulnerable to disclose his identity, 

location and other details. As IP trace back being 

the solution, the objective here lies in tracking back 

the malicious packets to its origin [6]. There are 

different techniques which have been proposed for 

the IP trace back are - IP marking, IP logging and 

IETF ICMP trace back. Before highlighting the IP 

trace back mechanism, a brief explanation is 

required on IP spoofing and how the attack is 

performed, by doing this an overall scenario would 

be easily understood. Spoofing, usually is the 

process of replacing the source IP address with a 

fake IP address and fake page content such that the 

sensitive data could be stolen by the attacker. The 

attacker tries to forge the fake IP and content such 

that when a victim accesses the page his/her data is 

stolen.   

 
Figure 1.  DoS attack over a network 

1.1 IP Spoofing: 

     Spoofing, means impersonation of another user 

or identity for performing illegal acts. Those illegal 

acts would range from cybercrime to real life crime 

which would huge losses of capital, sensitive 
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information and even innocent lives. IP Spoofing is 

no different from any illegal acts as it is regarded 

one of the dangerous attacks which destroy almost 

everything. To be more precise about IP spoofing, 

its attack origin started about roughly 20 years 

when internet was on the raise and it was 

introduced to the common man for domestic 

purposes as well. The earliest known attack was 

performed by sending a fake email to the user 

making him perform some action which could lead 

to this heist. To consider a possible situation where 

a user is on the internet and the attacker just enters 

the network and is on the prowl. The attacker 

closely monitors the user and makes sure that the 

user gives away his credentials, for this to happen 

the attacker can possibly use I) a fake email 

claiming that the user has won a lottery and for the 

cash to be deposited in his bank account the user 

must send his bank credentials to the given link and 

he must pay the registration fee and so the user 

gives away his credentials and he is attacked , II) 

second method is that the attacker before 

impersonating himself, creates a fake website 

which hosts his server and makes the user logon to 

it. x     

1.2 IP Trace back: 

     IP trace back is to track the network path of an 

IP packet to its source [1]. There are two leading 

types of IP trace back techniques have been 

proposed which are: Packet marking and Packet 

logging [4] [1]. In Packet marking, the router marks 

forwarded IP packets with its identification 

information. The intermediate routers marks those 

IP packets with extra data so that the victimized 

person could utilization them on focus the strike 

way [7]. Methodologies recommended incorporate 

hub append, hub testing Furthermore edge testing 

[5]. Those hub annex component may be 

comparative of the IP record course choice, in that 

those addresses from claiming progressive routers 

traversed. Due to the limited space in the packet 

header, the router has to be programmed to choose 

a packet on the basis of probability when this 

happens the packets are marked but they are not 

given with full information in other words only the 

partial path information is embedded into the 

marked packets. When the network path is rebuilt 

by combining a limited number of packets having a 

mark. This approach is known as Probabilistic 

Packet Marking [7] [1]. The PPM approach 

overcomes little overhead at routers. But it could 

track the network traffic to a certain number of 

packets due to its probabilistic nature. In packet 

logging, the IP packet is logged meaning the 

packets which are outgoing from the router have 

their details scanned at and through each router it 

passes [5]. Usually, packet logging was thought to 

be impractical due to lot of reasons one of which 

being the enormous storage space for packet logs. 

The hash based IP trace back approach records 

packet digests in a space-efficient data structure, 

bloom filter, to reduce the storage overhead 

significantly. Routers are queried in order to 

reconstruct the network path [6]. This approach can 

track a single IP packet. However, the requirements 

for digest table storage and access time to record 

packets commensurate with their arrival are 

prohibitive at routers with high speed links. 

 
Figure 2.  Categories of IP trace back Mechanism 

2.  Literature Survey 

     To focus on one objective which is to provide 

more efficient and better tracing services to the 

analyst to track down the attacker , there the analyst 

has to use various mechanisms and has to upgrade 

them to make sure he/she is able to achieve the goal 

in much shorter time span and with much less 

memory. Though there won’t be any practical 

comparison to support this argument to prove the 

better one among the two, but when there are 

mechanisms of the trace back then surely a 

hierarchy of better mechanism can be shown. 

2.1 Ingress Filtering 

    Ingress Filtering is one of the method to prevent 

the Denial of service attack. One of ways to prevent 

the anonymous attacks is by preventing the attacker 

from being able to forge source address of the 

sender [3]. The routers which are primary source 

for transmitting the information to the destination 

basing upon the routing table generated. These 

router must be constructed in such a way that it 
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must prevent all the packets that arrives with forged 

source address to the destination address. For this 

to be done, we have to give the router with required 

power enough to examine the source address of 

every data packet and necessary  intelligence 

to the route to differentiate between illegitimate and 

legitimate address [3]. Ingress filtering is widely 

used in the client networks or at the extreme end of 

the Internet Service Provider (ISP) where the 

address of the owner is not ambiguous and data 

traffic over the network is low. In Ingress Filtering 

when the data packets that are sent by the sender 

with high speed uplinks then checking each and 

every incoming data packet with legitimate source 

address becomes difficult.  

2.2 Deterministic Packet Marking 

     In Deterministic packet marking, each router 

marks every data packet passing through the router 

with a unique identifier [4]. So the construction of 

attack pattern which is called the signature at the 

victim is simple. But the routers which are 

communication ports between sender and receiver 

have some extra overhead. If the attacker has 

control over a trusted router then this router can 

take up any path to that router unless any of the 

authentication mechanism is used. If the various 

authentication methods are added to the router then 

it will increase the cost both in terms of processing 

time and space [4]. Few of the data packets will not 

be overridden by the routers. The attacker can write 

false data being aware that these packets will 

distract the victim. This techniques does not work 

for Denial of service because it requires huge 

amount of packets to gather. A network port is an 

ingress port that accepts network traffic whereas a 

tool port is an egress port that forwards network 

traffic to analysis tools. Each data packet passed 

through the first ingress edge router is marked with 

the IP address of the router. The IP address is 

separated into two fragments which is of 16 bits 

each and each fragment bits of data is stored into 

each of the incoming packet. The whole IP address 

is recovered by the victim when the victim obtains 

both the fragments of the same ingress router [4]. 

Many enormous numbers of packets are not 

necessary for trace back in this method but it takes 

more search time to find the origin of the attack. 

The trace back method is challenged, if the 

topology of the network is changed. 

2.3 ICMP Trace back 

     The primary goal of the ICMP trace back is to 

trace the packets which are coming to us. The 

primary motive is to trace back denial of service 

attacks. The other uses of ICMP trace back are path 

characterization, incoming traffic matrix, and 

asymmetric route detection [10]. The problem in 

ICMP trace back messages is many denial of 

service attacks that is Trinoo which means it is a 

group of programs of computer to conduct 

distributed denial of service attack and it is also 

believed that these networks are arranged on 

number of systems on the internet which are 

compromised by remote buffer overrun deeds. In 

the initial step the assailant which is using a 

compromised host compiles a numbers of machines 

which are in the list that can be compromised and 

maximum all the  process are done automatically 

from the host that is compromised this is because 

the host stores a set of information which also 

involves other hosts to be compromised in the next 

step as soon as the compilation of a number of 

machines in the list that can be compromised to 

compromise them scripts are run and change them 

into daemons or trinoo masters and multiple 

daemons can be controlled by one master and these 

daemons are the hosts which are compromised that 

launch the actual floods which are UDP against the 

machine of victim. The HMAC short lived secret 

which are used to generate HMAC of trace back 

packet once after the secret has expired, digitally-

signed, to the previous secrets the time stamped 

copy is added. In other words two ICMP trace back 

packets are needed to be seen from each router 

which are separated minutes.  

2.4 Probabilistic Packet Marking: 

    This method was suggested by Burch and 

Cheswick and implemented by Savage during the 

late 1990’s , they proposed that the router would 

randomly mark the outgoing packet to make sure 

they end up giving the location of the required 

router [9]. They proposed that the router would 

mark either the IP address or the edge of the path 

that the packet has traversed to reach the router [7]. 

The possible implementation would have been like 

this – After the attack there would be various points 

of view to find the attacker’s location or source of 

the attack, when it comes to use PPM the router 

must have been uploaded with certain algorithms 

(PPM algorithms) [7] such that it would trace back 

the packet and find the source (location) of the 

packet. When the router is ready to deploy the 
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marked packets, the security analyst takes into 

considerations of lot of packets which would easily 

traverse even in the complex network or the 

topology. As lot of packets are considered the 

packet is chosen randomly under some random 

probability, this selection of packets is maintained 

as 0.25 to 0.35, however these probabilities may 

change due to the algorithm introduced and the 

security analyst [7]. The meaning of the probability 

is that out of 100 packets 25 to 35 packets of them 

could be marked and could be to various other 

routers connected in the network [7]. This scheme 

is to primarily crack DoS and DDoS attack as it 

needs huge number of attack packets which have to 

operate in an attack pattern, but the flaw is that not 

every packet would end up giving us result the ratio 

of result analysis may vary time to time. 

 

3. Implementation 

    Until the previous section, there were 

mechanisms discussed which have been proposed 

and most of it being used by cyber security 

officials, from this section and forth there would be 

focus on how the attack actually happens and how 

exactly the security try and retrieve the data lost or 

at least identify and locate the attacker. The attack 

is performed in a usual manner where victim 

unknowingly performs an action which results in 

the stealing or leaking of the important information, 

but to make it simpler and more understandable for 

a layman. Usually the attacker would monitor and 

take precaution before attacking a victim, he first 

checks for the network’s security, how genuine is 

the information of the victim etc. after doing these 

checks, he enters the network and lays a bait and 

wait for the victim to take it, once the victim falls 

for the trap, the attacker steals the necessary 

information from the victim. This happens when a 

wide range attack takes place and lot of sensitive 

information is lost and mostly authorized by top 

officials and government organizations which 

function to prevent such attacks.     

 

  Figure 3. Procedure of Packet Marking 

3.1 Algorithm 

    The whole attack scenario takes place in two 

phases in which the former makes the attacker play 

the role of a spectator while the latter makes the 

attacker steal the data, the two phases are – normal 

phase, spoofed phase. The algorithm is written in 

the case of spoofed case and how trace back is 

performed – 

 1)  IP spoofing : 

i) Consider a file which consists of sensitive 

data is sent from sender to receiver over a 

network. 

ii) The file is encrypted by a random hex value    

ranging from 2 bit to 16 bit. 

iii)There must be an assumption taken into 

consideration that the attacker has already 

known the hex value and can decrypt it. 

iv) Attacker creates a temporary buffer memory 

and stores the impersonated IP and the hex 

value, here we consider the hex value is less 

memory consuming. 

v) As IP is impersonated the packets which 

have the specified destination are redirected 

to the impersonated one and the data is 

stolen. 

2)   IP Trace back :  

i) To check the authenticity of the network 

and the destination analysis must be done. 

ii) To locate the malicious IP, there must be 

another consideration the attacker could 

poison the other nodes connected to the 

network. There is a probability of 38% to 

47% for this to happen. 

iii) Trace packets which traverse the path using 

any hopping algorithm. Most used is the 

hop count which specifies the status of the 

packet. 

iv) Once the packet encounters malicious IP it 

must send a 1bit encrypted message back to 

the sender. 

v) Received message must be decrypted by 

unique hash function which is random in 

nature. The message must consists of device 

IP address and MAC address. 

3.1.1 Results 
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Figure 4. Simulation of messages passing through 

the router 

 

Figure5. Simulation of the attack starting with IP 

spoofing and DoS attack 

 

Figure 6 Simulation of the trace back mechanism 

 

Figure 7. A graphical estimation of the success rate 

of the trace back mechanism until 2013. 

4. Conclusion 

    In this paper we have discussed about a complete 

scenario of the attack and the solution by means of 

IP trace back, therefore we have implemented and 

simulated a trace back mechanism which can 

handle the misuse by the attacker until some point 

of time. This unique trace back mechanism can be 

used to track the attackers in an optimized manner, 

most of the existing mechanisms are able to track 

the attacker they aren’t accurate or optimal in terms 

of execution time, space complexity. The proposed 

mechanism is approximately 2%-3% more optimal 

than the existing mechanisms, the mechanism can 

be made better if more hash based encryptions are 

made so that it can resist a strong attack. 

5. Acknowledgments: 

    This work is supported by the Department of 

Science and Technology,India. through the fund 

sanctioned for the improvement of Science and 

Technology infrastructure , at the department of 

Computer Science and Engineering, K.L.University 

by order number SR/FST/ESI-332/2013. 

References 

[1]M. T. Goodrich, “Efficient packet marking for 

large-scale IP trace back,” in Proc. 9th ACM Conf. 

Computer and Communications Security (CCS), 

2002, 

[2]Burch H, Cheswick B. Tracing anonymous 

packets to their approximate source. In proceedings 

of USENIX LISA; 2000 

[3]Savage S, Wetherill D, Karlin A, Anderson T. 

Practical network support for IP Trace back. In: 

Proc of ACM SIGCOMM conference; 2000. 

[4]Song DX, Perrig A. Advanced and authenticated 

marking schemes for IP Trace back. In: Proc of 

IEEE INFOCOM; April 2001. 

[5]Kuo Wen-Chung, Chen Yi-Lin, Tsai Shuen-

Chih, Li Jung-Shian. Single-packet IP Trace back 

with less logging. In: Seventh international 

conference on intelligent information hiding and 

Multi-Media signal processing; 2011. 

[6] C.Ashwini , J.Muthu , B.Karthikeyan , V.Vinith 

Raj, An Efficient Auditing Technique for Secure 

Cloud Computing Using Asymmetric 

Cryptographic Algorithm. In: International 

Innovative Research Journal of Engineering and 

Technology; 2015.  

[7]Moreira Marcelo DD, Laufer Rafael P, 

Fernandes Natalia Castro, Duarte Otto Carlos 

Muniz Bandeira. A stateless trace back technique 

for identifying the origin of attacks from a single 

Packet. In: Proceedings of IEEE international 

conference on communications; 2011 

[8]Y.K. Tseng, H.H. Chen, and W.S. Hsieh (2004), 

“Probabilistic Packet Marking with Non-Primitive 

Compensation,” IEEE Comm. Letters 

[9]Ashwini Parashar, Ramaswami Radhakrishnan 

(2013),”Review of Packet Marking IP Trace back 

Schemes,” in International Journal of Computer 

Applications. 

International Journal of Pure and Applied Mathematics Special Issue

455



456


